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Would you give your keys to a stranger? 
Probably not. However, Jan-Willem Bullée’s 
research has shown that, in an offi ce environment,
59% of participants did exactly that. He tells us why, here.

PSYCHOLOGICAL MANIPULATION

Most people underestimate the degree to which they will engage 
in insecure behaviour, something that criminals exploit through 
‘social engineering’. Our vulnerability to these kind of attacks is 
exploited by off enders who use psychological manipulation to 
make us assist them. These kind of attacks are successful since we 
use heuristics (i.e., rules of thumb) in our decision making. These 
mental shortcuts work well in most circumstances. However, 
when a heuristic fails, a cognitive bias occurs. A cognitive bias 
is mistaken thinking due to errors in reasoning or evaluation. 
There are several ways in which this tendency can be exploited to 
infl uence people to make it hard for them to say no. One tactic 
is reciprocity, whereby receiving a gift can make someone feel 
indebted and more likely to give something in return. A common 
example of this is when restaurants give customers a mint when 
presenting the bill, a gift which can result in bigger tips.

THREE ATTACKS

In my research, we performed three type of attacks in a 
controlled environment. During the fi rst attack employees were 
called by an unknown and untrusted ‘off ender’ who persuaded 
them to download and install some software. In this attack, the 
off ender induced reciprocity by warning the victim about their 
PC being in danger. During the second attack, off enders visited 
employees in their offi  ces and asked them to hand over their 
electronic offi  ce key. In the third attack, phishing emails were 
sent to offi  ce employees in an attempt to convince them to share 
network credentials.

NOBODY THINKS THEY WOULD FALL FOR THIS

As an outsider, it seems obvious that such social engineering 
schemes are scams. It is hard to believe that someone would 
fall for them. A survey among academic researchers in The 
Netherlands confi rms this. In the survey, no-one reported 
that they would install the software from a cold call and only 
3% reported that they would hand over their offi  ce key to a 
stranger. My experiments suggest otherwise. In total, 40% of 
the employees installed the software and 59% of the employees 
handed over their offi  ce key to a stranger.

TRAINING

On a positive note, there is hope. I divided those who 
participated in the fi rst two attacks into groups. One group 
received information showing them how to recognise potential 
scams. This group performed better than a group which received 
no training, at both the installation of software (17% vs. 40%) 
and handing over offi  ce keys (37% vs. 59%). However, this 
improvement disappeared when the length of time between the 
information campaign and the attacks was increased.

LENGTH OF SERVICE MATTERS

My analysis of the subjects’ socio-demographic characteristics 
in the three experiments showed that both target gender and 
age did not infl uence the outcome. However, in the email 
experiment, the victim’s length of service with their employer 
did infl uence the outcome and had an interaction eff ect with 
age. This suggests that young employees with only a few years of 
service are those most vulnerable to phishing emails.

IMPLICATIONS FOR PRACTICE

I suggest that there are some important implications arising from 
these results.

1)  Awareness-raising about social engineering reduces the 
probability of falling for a scam. Training should include how 
to recognise the tactics people use to infl uence victims and 
how to react.

2)  Awareness-raising training is only eff ective for a short period 
of time. Therefore, a single round of training is insuffi  cient. 
However, merely repeating the same message over and over 
again is also ineff ective and could even be counterproductive. 
The solution is likely to lie somewhere in the middle; in regular 
repeat training with innovative approaches and materials.
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DISPLACEMENT AND
TRANSITION RISKS

CHRISTOPHER MCDOWELL

The refugee journey from a place of danger to a place of safety involves a series of transitions.
 At each stage of the displacement cycle individuals become defi ned by legal-bureaucratic and 
descriptive labels that may include an ‘internally displaced person (IDP)’, an ‘asylum seeker’, 
a ‘refugee claimant’, a ‘registered refugee’, a ‘prioritised or deprioritised “resettlement case”’, 
a ‘rejected asylum seeker’, or a ‘returnee’. 

These labels are important because they infer a set of legal rights, 
a documented point in an offi  cial protection process and an 
entitlement to humanitarian support. Conversely labels can also 
signal the withdrawal of rights, support and protection.

The route from danger to safety is rarely linear, but rather 
families and groups of friends move frequently between diff erent 
statuses; and as if playing a game of snakes and ladders they 
can come close to achieving a high level of entitlement (to be 
accepted on a resettlement programme, for example) only to be 
knocked back and obliged to wait for a later opportunity. There 
is no certainty in the process and the quality of character that 
refugees most need is patience.

DETERMINING IDENTITIES
Transitions in status demand also statements of identity. The 
bureaucratic processes to confer entitlement involve a series 
of determinations that require registrations, health and other 
assessments, interviews, case reviews, and the gathering of 
biometric data including iris scanning. 

One’s identity is crucial in this process as individuals are 
required to constantly restate who they consider themselves to 
be and why they merit protection. Repeated interviews expose 
inconsistencies in personal biographies and experiences of 
confl ict. 

REPEATED DATA GATHERING
Accurate information, it is argued, should lead to better 
humanitarian outcomes as vulnerability can be identifi ed and 
those most in need accelerated through the referral system.

However, the repeated gathering of data and the need for 
retelling of stories expose the underpinning concern that 
humanitarian systems have that, during registration (which 
occurs once an individual has crossed a border), or in refugee 
status determination, there is an ever present possibility of fraud. 
Concerns about identity theft and substitution, fraudulent family 
composition, and multiple registrations are transition risks that 
UN agencies seek to manage.

So too are these transition risks for refugees, for whom the 
possibility of inconsistency in their statements increases with 
each retelling, each misspelled name or misremembered date. As 
individual family members’ records are bundled together in one 
‘case’, so the likelihood of factual inconsistencies increases and 
credibility is once again brought into question.

SECURITY CONCERNS
While the bureaucracy of the humanitarian system creates 
uncertainty for refugee claimants at each stage of the refugee 
cycle, wider security concerns add to the precariousness of 
transitions between the stages of forced migration. The United 
Nations takes the lead in vetting resettlement applicants, 
‘deprioritising’ those who are thought to present a risk by virtue 
of their previous engagement in confl ict or the continued 
engagement of their family members, or because of past criminal 
activities or a government security role that may be implicated in 
potential war crimes. 

The ‘refugee condition’, frequently linked to traumatic events, 
manifests in physiological, psychological and sociocultural stress 
compounded by the struggle to secure short-term and longer-
term protection for the immediate and extended family. Material 
hardship, poor living conditions inside and outside of camps, 
unemployment or exploitative work, children missing out on 
education, growing indebtedness and unaddressed health needs 
shape the precariousness of displacement.

RISK OF EXTREMISM
Refugee-receiving states in the region of confl ict, as well as 
western governments who play host to asylum populations are 
increasingly concerned about the risk of extremist movements 
seeking to recruit and radicalise amongst displaced peoples.

The stress and insecurity of refugee-seeking are likely to intensify 
with each transition where opportunities for legal and safe escape 
routes do not exist. The condition permits opportunities for 
agents of radicalisation to exploit vulnerabilities. In particular, to 
target young men who have lost the opportunity of education 

and a normal growing-up, who have been forced to hustle on the 
streets and who do not have the means to support their parents 
and siblings in the way that is expected of them.

Extremist narratives off er ready explanations for confl ict, 
directing grievances at Western states. Refugees can be drawn 
into extremist networks that off er social support as well contacts 
and resources for onward movement.

The United Nations is leading the diplomatic drive for a new 
Global Compact on managing large-scale refugee movements to 
include addressing the protection risks identifi ed in this article at 
those key transition stages in the displacement cycle. Addressing 
the security dimensions of those risks, in particular those around 
recruitment and radicalisation, are likely to be some of the most 
contentious topics discussed.

In asylum-providing countries, interventions should seek to 
address the problem of protracted displacement while at the 
same time providing meaningful education, employment and 
other livelihood support to reduce the risk of marginalisation and 
impoverishment.

Support will be required to prepare refugees for either permanent 
settlement in their chosen country of asylum or to enable them 
to return home with the resources to rebuild their lives. Any new 
global compact to achieve these objectives will have to secure 
international agreement among states to cooperate in addressing 
refugee crises. This necessitates a shift in attitude towards forced 
displacement and migration underpinned by a rethinking of 
current displacement risk management. Safe and legal routes 
out of situations of danger would go some way to removing the 
opportunities that extremist organisations exploit in the patterns 
of movement recently witnessed in the Middle East and Europe.
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