OVERVIEW

This guide focuses on how the public can help to mitigate

the risk of terrorism by engaging in activities relating to
the Prevent and Protect workstreams of CONTEST. By
considering these different elements of CONTEST, a
greater understanding of counter-terrorism roles within
the private sphere and performed as part of professional

paid employment emerges.

The guide further highlights how public involvement in
mitigating terrorism has pervaded different sectors of
society, and is not limited to transportation environments
or crowded areas. Barriers to public engagement in
counter-terrorism roles are identified, with potential

strategies for overcoming these barriers also considered.

METHODOLOGY AND
STRENGTH OF
EVIDENCE

This guide examines literature published between January

2017 and June 2022 and draws from work carried out in
a wide range of disciplines and geographical contexts.
The UK is the main focus, however evidence is derived
from studies carried out in the USA, Denmark, Sweden,
Norway, Finland, and Australia. The guide builds on two
previous CREST reports that reviewed relevant research
(Lewis & Marsden, 2021; Copeland & Marsden, 2020),

and discusses 43 empirical studies.
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The research focuses on a number of areas including how

different categories of ‘the public’ might mitigate the
risk from terrorism, and work that explores the public’s
potential engagement with the Prevent and Protect
workstreams of CONTEST. Prevent is concerned with
stopping people becoming involved in terrorism, whilst
Protect aims to strengthen the UK’s protection against a
terrorist attack. These workstreams are the focus of this
report as they are the areas where the public have the

greatest potential role to play.

The evidence base across these areas varies. In
general, there is limited empirical research quantifying
public efforts to mitigate the actual risk of terrorism.
Instead, research tends to study participants’ intentions
in hypothetical scenarios; assesses how public
communications campaigns influence behavioural
intentions; and explores how these are experienced by
civilians. This research predominantly uses quantitative
surveys and self-report data and can be considered
robust due to the large sample sizes that characterise

this research.
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A number of smaller-scale qualitative studies capture
the reflections of practitioners who design and deliver
campaigns and programmes linked to Prevent. This
research provides useful insights into evaluations of
training programmes captured by the experiences of end-
users and/or trainers. However, because it is typically
concerned with specific programmes and practitioner
experiences, the findings of this research cannot

necessarily be generalised.

Research examining the willingness of individuals to
refer others to CVE programmes is mainly based on
comparatively small samples of interview data with
respondents from Muslim communities in the UK and
Australia. This research provides useful, qualitative
insights, however as most of these studies are focused on
understanding experiences within Muslim communities,
the transferability of these findings to other community

contexts will benefit from further exploration.

Studies which examine the willingness of individuals
to make use of more general information relating to
radicalisation risk are largely based in the USA, drawing on
data that is nationally representative in terms of sex, age, and
ethnicity, rather than focusing on a specific demographic
group. Findings from this research are more generalisable
beyond the scope of the specific study but may not capture
the specific experiences of particular communities.

KEY FINDINGS

e Research typically discusses four different categories
of public actors:

1. Members of the general public.

2. Intimates (i.e., family members and friends).

3. Those working in professions that receive
counter-terrorism training, but who are not
subject to a specific legal duty mandating them
to perform a counter-terrorism role.

4. Those working in professions that are subject to
a relevant statutory duty.

¢ Each category has different roles and responsibilities
and differing potential to help mitigate the risk of
terrorism.

e Different categories of the public have contrasting
motivations, levels of knowledge and confidence
and can be subject to different kinds of biases that
might shape their potential to help mitigate the risk
from terrorism. These issues are helpful to keep in
mind when designing training or communication
initiatives.

® Access to, and level of, training varies, as does
societal and/or organisational expectations of how
each category of public actor should contribute to
countering terrorism.

¢ Training and communications campaigns shape
how individuals are likely to respond to a perceived
threat, ranging from concern someone is at risk
of radicalisation, to suspicious behaviour, or an
unattended item in a public space.

e Societal and/or professional expectations and the
designation of counter-terrorism functions to specific
people within a community or organisational setting
shape the roles they may play.

e Research examining public conceptualisations of
suspected terrorist actors is limited. However, several
studies explore the impact of biases based on religion
and ethnicity on public perception of terrorist
suspects. Research has paid particular attention to
the role of the media in shaping these biases.

PREVENT

e ‘Intimates’ and community members are generally
willing to refer individuals to the authorities under the
right circumstances. However, there is a preference
for exploring other localised, intra-community
actions prior to contacting the authorities.



Reporting is perceived by community respondents
as an ongoing social process. Prior to formally
reporting concerns to the authorities, intimates may
try to intervene themselves and will often consult
with wider social networks or community leaders.

The involvement of community members has been
described as ‘staging’. Staged decision-making and
reporting emphasises the role of the community in
responding to concerns of individual radicalisation.

New research supports previous findings that
uncertainty surrounding the outcome of reporting
on the individual of concern and a lack of trust in
authorities form key barriers to intimates’ reporting.

Perceptions of CVE policy legitimacy can also
influence someone’s willingness to formally report

to the authorities.

PROTECT

Willingness to report suspicious behaviour is partly
informed by the severity of the perceived terrorist-
related activity.

Vigilant behaviour, such as reporting suspicious
objects, is informed by contextual factors including
the form the suspicious object takes; the availability
of authority figures to report to; the location of
the item (e.g., a train station; plane in flight, etc.),
and the type of action that is possible given the
circumstances.

There is no guarantee that individuals will report
activities that they recognise as being potentially
suspicious.

Barriers to reporting include fear of what might
happen if the suspicious item is confirmed to be
a security threat and a bystander effect where
responsibility is deferred to others who are nearby.

Communications targeted towards members of the
public in specific professional roles and contexts
can help to increase their understanding of the threat
from terrorism.
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Only allocating counter-terrorism responsibilities
to specific positions within an organisation can
contribute to a knowledge gap amongst other staff,
or disengagement from wider security practices.

Constraints that can limit employee reporting include
adherence to a ‘need-to-know’ principle which
discourages employees from enquiring about broader
aspects of the organisation’s work, and reticence due
to a belief in a co-worker’s trustworthiness because
they hold security clearance.

Public information campaigns can improve
public preparedness. Programmes which involve
greater participant engagement (e.g., a drill rather
than written material) can improve short-term

preparedness.

Private organisations — particularly transport
companies — have the potential to play a key role in
communicating appropriate responses to members
of the general public.

BARRIERS TO PUBLIC ENGAGEMENT IN
COUNTER-TERRORISM ROLES

Whilst specific barriers vary depending on the
type of counter-terrorism action being undertaken,
two commonly reported constraints relate to
unwillingness and uncertainty.

The perceived legitimacy of security policies and
extent to which they are carried out in line with the
principles of procedural justice influence public
willingness to participate in counter-terrorism.

The potential severity of the threat shapes willingness
to report. The more severe the perceived security
issue, the greater the willingness to participate in
counter-terrorism.

Uncertainty appears to stem from gaps in public
knowledge, such as the type of behaviour that should
be reported as ‘suspicious’, or the consequences of
reporting for the individual who is the subject of
the report.
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RECOMMENDATIONS

e Communication campaigns will benefit from

DIRECTIONS FOR
FUTURE RESEARCH

being tailored to recognise the heterogeneity of
‘the public’ and the differing levels of motivation,
confidence, and biases different groups of people
might hold.

Initiatives to encourage the public to identify and
report suspicious behaviours will be supported
by reducing uncertainty by providing clear
information about the specific types of behaviour
that should be reported, and what will happen in
the aftermath of a report.

Reporting authorities can help family, friends and
community members concerned about someone at
risk of radicalisation by offering transparent and
sustained support including clear information about
the reporting process. This can cover how to report,
what to expect, and potential and actual outcomes
for the individual of concern.

Maximising opportunities to explain the reasons
for counter-terrorism policies and practices to the
public can help enhance their perceived legitimacy.

Public communications campaigns are supported
when delivered by trusted and credible messengers
and when they can demonstrate that reports will be
taken seriously.

Organisations benefit from targeted advice and
training that highlights the constraints and barriers
that can act on reporting, for example, in relation to
insider threats.

Gaps in ‘regular’ workers’ knowledge of security
threats could be met by making basic information
accessible to staff regardless of whether their
professional role includes counter-terrorism
responsibilities.

Public preparedness to respond to a Chemical,
Biological, Radioactive, Nuclear or explosives
incident could be enhanced through education
and communication campaigns that provide
knowledge and enhance confidence about what to
do in an emergency.

More research to evaluate the effects of existing
public communications campaigns and the factors
that have influenced actual reports have the potential
to help develop more effective campaigns.

Barriers to reporting across the full range of
counter-terrorism functions remain relatively poorly
understood. Additional research to understand what,
when, why, and how barriers shape behaviour and
what helps to overcome them would help address this
knowledge gap and could inform communication
and training initiatives.

Further research on what shapes community
or intimates’ willingness to report, and the
circumstances under which barriers to reporting
are overcome, would provide further insight into
the public’s role in relation to the Prevent strand of
counter-terrorism.

More work to understand the role procedural justice
and perceived legitimacy of counter-terrorism
policy play in shaping public willingness to support
counter-terrorism efforts could inform a range of
policy and practice contexts.

Research to better understand what shapes public
perceptions of terrorist actors, and what mitigates
racial or religious prejudice in relation to violent
extremists could help to tailor communication
campaigns or other public outreach activities to
different audiences.
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ABOUT THIS PROJECT

This Executive Summary comes from part of
a CREST project to inform the refresh of the
CONTEST strategy. The project provides updates
to the evidence base behind key CONTEST
topics. To read the Full Report this executive
summary was produced from, as well as other
outputs from this project, visit our website:

crestresearch.ac.uk/project/contest

CREST is funded by the UK’s Home Office and
security and intelligence agencies to identify
and produce social science that enhances their
understanding of security threats and capacity to
counter them. Its funding is administered by the
Economic and Social Research Council
(ESRC Award ES/V002775/1).
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