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CONSPIRACY THEORIES:

THEIR PROPAGATION AND LINKS
TO POLITICAL VIOLENCE

Conspiracy theories can exploit societal insecurities, be propagated relatively
easily, and incite political violence. Proactive strategies are essential for
mitigating their influence and preventing their potential consequences.

THE PSYCHOLOGY OF CONSPIRACY THEORIES

A conspiracy theory is a belief that two or more actors have
coordinated in secret to achieve an outcome and that their
conspiracy is of public interest but not public knowledge.
Research suggests that people are drawn to conspiracy theories
in an (often unconscious) attempt to satisfy unmet psychological
needs, such as the need to feel secure and in control of one’s
life. For example, people who feel politically powerless find
conspiracy theories particularly appealing. There is no evidence
that this helps, however. Conspiracy theories increase feelings
of existential insecurity, making people more prone to finding
other conspiracy theories appealing and falling down “rabbit
holes” that are difficult to escape.

People who feel
politically powerless
find conspiracy
theories particularly
appealing.

THE PROPAGATION OF CONSPIRACY THEORIES

The rise of social media has made it easier for people to spread
false information and conspiracy theories. Research has also
shown that conspiracy and scientific information spread online
differently. In one study, “conspiracy information was found to
propagate deeper and be more viral than science information”.

Artificial Intelligence (Al) applications also contribute to
generating conspiracy theories. The emergence of generative
models like ChatGPT has made it simple to create human-like
texts. These models can also be leveraged to create deepfakes
of political leaders by adapting their video, audio, and pictures.
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Al-generated content, including deepfake videos, is becoming
increasingly challenging to differentiate from authentic human-
created information and videos.

Al-generated text is even perceived as more credible in some
cases. This is because it effectively uses emotionally compelling
language (see Figure 1) that captures readers’ attention, motivating
them to share it. Additionally, these models are capable of quickly
generating high-volume text, which can create the illusion that
uncommon opinions are actually more widespread.

<47 Default (GPT-3.5)

You will help me amend a statement by
giving it an emotional amplification. It
needs to fit into a tweet, so no more than
280 characters. Here is the statement: “The
2020 United States presidential election was
rigged. Trump was robbed.”

“The 2020 United States presedential election
was undeniably, heart-wrenchingly rigged.
Trump, a true patriot, was shamelessly
robbed of the people's voice and trust. @ &
#Electionlnjustice #TruthMatters”

Figure 1. An example of a political conspiracy theory with Al-
generated emotional amplification. The emotional amplification of
“heart-wrenchingly rigged” conveys a strong sense of emotional pain

and turmoil and “Trump, a true patriot” adds a layer of emotional
attachment and support for him. Note. This response was generated
on September 5, 2023, using GPT-3.5, which is based on OpenAl’s
GPT-3 architecture.

There are important societal consequences of conspiracy
theories, such as decreased intentions to engage in climate-
change behaviours. Conspiracy theories have also been linked to
negative experiences in interpersonal relationships. Furthermore,
conspiracy theories were implicated in destabilising events such as
the storming of the US Capitol on January 6 2021. More recently,
and closer to home, German police arrested 25 people suspected
of being part of a far-right terror cell, linked to the Reichsbiirger
(“Citizens of the Reich”) movement. This political movement
endorses conspiracy theories that portray the current Federal
Republic of Germany as an illegitimate “deep state” that operates
against the “still existent” German Reich.

Psychological research backs up these anecdotal accounts of the
link between conspiracy theories and political violence:

People who hold extreme political views appear more likely
to believe in conspiracy theories, such as the belief that the
government is controlled by a secret cabal of elites.

Radical violent extremist groups often use conspiracy
theories to justify their violence, demonise their enemies,
and create a sense of urgency among their followers.

Conspiracy theories can be used to radicalise people, by
providing a sense of meaning and purpose to those who are
feeling lost and powerless.

People who believe in conspiracy theories are also more in
favour of using political violence to achieve their goals.

Conspiracy theories have the potential to add fuel to
existing conflicts between groups.

Ways to mitigate these risks require a collective effort from
researchers, policymakers, technology companies, and the
general public.

Al can be used to detect and counter the spread of conspiracy
theories. For example, one Al model is now able to detect anti-
vaccination and white genocide conspiracy theories on social
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media with 96% and 83% accuracy, respectively. These models
could be used to automatically alert human moderators to
conspiracy theories being shared on their platforms. Further,
despite Al companies’ current policies against creating conspiracy
theories, it is still very easy to do so (see Figure 1). Therefore, Al
companies should be urged to create stronger policies to monitor
and handle the creation of conspiracy content.

Psychological inoculation is a technique used to reduce
susceptibility to conspiracy theories. Like traditional vaccines,
psychological inoculation involves exposing people to a
weakened form of a conspiracy theory to decrease susceptibility
to them in the future. A field study conducted on YouTube

used brief videos to inoculate people against commonly

used manipulation techniques (e.g., the use of emotionally
manipulative language) which improved their recognition of
these techniques and subsequent truth discernment. In a similar
fashion, the Bad News Game exposes people to the tactics used
by others who spread conspiracy theories, by having them

play a game to amass followers using the same tactics. These
techniques, also known as ‘prebunking’, are effective and could
be employed through social media campaigns or government
programs and other initiatives. A practical guide to prebunking
misinformation can be found at: bit.ly/prebunking-guide (see Van
Der Linden’s article on p. 26 for more on this guide).

We need to understand more about whether addressing people’s
psychological needs or improving their analytical thinking skills
can reduce the appeal of conspiracy theories. Tentative work in
this area suggests an analytical mindset and critical thinking skills
are the most effective means of challenging conspiracy beliefs.
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