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Risk Assessment &
Risk Management

This IAPSS Community of Interest (Col)
focuses on strengthening evidence-based
approaches to assessing and managing
the risk of terrorism and targeted violence.
It provides a space to share knowledge,
identify gaps, and co-produce practical,
policy-relevant solutions. Find out more
about the Col here.

Several major shifts are reshapi
respond to violent extremism. The

crime systems and committing acts of violenc

increasingly involve overlapping vulnerabilities such

health needs, neurodevelopmental conditions, trauma,

complex psychosocial needs. Ideological coherence is declining,

with more mixed, fluid, or unclear motivations rather than traditional
ideological drivers. At the same time, hybrid harms are increasing,
where cases cut across counterterrorism, child sexual exploitation,
cyber-/tech-enabled harm, and mass violence. Finally, online
environments and technology now play a central role across
pathways to harm. Taken together, these shifts contribute towards
reduced detectability and challenge established approaches to
risk assessment and management.

Decreasing age

The age profile of those entering prevention and committing acts
of violent extremism continues to fall. Over a third of Prevent
referrals are now aged 11-15, and almost one in five terrorism-
related arrests involve individuals aged 17 or under. Children and
young people differ significantly from adults. Their neurological
development is ongoing, impulse control and reasoning are still
maturing, and identity is often fluid. They are more vulnerable to
grooming, coercion, and online manipulation, and their behaviour
is often more dynamic and less stable.
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https://crestresearch.ac.uk/nabs/communities/risk-assessment-risk-management/

Challenges for RAM

Risk needs to be interpreted developmentally in
children and young people. Behaviours such as
threatening violence, posing with weapons, or inciting
harm, may be performative rather than credible, as a
means to satisfy unmet needs for belonging, identity,
or status. Distinguishing vulnerability from capability
is therefore complex, particularly where exploitation
or coercion is involved. Responses often sit between
safeguarding and criminal justice, which can conflict.
Many young people are unknown to systems,
meaning little prior information exists. As offending
ages fall, some acts may be committed by children
below the age of criminal responsibility, raising
difficult questions about how to manage risk without
criminalising more, and younger, children. Getting
this wrong can create stigma, limit opportunities, and
shape long-term trajectories.

Vulnerability-risk
overlap

Mental health, neurodevelopmental conditions,
trauma, and complex needs are increasingly present
in prevention populations. However, their role in violent
extremism risk or radicalisation remains unclear. In
some cases, they appear relevant to risk; in others
they may be incidental or even protective.

Challenges for RAM

The presence of vulnerability does not automatically
indicate risk. Neurodevelopmental traits such as fixation
or rigid thinking may be misunderstood as intent, while
referral patterns may reflect public narratives rather
than true associations. Many individuals fall below
service thresholds or are unsuitable for mainstream
provision, especially where complex needs or
substance use are present, creating unmet mental
health needs. Effective management requires multi-
agency coordination across systems that operate
under different legal and ethical frameworks, while
discontinuity of care, particularly during transitions
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between services, can increase risk when individuals
fall through gaps.

Ideology & Hybrid
Harms

A key shift is declining ideological coherence.
Many cases now involve mixed influences such as
grievance, misogyny, or violence fixation, absent
of a clear ideological framework. Some do not
meet counterterrorism thresholds, yet still present
serious risk. These hybrid cases often cut across
counterterrorism, safeguarding, cybercrime, and
serious violence systems, creating uncertainty about
classification and ownership.

“ unclear ideology
can constrain

prevention.

Challenges for RAM

When behaviour is driven by psychological or social
needs rather than doctrine, ideology-based tools
may be less effective. Determining whether a case
sits within counterterrorism, violence prevention,
safeguarding, or another domain becomes difficult.
Information relevant to hybrid harms is likely to be
fragmented across systems that have not traditionally
worked together, requiring expanded multi-agency
collaboration. Managing these cases also raises
questions about how to respond when the function of
behaviour is status, belonging, identity, or grievance
rather than ideological commitment, and how to
intervene where traditional ideological disengagement
approaches may not apply. In some frameworks,
ideology is required to activate interventions or legal
powers, meaning unclear ideology can constrain
prevention. Workforce exposure to different types
of extreme material, such as child sexual abuse
material, and the impact of such content on offenders
themselves, also present management challenges.
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Internet & Technology

Online environments and digital technologies are now
embedded across pathways to harm. Radicalisation,
fixation, planning, and leakage of intent increasingly
occur online, and in some cases violence can be
planned, enabled, or incited without an individual ever
leaving home. Technology facilitates reconnaissance,
communication, financing, and operational learning,
while anonymity, encryption, and decentralised
platforms reduce visibility and complicate monitoring.

Artificial Intelligence

“ can amplify
propaganda and
disinformation...

Artificial intelligence is further reshaping the landscape.
It can amplify propaganda and disinformation,
assist with planning, simulate relationships, and
reinforce beliefs or emotional dependency in ways
that accelerate radicalisation or mobilisation. Online
spaces also function as accelerators. Pathways can
be compressed, meaning there is less time to detect
and disrupt. At the same time, the sheer volume of
online content creates a signal-to-noise challenge,
making it harder to distinguish credible warning signs
from background activity.

Challenges for RAM

Assessing risk in digital environments requires
distinguishing genuine warning indicators from large
volumes of ambiguous or performative content. Online
personas may appear threatening without reflecting
real-world capability, and fewer observable offline
behaviours make escalation harder to detect. At the
same time, real-world capability is more accessible
through advancing technology. Accelerated pathways
mean less time to intervene. From a management
perspective, restricting internet access indefinitely
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is often unrealistic, and emerging threats frequently
operate across borders, complicating ownership
and coordination. Limited visibility into encrypted or
decentralised spaces reduces situational awareness,
while practitioners must develop new approaches to
understanding and managing digitally mediated risk.

System-Level
Challenges

The combined effect of falling age, vulnerability
overlap, hybridisation, and technology could place
strain on existing systems. Cases frequently sit
across multiple domains, creating uncertainty about
ownership. Information is often fragmented, and
access to data from key partners, such as technology
platforms, may be limited. Referral-based systems
can be shaped by external narratives, creating bias
in how risk is perceived. Broader policy and societal
shifts, such as a social media ban for children, are also
reshaping prevention landscapes.

Challenges for RAM

No single agency holds the full picture, requiring
stronger multi-agency collaboration and data sharing.
Thresholds vary across systems, meaning cases
near boundaries may fall through gaps. External bias
highlights the need for evidence-based assessment
rather than reliance on referral patterns. Increasing
ambiguity requires managing greater uncertainty,
while existing legal frameworks may not fully address
violence without ideological motivation. Joint multi-
agency threat assessment and management
approaches, alongside flexible and developmentally
informed risk assessment, are increasingly necessary.
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10 Key Takeaways

10.

Build developmentally informed approaches
Adapt risk assessment and intervention models for children and young people

Distinguish vulnerability from capability
Strengthen formulation-based approaches rather than relying on single indicators

Address unmet needs early
Treat mental health, neurodevelopmental, trauma, and psychosocial needs as central to prevention

Strengthen multi-agency integration
Adopt genuinely joined-up approaches across policing, health, safeguarding, education, and social services

Move beyond ideology as the organising principle
Ensure risk frameworks can identify and manage violence driven by grievance, status, belonging, or identity, not
only ideology

Improve detection online
Develop clearer understanding of how engagement, preparation, and mobilisation appear online

Manage, not eliminate, online risk
Develop approaches to safely manage digital engagement, including supervision, disruption strategies, and
positive online alternatives

Adapt systems to hybrid and cross-boundary cases
Expand multi-agency working and data sharing to prevent cases falling between systems

Support practitioner capability and wellbeing
Equip practitioners to work with emerging threats, complex vulnerabilities, and extreme online content

Build systems that tolerate uncertainty
Strengthen structured professional judgement, evidence-informed decision-making, and flexible interventions
that can adapt to evolving threats
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