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FROM THE GUEST EDITOR
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System resilience lies at the heart of security. Whether confronting cyber threats,
terrorism, or community disruption, the ability for systems to adapt, recover, and
maintain core functions is crucial.

In this issue of CREST Security Review,

we explore how system resilience is being
tested across multiple fronts. From the
risks of emerging Al and evolving extremist
tactics, to the challenges of building trust
in policing and planning for real-world
emergencies, resilience is viewed through
both technological and human lenses.

We also examine the pathways that shape
resilience in young people, social networks,
and communities.

We begin with Peterscheck (p. 4), who
examines how artificial intelligence can be
misused in ways that disproportionately
harm women, girls, and minority
communities. McVean (p. 6) continues the
focus on Al with a look at synthetic speech
and its role in new forms of cybercrime,
while Stevenson (p. 8) explores how
extremist groups are already incorporating
Al into their tradecraft.

Resilience also depends on how systems
build trust and communicate. Dobson

(p- 10) shows how a simple transparency
statement can help officers foster
collaboration and restore confidence in
policing. Esposito (p. 12) then highlights the
importance of interpreting and translation
in legal contexts, raising questions about
fairness and accuracy when these services
are delivered by humans or Al Planning,
too, is central to resilience: Sonnen (p. 16)
warns that strategies written for idealised
staff rather than real people risk setting
systems up to fail. Rogers (p. 20) turns back
to technology, assessing both the promise
and pitfalls of using large language models
to automatically generate counter-speech
against extremist narratives.

Looking at resilience through different
pathways, Pilkington (p. 27) argues that
studying non-radicalisation helps us
understand how young people navigate
adversity and resist extremist milieus.
Crossley (p. 30) takes this further at the
network level, showing how social ties can
both strengthen and undermine resilience
depending on how they are structured.
Hazelden (p. 32) moves to the community
scale, proposing a framework for resilience
in Northern Ireland that supports not

just recovery but transformation. Finally,
Squires (p. 36) highlights how NextGen
networks foster resilience within the
research community itself, creating spaces
for collaboration and future preparedness.

Beyond this issue’s theme, Henrich

(p. 38) reviews the limited evidence on
radicalisation in secure settings, revealing
critical gaps in our understanding, while
Quin (p. 40) examines the “copper’s nose,”
exploring how instinct and professional
experience continue to shape decision-
making in policing.

Finally, sitting at the heart of this issue, we
also mark a major milestone with CREST’s
tenth anniversary (p. 23), featuring a special
timeline that reflects on the centre’s
journey and impact over the past decade.

As always, we welcome your reflections
on this issue. Please share your thoughts
through our feedback survey, and let us
know what topics you would like to see in
future editions. Thank you.

Rebecca Stevens
Editor, CSR.

i/

GIVE US YOUR FEEDBACK!

Please fill in the short (and anonymous)
questionnaire at this link, or QR code:

www.crestresearch.ac.uk/csr-survey

This questionnaire lists all issues of CSR
with 3 questions next to each. Please only
respond to those issues you have read.
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ANNE PETERSCHECK

ARTIFICIAL INTELLIGENCE AND
GENDERED SECURITY

Emerging artificial intelligence (Al) technologies bring promising
opportunities but also new risks. Among these risks is the potential
for Al tools to be (mis)used in ways that disproportionately harm
women, girls, and minority communities.

DEEPFAKES YOUTH EXPOSURE AND THE
Deepfakes are an increasingly concerning aspect of technology- NORMALISATION OF MISOGYNY

enabled violence against women and girls. Produced using According to the Girls’ Attitude Survey, deepfakes have become a
artificial intelligence, these manipulated images and videos can troubling presence in teenagers’ social environment.

replace a person’s face or voice with another, often Over half of the 13-year-olds (58%) reported
without their consent, creating the impression that awareness of deepfakes, rising to 62%
they may have said or done something they did
not. Such misuse disproportionately affects
women, with deepfakes frequently
deployed in exploitative, abusive,
and explicit ways. For instance,
a 2025 Oxford Internet
Institute report documented
nearly 35,000 deepfake
models publicly available
for download, with a
combined usage of almost
15 million times since late
2022.

across the broader 13-18 age group.
Alarmingly, 26% of respondents
said they had encountered
sexualised deepfakes, featuring
celebrities, peers, teachers,
or even themselves. These
encounters contribute
to the normalisation of
misogynistic content and
reinforce harmful gender
stereotypes that may
translate into real-world

violence.

The authors found that
96% of these models
focused on identifiable
women to produce non-
consensual intimate
imagery, and many
include search tags

such as ‘porn, ‘sexy, or
‘nude, often in breach of
platform rules as well as
UK legal standards.




To build an inclusive
and trustworthy

Al ecosystem,
consideration of
gender must be treated
as a foundational
principle, not an
afterthought.
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Al-POWERED HARASSMENT

Artificial intelligence technologies are increasingly implicated in the
amplification of online abuse, particularly against women, girls,
and racialised individuals, posing serious risks to mental and
emotional wellbeing. Recent research shows that individuals from
certain racial and gender groups are more frequently targeted,
and higher depression, disciplinary issues, and low self-esteem are
associated with greater cyberbullying severity. One explainability
format ranks race and gender among the most impactful predictors of
severity, and their labelling framework explicitly treats bullying, depression,
disciplinary history, and heavy internet use as vulnerability factors.

Additionally, companion chatbots, such as Replika, have demonstrated troubling
behaviours by, for instance, persistently crossing user boundaries with unsolicited
sexual advances, leading to feelings of violation and mistrust among users seeking non-
romantic interactions.

ECONOMIC INSECURITY

Women face distinct economic risks in the age of Al. A 2024 report by the UNC
Kenan-Flagler Business School highlights a pronounced gender disparity in exposure

to generative Al automation, referring to tasks that could be performed either partially
or fully by Al tools. Specifically, it finds that 8 in 10 working women in the U.S., which
amounts to approximately 58.9 million women, are in occupations expected to be highly
exposed to Al automation, primarily concentrated in knowledge-based roles. This level
of exposure poses significant risks of job displacement.

More recently, the International Labour Organization reports that in high-income
countries, 9.6% of female employment falls into the highest risk category for
automation, compared to just 3.5% for male employment. Economic security is not

just a financial issue but has broader social consequences. For instance, women with
reliable incomes are less likely to remain financially dependent on abusive partners, and
more likely to exit dangerous relationships. Therefore, automation-induced disruption
may deepen systemic risks unless these risks are tackled through intersectional policy
interventions.

CONCLUSION

These Al-driven harms reflect existing social inequalities, reinforcing patriarchal and
discriminatory logics through automated systems. For victims, and especially those
subject to multiple forms of discrimination, the consequences can be deeply traumatic,
amplifying systemic exclusion across both digital and physical spaces. Gendered
economic insecurity compounds this vulnerability as automation disrupts female-
dominated sectors causing a rise in precarious employment, meaning many women face
reduced financial autonomy and limited access to recourse.

To build an inclusive and trustworthy Al ecosystem, consideration of gender must
be treated as a foundational principle, not an afterthought. Without this, Al risks
deepening existing inequalities and falling short of its potential to support a more
equitable and democratic society.

Dr Anne Peterscheck is a researcher at the University of St Andrews.



SYNTHETIC CELEBS & FABRICATED
FAMILY: PROTECTING AGAINST A NEW
BREED OF CYBERCRIME

Al-generated speech is a synthetic data type posing a serious and current
risk, increasingly used in crime. This article introduces ongoing efforts in
increasing public resilience against Al-mediated crime.




Recent technological developments mean
that Al-generated speech has skyrocketed
in quality, to the point where it is in
some cases virtually indistinguishable
from genuine human speech. Even more
concerningly, speech can be specially
engineered to sound like a specific
speaker, a phenomenon known as voice

66

The conditions

that may prove invaluable to increasing
this understanding: familiarity. As
demonstrated above by all 3 Ds, spoofed
voices are celebrities, colleagues, family
members — people who are known

to the listener. Listeners will have a
developed knowledge base of the spoofed
speaker’s genuine voice. Surely, then, this

spoofing. Spoofs (also known as voice di Ctating accurate familiarity will make listeners better at
clones or auditory deepfakes) can fool . iy - . recognising when the speaker is being
automatic speaker verification (ASV) discrimination impersonated?

systems used in secure settings such as
banking and government, potentially
granting fraudsters access.

Human listeners are similarly at risk. To
best illustrate this, we turn now to the ‘the

3 Ds of Deception’:
disseminate knowingly false information. In
successful cases, listeners believe and further
spread the information, because to all appearances, the source
is an influential, ostensibly trustworthy figure. This D is most
commonly seen in politics, where cybercriminals impersonate
people in power to suppress voters or manipulate elections. At
their worst, spoofs of this nature have the potential to threaten

democracy itself.
are those being spoofed, not the listeners being

deceived. Defamatory voice spoofs create fake
audio of their victim saying something offensive, inflammatory,
or illegal, triggering social and sometimes financial backlash.
While high-profile cases exist, the risk to ordinary people can be
greater. A celebrity might weather the backlash; a working-class
shop assistant might not. A deepfake of the latter making a racist
remark would not spark the same levels of international outrage
as, say, one of Billie Eilish would. However, if both lost their jobs
as a result, one would lose their only income, while the other

would still be worth $50 million.
someone with a relationship to a listener, with
the aim of extracting money from that listener.
Al-mediated fraud is a new type of confidence scam, exploiting
pre-existing relationships and trust, rather than building trust
over time. Fraud can involve false celebrity endorsements or
phone scams, in which an imposter poses as a colleague, friend,
or family member in financial need. This D has already shown
to be hugely damaging, with millions of pounds being stolen this
way in recent years (see Stupp, 2019; Brewster, 2023; Bunn, 2023;
Verma, 2023).

- in which spoofs are used to instigate and

- unlike the other two Ds, the main victims here

- voice spoofs can be used to impersonate

Presently, attempting to protect human listeners from Al-
mediated deception is difficult, since the conditions dictating
accurate discrimination between genuine and synthetic
speech are little understood. There is, however, one factor

between genuine and
synthetic speech are
little understood.

Our preliminary findings investigating
the influence of familiarity on detection
of deepfake voices suggest that this is

not the case. Familiarity may degrade
performance. Of 120 participants studied,
it was found that accurate identification
of Al-generated samples dropped to 63% if the perceived speaker
was a very well-known celebrity (Donald Trump), compared

to one with a more limited fanbase (Linus Sebastian), where
accuracy rates were around 73%.

One possible explanation for this is that familiarity with
someone’s voice isn’t limited to just knowing how they sound.
The voice activates a wealth of rich information about that
person: knowledge of their experiences, personalities, values, and
relationships. In the study above, many listeners left comments
indicating strong negative feelings for Donald Trump. One
listener described the speaker they were listening to as an ‘idiot’,
and therefore decided it must genuinely be Trump, rather than
a spoof. In short, they used a highly subjective value judgement
to discriminate between human and Al-generated speech, rather
than the voice alone.

This suggests that a listener’s personal experience with the
speaker might overshadow objectivity in decision-making.
Compare this to a stranger’s voice - the listener has had no past
contact with them, and so they can assess the voice impartially.

Future work in this research series will diverge from familiar-
celebrity spoofs in favour of spoof detection when there are
familiar-intimate relationships between listener & perceived
speaker (i.e., family, friends). From the insights gained -
particularly why listeners make their decisions - we can explore
the cues that are being registered, and more crucially those

that are being missed. Spoofing is not an isolated threat; people
and organisations at all levels of society are potential victims.
Understanding how and why people are deceived is essential if
we wish to develop our resilience against them.

Hope McVean is a current PhD student at Lancaster University,
working primarily in FACTOR (Forensic Linguistics, Cybersecurity
and Technology Research).
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JAMES STEVENSON

PREPARING FOR THE RISE OF
TERRORIST Al HARMS

Terrorist groups, like
the societies they
emerge from, adapt to
new technologies. As

Al capabilities evolve,
so too do the tactics of
extremist actors. While
the full effects may
take years to observe,
as the technologies
continue to develop, we
are starting to see them
directly alter extremism
tradecraft.

From Al-driven denial-of-service attacks
and adaptive malware, to drone swarms,
and autonomous vehicles - the malicious
use and wider adoption of machine
learning and artificial intelligence,

by terrorist groups, has been widely
speculated in recently months. Earlier
this year, the UK Government published
“The Terrorism Acts in 2023 report of
the Independent Reviewer of Terrorism
Legislation” a report, which among other
areas, considers seven categories of
potential terrorism harm that may result
from use of Generative Al

This article builds on these conclusions,
providing real world examples of terrorist
uses of Al.

PROPAGANDA AND
PRODUCTIVITY INNOVATION

Synthetic propaganda is nothing new,
deepfakes (audio and visual) have
historically been used to support
terrorism. With the increasing availability
of generative Al tools, we're seeing its
weaponisation by terrorist organisations
for propaganda generation. ISIS’ media
division, News Harvest, have adopted
generative Al to produce human-like
news presenters resembling shows such
as CNN and Al Jazeera - generating
video, audio, and text content tailored for
propaganda in various languages.

CHATBOT RADICALISATION

With the boom of generative Al,

people have been flocking to these
Al chatbots to converse and share
ideas. These chatbots provide a real

potential threat of steering users

towards terrorist ideals and views
- whether in closed-loop private
one-to-one chats or in public
multi-user settings.

We've recently seen this
phenomenon with the xAl
chatbot, Grok. On 8 July, 2025,

Grok began posting content
praising Adolf Hitler, using
antisemitic stereotypes, and
even referred to itself as
“MechaHitler”. Similarly,
before these concerns on
X, Gab’s Al chatbot had
been observed generating

Holocaust denial and other

conspiracy theorist content.



ATTACK FACILITATION AND
INNOVATION

Generative Al may be used to obtain, or
refine practical instructions, training, or
support for acts of terror. Such tactics

are increasingly common in pro-IS
propaganda networks. For example in
March 2025, a pro-1S account released

an Al-generated video featuring a digital
avatar providing instructions for making a
bomb using common household items.

Generative Al can also be seen to provide
innovative recommendations for new
types of attacks. On 6 December 2022,

a frequent user of a Rocket.Chat server
run by Islamic State published a post
claiming to have used the free version of
ChatGPT to ask how best to "establish
the Caliphate." According to the user, the
Al responded with a series of operational
steps, which he claimed showed it was
"smarter than most activists." He also
asserted that the response was original
and included the full text of the alleged

reply.

MODERATION EVASION

Recently the International Center For
Counter Terrorism released findings
observed from far right clusters on
mainstream chat-based platforms (Reddit,
Telegram, X, and 4chan) where users
shared tactics for generating harmful yet
lawful Al content purposefully designed
to not be flagged by content moderation
systems. Evasion methods included:
platform switching (users temporarily
migrated from mainstream to fringe
platforms to create harmful content, then
returned to mainstream sites to spread

it more widely), self-censorship (users
deliberately avoid sharing technical detail
to reduce the risk of content removal),
delegation (users ask others to perform
tasks that could get them flagged),
banishment sharing (users discuss their
past bans to inform others about platform
moderation limits), censorship evasion
education (banned users share strategies

Chatbots provide a
real potential threat of
steering users towards
terrorist ideals and
views - whether in
closed-loop private
one-to-one chats or

in public multi-user
settings.

to continue their activities elsewhere,
effectively teaching others how to bypass
restrictions), and finally tool and site
recommendations (individuals suggest
alternative platforms or tools with fewer
safety or moderation measures).

SOCIAL DEGRADATION

Finally, this category covers Al driven
content that spreads distrust, conspiracy
narratives or social division without
directly urging terrorism.

We see this behaviour in the events less
than three hours after the Southport
murders. Where on 29 July 2024, the X
account Europe Invasion shared an Al-
generated image showing knife-wielding
men in traditional Muslim dress outside
Parliament, next to a crying child in a
Union Jack T-shirt. The post amassed
around 900,000 views and introduced the
slogan “Protect our children”. Similarly, an
anti-immigration Facebook group created
an Al-made image inviting people to a
rally in Middlesbrough depicting a large
crowd at the cenotaph. Other tools, like

AUTUMN 2025

Suno, were used to produce xenophobic
songs such as “Southport Saga,” featuring
Al-generated vocals stating things like
“hunt them down somehow”.

Meanwhile Tech Against Terrorism
traced a brand-new TikTok account that
began posting only after the Southport
attack. Despite having no prior history,
its Al-generated protest posters quickly
reached 57,000 views, a spread the group
links to coordinated bot amplification
networks.

CONCLUSION

The adoption of Al by terrorist groups

is here, it’s not going away, and will only
continue to amplify terrorist tradecraft
over time. However, our defensive
toolkit is evolving also: platforms are
now beginning to auto-watermark
Al-generated translations and graphics
(such as Meta’s “Ilmagined with Al” labels
and embedded metadata). Al red-team
simulations stress-test counter-terror
guardrails against bomb-making or
cyber-threat scenarios; shared-hash
moderation coalitions, powered by GIFCT
and Hasher Matcher Actioner (HMA),
now synchronise detection of mutated
extremist media across platforms; and in
education, pre-bunking curricula like the
“Bad News” game paired with browser
Al fact-checkers have reported cuts of
susceptibility to disinformation. These
defences, are already being piloted, tested,
and put to practice - and theyre only the
beginning.

James Stevenson is a security researcher
with a decade of experience in the computer
security and research industry. He is
currently a PhD candidate at the University
of Bristol working at the intersection of
machine learning, computer science, and
social science. His research focuses on
detecting and predicting extremist content
online, and understanding how extremist
groups use Al to enact harms.
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KYLE S. H. DOBSON

TRANSPARENCY STATEMENTS
RESTORE TRUST & RESILIENCY

Trust is challenging to
build but essential for
creating a collaborative
and resilient community
against public safety
threats. Kyle Dobson
explains how an
evidence-based solution
begins with an authentic
transparency statement.

Officers should
communicate an
honest reason for
the interaction that
is ideally motivated
by helping the
community and
specific individuals.

THE ILLUSION OF TRUST

If you're an officer reading this, you might think about how you’re
actually quite good at building trust with the community. If that’s
true, you're like the community-oriented police 1 learned from.
However, science calls for accuracy. Do you or others ask the
community how much they trust you to help their community
stay resilient to threats after your interactions?

1 followed up with police and community members after their
interactions, independently, to get a sense of how they felt
towards each other. Research unveiled an illusion of trust: police
thought they earned more trust with community members than
they actually had. Officers feel they’re being respectful, while
community members interpret their interactions as threats. This
makes sense. If your boss stops in briefly to check in on you, you
probably smile, nod, maintain eye contact, and speak in a friendly
tone that sounds like someone who trusts their superior.

TRANSPARENCY STATEMENTS REBUILD
TRUST

Our lab’s new research shows that a simple intervention to
transparently connect with the community can quickly put
people at ease: a short statement from the officer about why
they stopped the person and what they intend to do. Police can
use the first moments to mitigate threat, prevent escalation, and
build trust.

Police start with a trust deficit that can feel demoralising for
officers who want to build rapport. Strategies that create comfort
in anxious situations - like asking permission - can backfire with
power imbalance. “You mind if I talk to you for a minute?” sounds
scary with unclear intentions.
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THE SOLUTION

Give a transparency statement. It’s

a sentence an officer gives to start

interactions with community members

- from traffic stops to noise complaints.

The statement quickly explains intent.

1t seems simple, but our work shows a
transparency statement can change an interaction.

A transparency statement is not an exact script. Officers can and
should word their transparency statements in a way that captures
their true goal for the interaction.

For example, “Hi, 'm Officer [Name], how’s it going? I'm out

here walking around just trying to get to know my beat and my
community. Is it OK if I talk to you for a minute?” In this opening
statement, the officer states that their intent is to get to know the
community, not to hurt them.

Four Elements of Successful Transparency
Statements

There are four key elements that we’ve pinpointed for effective
transparency statements.

1. The first is timing. The statement should be made as soon as
possible, to set the tone for the interaction from the outset.

2. Second is benevolence. Officers should communicate an
honest reason for the interaction that is ideally motivated by
helping the community and specific individuals.

3. This only works if it is sincere. Reputation can be ruined if
you are inauthentic.

4. Last, the statement needs to be personal. Officers should
speak in the first-person (e.g., “I'm worried about your safety”)
and refer to the current situation. Generic statements about
department-wide efforts might work less well (e.g., “Our
department has a new initiative to get to know community
residents”).

DATA

In our field studies, transparency statements have a simple but
powerful effect. In one experiment, we measured electrical
signals given off by participants’ skin, which indicate stress,
during interactions with police officers. We also analysed the
language spoken during the exchanges and surveyed participants
after the interactions.

s o 4 yepale”

When officers implemented
transparency statements,
community members were more
likely to respond using language
associated with positive rapport
and trust-building.

When officers implemented transparency statements,
community members were more likely to respond using language
associated with positive rapport and trust-building. They were
more engaged and spoke more during the conversation. Without
a transparency statement, skin results showed stress levels rose
across the conversation.

In surveys after, community members were less threatened: 40
percent with transparency statements felt low-threat versus 29
percent without. They reported higher trust after transparency
statements, too, expecting the police were more invested in their
well-being (55 percent versus 46 percent).

Many adults in the United States encounter the police each year.
For 20 million Americans, the interaction is initiated by a police
officer, typically through a traffic stop or street contact. If officers
just across the USA consistently used transparency statements,
1.8 million more people could have trusting interactions with
police and 2.2 million more people could have an interaction
where they don’t feel threatened. One more finding that
surprised even us: above most other emotions, transparency
statements even made community members feel more inspired
after their interactions.

Teaching the method takes minutes, training it takes a few hours,
and practice makes it habitual.

Transparency statements are a simple concept, and that’s part
of their beauty. Law enforcement deals with a high cognitive
load in the field among uncertainty. Protecting communities
requires collaboration to stay resilient. Having a simple template
for transparency can help create the trust required to facilitate
police-community collaboration towards a resilient community.

Kyle S. H. Dobson is an assistant professor of public policy and
psychology at the Frank Batten School of Leadership and Public
Policy at the University of Virginia 1
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INTERPRETING AND TRANSLATION IN
THE POLICE SETTING: HUMAN VS Al

Resilient policing systems can adapt, maintain core functions, and
uphold fairness even in complex, high-pressure situations. But one
often-overlooked factor in that resilience is the ability to communicate

accurately across languages.

From major incidents involving multiple nationalities to everyday
interviews with non-native speakers, the quality of these

services directly affects evidence integrity, decision-making, and
public trust. Whether human or Al, poor quality interpreting

or translation outputs in high-stakes scenarios can introduce
vulnerabilities that undermine investigations, delay justice, and
erode confidence in the system.

Imagine finding yourself in a foreign country, and having to
deal - at some point - with the justice system of that country,
in a language you neither speak nor understand, and the only
way to communicate and be informed is via an interpreter or
translated documents.

This can be considered a leap of faith, as there is no other way
to have direct access to that particular system. Therefore, the
provision of high-quality interpreting and translation services,
both human and/or Al needs to be prioritised to guarantee
fair justice.

Focusing in on interpreting services in the legal setting, previous
research has already established the active role of interpreters

in interpreter-assisted interactions, where they can change the
course of the legal proceedings.

Nevertheless, especially in the police setting, mainly due to
difficulty of access, it is still not clear to which extent interpreters
affect conversational dynamics and mingle with interviewing
strategies, the quantity and quality of evidence retrievable, and
the delivery of justice as a whole.

Furthermore, the spread of Al across the board has brought about
new questions to address and new challenges to face. Regarding
multilingual interactions, can Al software be a potential way
forward and meet the high standards that are vital in policing?

My PhD research at Lancaster University aims to address these
issues by means of linguistic analysis, and specifically taking a
Pragmatics and Conversation Analysis (CA) approach.

)




Preliminary findings from the analysis of two interpreter-assisted
police interviews in the language pair English-Italian have shown
that interpreters do have an impact on a variety of dimensions,
including rapport building, interviewing strategies, the perceived
credibility and reliability of the interviewee, and the quantity
and quality of the evidence obtained, and additionally, that Al
software outputs need human post-editing.

In regard to the accuracy analysis of human interpretation, a
data-driven, cross-cultural pragmatic approach was taken, where
the intended meaning of the input utterance of a primary speaker
in the source language is compared against the intended meaning
of the output utterance in the target language as rendered

by the interpreter. The focus is on the discrepancies between
input and output utterances, and recurring modifications in
some pragmatic markers have been identified and classified,

such as hedges and enhancers, mood, tense, reported speech,
presuppositions, and many others.

For instance, if the interviewer’s original question is “Oh, e di
Amanda che ha detto?” (So, what did she say about Amanda?),
and the interpreter’s rendition is “Did she say anything about
Amanda?”, the presupposition behind the original question

undergoes a shift, as the original presupposes that the person

Pragmatic Markers

Pragmatic markers refer to
every element of language

that carries pragmatic force.
Pragmatic force encompasses
the speaker’s intended meaning
and the effect of an utterance on
the listener, which goes beyond
the literal meaning.
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speaking indeed said something about Amanda - so the question
probes about the specific content of this interaction - while the
interpreter doesn’t presuppose this, they just ask whether the
person speaking said anything about Amanda. This modifies

the interviewing strategy adopted by the interviewer, which is
originally more leading.

The role of interpreters in interpreter-assisted interactions
has been studied extensively in different settings, such as legal,
medical care, education, asylum seeking, and many others.

Specifically, in regard to interpreter-assisted police interviews,
why is this type of interaction different from a monolingual one?
What should we pay special attention to?

Firstly, contrary to the neutrality myth
surrounding the role of interpreters, they are
active participants in the interaction, influencing
conversational dynamics in various ways.

For instance, a primary speaker may directly address the
interpreter instead of the other primary speaker, or the
interpreter might engage in side-conversations with them, ask
clarification questions, interrupt, or clarify points. This is because
interpreting entails much more than just relaying the content
from one language into another.

Interpreting entails much more
than just relaying the content from
one language into another.
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This suggests that interpretation always involves intervention,
and we should be focusing on unnecessary types of intervention,
but especially being aware of the inevitable shifts that may occur
via the interpretation process, without condemning them.

Secondly, the increased vulnerability of primary
speakers should be taken into account.

If we consider the canonical arrangement of interpreter-assisted
police interviews, it typically involves interviewers who are
native speakers of the dominant language in a given country, an
interviewee who is a non-native speaker of that language, and an
interpreter, the bilingual participant.

In a police setting, the conversational power among interviewers
and interviewees is usually unbalanced, due to the nature of

the interaction, and this imbalance is exacerbated when the
interviewee does not speak or understand the dominant language
of the interaction.

Therefore, this augmented vulnerability should definitely
be considered when engaging within interpreter-assisted
interactions and should result in tailored interviewing strategies.

For instance, it is well-documented that negative polar questions
(yes/no questions) pose many issues in multilingual interactions.
This is because people from different linguistic and cultural
backgrounds may reply with the same answer (affirmative or
negative), but intend opposite meanings. For example, with the
question “Didn’t they come to the party?”, in English, “Yes” means
“They came”, while “No” means “They didn’t come”. In Italian,
you might use “Yes” and “No” to say that the person came, maybe
specifying “Yes, they came”, or “No, they came”.

It is clear how in an interviewing setting, this may be
problematic. Therefore, acknowledging these cross-linguistic
discrepancies can help refine interviewing strategies, for instance,
by avoiding negative polar questions and instead phrasing them
in a more neutral form.

Lastly, unique challenges are faced by legal and
language professionals when collaborating, due
to their different priorities.

This is why proper training should be ensured to facilitate
seamless collaboration, with open communication as one of its
key pillars. For instance, briefing and debriefing practices pre and
post interview can be considered an example of good practice.

In light of this, priority should be given to properly supporting
the collaboration between legal and language professionals so
they can deliver high-quality service, and fostering academic
research to bridge the gap between academics and practitioners,
working towards the shared goal of enhancing current

policing practices.

Priority should be
given to properly
supporting the
collaboration between
legal and language
professionals.




Preliminary findings suggest that
human post-editing is still required
when it comes to the use of Al
translation software.

Preliminary findings from my research study suggest that human
post-editing is still required when it comes to the use of Al
translation software.

For instance, to test Google Translate (GT) - which is a Neural
Machine Translation (NMT) software, specifically trained

on bilingual data - 1 fed it with the transcripts of the two
interpreter-assisted police interviews to draw a comparative
analysis between the primary speakers’ inputs, the GT outputs,
and the interpreters’ renditions.

1t emerged that in discrepant GT outputs, severe alterations
could be identified that could lead to serious consequences
for individuals.
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In one case, the original input utterance reads “No, like, it could
have been me, like the murder could have happened to me.” And
GT translated it into Italian as “No, tipo, potrei essere stato io,
tipo l'omicidio potrebbe essere successo a me.” (“No, like, 1 could
have done it, like the murder could have happened to me.”)

1t is evident how “it could have been me” and “I could have

done it” have different responsibility implications in a police
interview setting.

Similar conclusions have been drawn in regard to Al speech-to-
text software in legal settings, where its use was recommended
to draw initial first drafts only.

Nevertheless, my future research aims to understand how Al
translation software can be optimally applied to high-stakes
scenarios to speed up the proceedings, but without prejudicing
the quality of the outputs.

For policing and justice systems to be truly resilient, they must
plan for sustained, high-quality multilingual capability.

This means investing in skilled human interpreters, integrating
Al tools cautiously into linguistic and policing practices, and
ensuring robust quality controls for both.

Building resilience also means creating redundancy so when
one channel is unavailable or under strain, another can step in
without compromising accuracy or fairness. As global mobility,
migration, and technology continue to reshape the policing
landscape, interpreter-assisted communication should be
recognised as a core operational strength that can speed up
proceedings, without prejudicing the quality of the outputs.

Greta Esposito is a PhD student at Lancaster University in the Department of Linguistics and English Language. Her research interests focus
on police interpreting, legal translation, and applications of Al software in legal settings. Her Twitter (X) handle is @GretaEspos1997
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KT SONNEN

PLANNED RESILIENCE: ARE WE
SETTING OURSELVES UP TO FAIL?

Plans written for delivery by an idealised concept of the person completing the job
role, rather than a living breathing being, may be overlooking fundamental flaws.

As the Roman philosopher Seneca the Younger declared “errare
humanum est”, meaning that in spite of our best efforts people
are fallible beings. Whilst action plans vary in complexity and
efficacy, very few seem to make allowances for the human factor
in their delivery, which may lead to their operational failure.

‘Plans’ in this context refers to a set of protocols or actions to be
taken, whether to complete business as usual or in emergency
situations. They are found in every business and industry,
ranging from simple fire evacuation plans to multi-agency
emergency procedures. Whilst this framework of consideration
(described below) originated from observing and working within
the events industry, its application transcends any individual
sector. The aim is not to cast aspersion, but to highlight the
differences between the idealised world that the plans are
generally written for (populated entirely by highly motivated,
well-trained, perfect staff) and reality.

Plans themselves are typically written by those towards the top
of the organisational pyramid with a specific field of oversight
and knowledge. They are reliant on effective delivery at every
level, usually by an idealised concept of the person completing
the task, and may include roles the writer may not have personal
experience of, or which have changed since they performed
them. This form of affinity bias may mean that abilities could

be overestimated, again risking the successful completion of the

plan and therefore the resilience, both in terms of initial response

and subsequent recovery.

What this author proposes is a human approach to identify
the person points of potential failure in a plan via mentally
examining the foreseeable factors and their impacts through a
framework of questions. This should be done for each ‘level” of
the plan delivery, both ‘standard’ and ‘emergency’, to anticipate
and address issues that may arise at any job role. Whilst it

may not always be the direct responsibility of the plan writer
to fix, anticipating possible vulnerabilities allows for failsafes
or alternative measures to be built in. These five areas for
consideration, reminiscent of Maslow’s Hierarchy of Needs,
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allow for a holistic appraisal of unintentional threats to success,
including some potential vulnerabilities to insider risk. Each of
the five areas of consideration (Knowledge, Practical, Physical,
Emotional, and Motivational) can be examined through the lens
of a question, which are individually explored below. Although
initially inspired by the events industry, where the impacts

may be starkly visible especially set against the backdrop of
expectation, this mental examination can just as easily be applied
to plans for any industry or sector. Even within a sector, different
job roles will likely yield different influences, even if operating

on the same site. For example, a control room operator is likely
to have the majority of their physical and practical needs met,
unlike an individual working outside on their feet in all weathers,
however may be more emotionally impacted by the nature of the
work itself.

I don’t get paid
enough to care.

- Security staff,
major UK festival, 2023
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Knowledge

Practical

Physical

DOES THE INDIVIDUAL KNOW AND UNDERSTAND THEIR ROLE
AND RESPONSIBILITY AS DETAILED WITHIN THE PLAN?

It is imperative that instructions are detailed in a clear manner, free from excessive
details, complicated jargon, and allowing for differences in language and understanding.
Appropriate time should be allocated to get to grips with the briefing, and confirmation
of understanding evidenced. Whilst printed handouts may satisfy the minimum legal
requirement, without facilitating time for absorption they are unlikely to be more than
literal bin fodder, risking potentially sensitive information.

ARE THEY ABLE TO FULFIL THE TASKS AS DETAILED IN
THE PLAN?

If the plan requires equipment to be used, this must be provided, accessible, fit for
purpose, and maintained, alongside the provision of appropriate training. The assigned
individual must also be physically (and mentally) capable of completing the task,
requiring consideration of temporary and permanent impairments, and reasonable
adjustments, whilst also balancing legal rights.

On a more granular level, there may be additional qualities that are required in
particular roles; for example, a meek, indecisive individual may not be suited to assume
operational command of an incident. The role itself must be realistic and not ask too
much of an individual, especially with regards to risking their personal safety.

HAVE THEIR FUNCTIONAL NEEDS BEEN MET?

Despite widespread evidence of the negative impact of poor-quality, or overall lack of,
sleep on both physical and mental capabilities, many industries still rely on overly long
shifts for multiple consecutive days or weeks. It is imperative to consider the differences
between ‘paid time’ and the actual time demands of the role (including overtime, travel,
signing in/out), as well as the quality of sleep available.

Transparency regarding food quality and availability may allow individuals to make
their own arrangements if required. A packed lunch bag may sustain a child for a school
day, but not an adult doing 12+ active hours. Is hydration accessible for those on static
positions? And toilet provisions?

With weather conditions becoming more extreme, provision should be made for the
physical impacts of (prolonged) exposure. Finally, some attention should be paid to the
task itself, and keeping the mind engaged and ready to (re)act. These may also be key
impact factors in staff attrition, increasing recruitment and training costs.
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Emotional DO THEIR WORKING CONDITIONS MEET THEIR EMOTIONAL NEEDS?

Ensuring staff feel valued, trusted, and empowered may reap rewards beyond what could be attained with
financial motivation. Being recognised as an individual is key, part of which is feeling that one’s beliefs and
values are being accommodated. In times of hardship, this nod towards cohesion through shared social identity
may encourage staff to go above and beyond what is expected.

When considering resilience, certain sections of society are already displaying higher levels of resilience, at least
outwardly, due to additional pressures around their identity such as skin colour, sexuality, and other aspects of
intersectionality. These individuals may be at ‘resilience capacity’ - is it fair to ask them to shoulder additional
emotional burdens? Disparity between individuals, each carrying different psychological loads, means that
events and after-effects will impact us all differently. In reality, there is no quick or practical way for this to be
assessed, so for the purposes of this framework this is more for additional consideration and understanding.
Awareness of individual resilience and pressures within a team may influence deployment choices.

Motivational ARE THEY MOTIVATED TO FULFIL THEIR ROLE AND RESPONSIBILITY
AS DETAILED IN THE PLAN?

Although history shows us that people, in times of need, will generally co-operate and assist others, assumed
public goodwill should not be relied upon within resilience planning, especially in lieu of a capable and
motivated workforce. Motivating staff can be challenging, with no singular magic formula, however enabling

an actuated sense of purpose, ensuring they understand their importance in the hierarchy of action, fostering
mutual respect, and supporting ambition will help. Contractors providing well-treated, able, and motivated staff
who will step up in the event of a crisis will likely be expensive, however someone unwilling to complete their
role may induce a far greater cost.

A good and positive company culture will foster a higher level of motivation. For example, the NPSA authored
a useful interactive guide for motivating staff. Although it is designed for those responsible for security officers
protecting the critical national infrastructure, the information and suggestions are widely applicable.

Whilst the testing and exercising of plans and measures are typically costly endeavours,
mentally evaluating these procedures and the influences upon them from the point of view
of the typical staff member in that role may allow for identification of points of failure and
subsequent contingencies in an environment where failure is safe and cost-free. Of course,
this is reliant on the plans themselves being appropriately detailed, removing assumption
and ambiguity, and complementary in the case of different organisations working together.

The mental evaluation of the roles and the individuals completing them should be

done by those directly responsible for them, typically a manager, but it would also be an
advantageous exercise for those with overall responsibility. 1t should be highlighted that
whilst this could be used at an individual level, the aim is more for general awareness of the
challenges that may be faced and how they could impact the safe and effective delivery of
the plan.

From a legal perspective, the concepts of foreseeability and reasonably practicable become
especially key when a plan fails. Especially given learnings from prior investigations and
inquiries, the questions shifts to whether organisations can afford not to explore the ideas o

g raised here. If the safe evacuation of thousands relies on the alertness and enthusiasm of a
- minimum-wage untrained steward who has been dropped at a remote exit with no contact/ ﬂ
'- food/shelter/water and minimal sleep for several days, it may be time to evaluate not only = i
our expectations but also the system as a whole. e

KT Sonnen is a PhD researcher at the Centre for Peace and Security, I o5
Coventry University, looking at the safety and security of music events.
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ELLIE ROGERS

AUTOMATICALLY GENERATING
COUNTER-SPEECH: OPPORTUNITIES AND
CHALLENGES OF USING LLMS FOR CVE

As technology has developed, extremist actors have found new
ways to use it to their advantage. Large language models (LLMs)
are one area that has been exploited by extremists to create and

share content.

INTRODUCTION

LLMs use natural language processing
(NLP), and often artificial intelligence
(Al), to process and generate text for
translation, information retrieval,
conversational interactions, and
summarisation. Countering violent
extremism (CVE) efforts are also making
use of LLMs, by automatically generating
counter-speech (interventions that
directly address, or offer alternatives

to extremist content), with the aim of
dissuading individuals from extremist
narratives. Scholars have argued that
LLMs may assist practitioners in
identifying hate speech, creating targeted
counter-speech content, and engaging
with users to deliver counter-speech. This
article outlines the potential for LLMs

as a vehicle for counter-speech, whilst
highlighting the challenges that must be
overcome.
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POTENTIAL BENEFITS

Using LLMs to automatically generate
counter-speech can assist with the
increasing demand for counter-speech
online, as they can be used to supplement
the design and dissemination of
counter-speech and may be more easily
scalable than solely human-operated
interventions. When identifying where
counter-speech is needed, LLMs could
automatically detect hate speech.
Counter-speakers have also shown
interest in using Al to gather relevant
information to assist them in designing
counter-speech content. Using LLMs to
assist counter-speakers in identifying hate
speech and constructing counter-speech
responses could be a beneficial time-
saving strategy.

It is important to reduce the strain on
counter-speakers, as they can become

the victims of hate speech themselves

and experience negative impacts on their
personal well-being. Since counter-speech
requires a lot of time and effort and often
involves addressing upsetting content,
some counter-speakers have reported
feeling overwhelmed and experiencing
negative impacts on their mental health.
As such, counter-speakers have suggested
that it could be beneficial to use Al for
counter-speech campaigns to protect their
personal well-being, as it can offer them
anonymity and reduce the amount of
harmful content that they must identify
and review, helping them to become more
emotionally detached.
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Counter-speakers have
suggested that it could
be beneficial to use

Al for counter-speech
campaigns to protect
their personal well-
being.

POTENTIAL CHALLENGES

Whilst using LLMs for counter-speech
can reduce the physical and mental

load on counter-speakers, there are
important practical limitations and ethical
challenges that should be considered.

There are questions surrounding the
functionality of LLMs and their ability
to produce relevant and credible
counter-speech to a variety of audiences.
Generating counter-speech requires
large amounts of data, language
comprehension, emotional intelligence,
and contextual knowledge, which can

be challenging to achieve with machine
learning alone. As such, some LLM-
generated counter-speech has been found
to include factual, or grammatical errors,
which may limit the effectiveness of the
counter-speech within a CVE campaign.

Counter-speakers have expressed
concerns that a lack of human
involvement during the design and
dissemination of counter-speech may
have impacts on the authenticity and
credibility of the counter-speech. For
instance, disclosing that counter-speech
was written by Al has been found to
significantly reduce users perceived trust
in the counter-speech. Alternatively,

if it is not disclosed when Al has been
used for counter-speech, transparency
concerns can arise from users being
unaware that LLMs are involved. It is
important that LLM-generated counter-
speech is manually reviewed to ensure it
is authentic, accurate, and appropriate for
the target audience.
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Using fully automated design and
delivery methods for counter-speech
raises a number of ethical considerations
including user privacy and bias. Privacy
is a key ethical consideration for LLMs,
which can gather highly personal
information about individuals. For
example, when conversing with a chatbot,
individuals may not understand that
their conversation can be read by real
people. When designing counter-speech
campaigns that use LLMs, user privacy
should be carefully considered and
protected as much as possible.

Biases can be built into LLMs by the
developers, from the datasets used

to train them, or during real-world
implementation. Biases can result in
harmful and inaccurate information
being shared, which can encourage
discrimination. For example, a translation
LLM on Facebook incorrectly translated
“good morning” written in Arabic to

“hurt them” and “attack them”, resulting
in a Palestinian individual being arrested
by Israeli authorities. Diverse groups of
individuals need to be involved in the
design and dissemination of LLMs to
ensure that biases are mitigated and LLMs
are not generating harmful or incorrect
content.

e 6 6 6 o6 o o o o o o
21
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THE EFFECTIVENESS OF
LLM-GENERATED COUNTER-
SPEECH

There is limited empirical research

that assesses the effectiveness of LLM-
generated counter-speech as part of a
CVE campaign. Most studies focus on
the ability of LLMs to generate counter-
speech, leaving measures of effectiveness
mostly restricted to evaluations of the
counter-speech’s written quality. There
are, however, a smaller number of studies
that do assess the practical effectiveness
and impact of LLM-generated counter-
speech.

Chung et al. (2021) tested an NLP tool
that aimed to assist NGO practitioners
in countering Islamophobia on Twitter
in English, French, and Italian. The

tool detected Islamophobia and then
automatically composed counter-speech
responses. The practitioners who tested
the tool had positive feedback and felt it
was an innovative addition to counter-
speech writing. Importantly, some of
the practitioners emphasised that the
tool should not entirely replace manual
writing, but instead should be used to
assist them in counter-speech writing, as
modifications to the generated counter-
speech were often necessary. The tool was
still considered to be useful as writing
counter-speech from scratch reportedly
took longer than modifying the counter-
speech that the tool generated.

Using fully automated design and delivery
methods for counter-speech raises a number
of ethical considerations including user

Bilewicz et al. (2021) assessed whether
counter-speech messages that were
generated and delivered by a bot
(disguised as a real male user) could be
effective at reducing verbal aggression
within two subreddits. When verbal
aggression was detected, the bot delivered
counter-speech by directly replying to the
user who posted the aggressive content.
User comments posted 60 days before
and after the intervention were analysed
and a control group of users from other
subreddits, who were not targeted with
the bot, were used for comparison. Users
displayed a lower proportion of verbal
aggression after the intervention than
before, whereas the proportion of verbal
aggression in the control group remained
largely the same throughout. This study
suggests that bots could be used as part of
counter-speech interventions.

Bir et al. (2024) explored whether
LLM-generated counter-speech was
effective in reducing hate on Twitter

(X). Compared to manually-generated
counter-speech, the LLM-generated
counter-speech was found to be less
effective in reducing online hate. The
LLM-generated counter-speech was also
associated with an increase in hate posts
after users viewed the counter-speech.
The researchers suggest that users may
have recognised that the counter-speech
was LLM-generated, causing them to
react negatively. These findings highlight
the potential counter-productive backfire
effects that can arise from the use of LLMs
to generate counter-speech.

privacy and bias.
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CONCLUSION

LLMs can generate counter-speech in
response to a range of extremist content,
which can offer some protections to
counter-speakers and may reduce the
human resources that are needed to
design and deliver counter-speech
campaigns. However, there are some
important limitations associated with the
use of LLMs to generate counter-speech
that must be considered. The potentially
limited functionality of LLMs can result
in the production of counter-speech that
contains inaccuracies and the design
and use of LLMs raises user privacy and
bias concerns that can have harmful
implications.

The small number of studies that assess
the practical effectiveness of LLM-
generated counter-speech offer mixed
findings. LLMs show some promise in
assisting practitioners with counter-
speech writing and may potentially help
to reduce verbal aggression online. It is
important to consider that using LLMs
to generate counter-speech may backfire
and create increased hostility. Any use of
LLMs within counter-speech campaigns
needs to be accompanied by rigorous
evaluation, risk assessment, and human
oversight to ensure that the counter-
speech being generated is relevant,
factual, and non-harmful.

Cyber Threats Research Centre (CYTREC). Her research focuses on
the algorithmic amplification of counter-speech as a response to

online extremism.
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CREST's openness to multidisciplinary
research is not simply rhetoric — it's
influence and reach has changed
behaviour and cognition.

— Professor Julie Gore
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HILARY PILKINGTON

WHY STUDY NON-RADICALISATION?

This article presents a critical, empirically grounded contribution to our
understanding of radicalisation drawing on research findings presented in
the book Resisting Radicalisation? Understanding Young People’s Journeys
through Radicalising Milieus.

The DARE (Dialogue about Radicalisation and Equality) project ParadOXically, a
brought together researchers from 12 countries across Europe

and its near neighbours to better understand how young people focus on the process
navigate radical milieus, specifically ideological and political by which people
environments associated with ‘Islamist’ or ‘extreme-right’ views.

The findings led to the development of an empirically grounded move towards

critique of radicalisation. vi 01 ent extremism

The concept of radicalisation underpins much of the oo
preventative strand of Counter Terrorism policy and has perlleged

infrastructure worldwide. In the UK, for example, this can be the endpoint in
found in the PREVENT duty (2015 -). Revised guidance 2023

states a core objective to be to ‘intervene early to support people determlnlng what
susceptible to radicalisation’ and mentions ‘radicalisation’, we understand as
‘radicalisers’ or ‘radicalised’ almost 200 times. Given that the . . 4

concept of radicalisation was catapulted into common policy radlcallsatlon.

and public parlance relatively recently - in response to a specific
security threat around so-called ‘home-grown terrorism’
following 9/11 and the bombings of public transport networks
in Madrid in 2004 and London in 2005 - it is important to
keep a critical eye on whether it retains its usefulness as the
nature of threats to society evolve.

This article argues that a focus on understanding the
‘how’ of terrorism, which the concept of radicalisation
offers, remains important. However, paradoxically, a
focus on the process by which people move towards
violent extremism has privileged the endpoint in
determining what we understand as radicalisation

and stunted a more holistic understanding of how
people engage in, but also resist, political violence. This
is because studies of radicalisation start by selecting cases
where acts of terrorism or violent extremism have been
committed and retrospectively identify the stages through
which individuals progress towards that point. For
policymakers, there is a self-evident public safety
logic in focusing on actors who cross the violence
threshold. For researchers, it also provides a clear
target population for study and allows trajectories
to that point to be traced, compared, and modelled.
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However, there are inherent limitations
to explaining involvement in violent
extremism by studying only those who
have committed terrorist acts while
excluding those who move in the same
milieu but do not become violent
extremists. By selecting on the dependent
variable (a violence outcome), the terrorist
act appears de facto as the single outcome
of the radicalisation process when only

a small proportion of those who hold
radical, or even extreme, ideas go on to
commit acts of violence.

To avoid this endpoint determinism, the
DARE project selected radical milieus
both online and offline, as its central unit
of analysis. These were milieus associated
with both ‘right-wing extremist’ and
‘Islamist’ ideologies and included a wide
range of contexts including political
movements and parties, prisons, online
forums and networks, and church and
other faith groups. Researchers engaged
directly with young people (aged 15-

30) in situ, conducting interviews,
observations, and discussions to capture
lived experiences as they unfolded. In
total over 500 observations and just
under 400 semi-structured interviews
were conducted with young people
active across nine ‘right-wing extremist’
(184 interviews) and ten ‘Islamist’ (199
interviews) radical milieus.

A key finding of the study is that
radicalisation should not be viewed as a
linear pathway towards violence. Rather,
engagement in violence laden milieus
can also result in non-radicalisation.

The concept of non-radicalisation is

not new - a small number of studies of
such pathways have sought to explain
non-involvement in terrorist violence
among radical actors or among wider
populations in political violence

laden contexts. These studies deploy
distinctions between attitudinal and
behavioural (or non-violent and violent)
extremism to determine a non-violent
‘control group’ and identify the presence/
absence of risk/protective factors against
which trajectories ending in violence
can be compared. While providing
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Radicalisation and
non-radicalisation are
viewed as existing on
a continuum along
which individuals
engaged in radical
milieus may move

in either direction

in trajectories of
what might be

called partial,
stalled, or reversed
radicalisation.

important insights, this approach has
inherent limitations, not least because it
relies on absolute distinctions between
‘target’ and ‘control’ groups that are
themselves slippery and falls back on the
determining role of a violence outcome
in understanding radicalisation. It also
limits the capacity to map, and explain,
the range of different non-radicalisation
journeys radical actors follow.

In contrast, the DARE project
understands non-radicalisation not as the
absence of radicalisation to be explained
by individuals’ moral opposition to
violence, awareness of the costs of radical
activism, or the presence of psychological,
socio-demographic, or relational
protective factors. Rather, radicalisation
and non-radicalisation are viewed as
existing on a continuum along which
individuals engaged in radical milieus may
move in either direction in trajectories of
what might be called partial, stalled, or
reversed radicalisation.

The ethnographic approach of the study
allows particular insight into the role of
agency and resilience in non-radicalisation.
The sustained engagement with radical
milieu actors revealed, on the one

hand, that many are attracted to radical
milieus not purely or even primarily by
ideological commitment but because

these spaces offer belonging, recognition,
and meaning - particularly in the context



of marginalisation or social exclusion. On the other hand, it
provided insight into how individuals’ radicalisation journeys stall,
halt, or even go into reverse as they reflect on, question, or even
reject radicalising messages and agents they encounter.

While this resilience will be in part due to aforementioned
individual protective factors, an important finding of our
research is that milieus themselves are not just breeding
grounds for extremism but multifaceted spaces in which

ideas are debated, social bonds are formed, and resistance

may be exercised. The research finds that radical milieus or
movements can serve to inhibit violence as well as promote it
and challenges the dominant assumption in policy and media
discourse that exposure to radical messages inevitably increases
the likelihood of radicalisation. Examples of how this plays

out in both ‘Islamist’ and ‘right-wing extremist’ milieus are
explored comparatively in Chapters 1 and 2 of the Resisting
Radicalisation? volume and in a UK case study setting in Chapter
6. For example, a participant in the Norwegian ‘right-wing
extremist’ milieu whose attitudinal radicalisation led to his
self-identification as a Nazi and initial engagement with the
Nordic Resistance Movement (NRM), halted his radicalisation
journey after realising the NRM’s advocation of violence was a
moral ‘red line’ he could not cross and switched association to
the non-violent Stop Islamisation of Norway (SIAN) movement.
In a contrasting scenario, the expulsion of a UK ‘extreme-right’
milieu actor from the English Defence League (EDL), when

the organisation was seeking to dissociate itself from violent
behaviour, precipitated his decision to go ‘full neo-Nazi’ and
establish his own movement focused on direct, violent action.
Where people ‘end’ on the non-radicalisation-radicalisation
continuum is shaped by the nature of the milieu as well as
situational and interactional dynamics within the milieu and
between milieus and wider society and institutions.

The implications for counter-extremism policy are that a
strengths-based approach grounded in recognising protective
factors and building resilience is likely to be more effective than
targeting ‘at risk’ individuals for preventative intervention. The
DARE research speaks particularly to the sphere of secondary
prevention and has been drawn on to develop mediated dialogue
tools to work with this hard to reach group, who are viewed

as immune to primary intervention (because they are already
certain of their positions) but who are not identified as likely
beneficiaries of tertiary programmes of de-radicalisation because
they neither identify themselves, nor are identified by formal
agencies, as radicalised. Resilience, in this context, is understood
as a capacity not just to avoid extremist involvement, but to
navigate adversity, make informed choices and find belonging
without resort to violence. Indeed, since preventative
intervention is often experienced as ‘suspectification’ or
‘silencing’, feeling misrecognised or unfairly targeted by
counter-terrorism policies can itself fuel resentment. In this way,
securitised approaches to radicalisation risk exacerbating the
very conditions they aim to prevent.
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Where people ‘end’ on the non-
radicalisation-radicalisation
continuum is shaped by the nature
of the milieu as well as situational
and interactional dynamics within
the milieu and between milieu and
wider society and institutions.

Hilary Pilkington is Professor of Sociology at
the University of Manchester, Her research
focuses on young people, political activism
and extremism and she was Coordinator of
the Horizon 2020 DARE project. She has
served as independent Commissioner to the
GMCA?’s Preventing Violent Extremism and
Promoting Social Cohesion Commission
(2017-18) and to the UK Government’s
Independent Review into Civil Unrest in
Leicester in 2022 (2023-25).
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NICK CROSSLEY

What makes a social network less
resilient? It depends on the dangers
it faces, and the people within it,
with these factors creating trade-offs
rather than clear-cut answers.

Networks have structures, and their structural properties and
variations can be tested for vulnerabilities. But unlike physical
systems, social networks are made up of people whose own
behaviours, perceptions, and choices introduce additional layers
of complexity.

SOCIAL NETWORKS

A network has two basic elements: a set of nodes and a set of ties
connecting particular pairs of those nodes. Anything, potentially,
might count as a node or tie if it is meaningful to define it as such
for research purposes. In specifically social networks, nodes are
often either human actors or organisations, and ties are some
kind of relationship or transaction between them. Together, ties
and nodes form a structure which has measurable properties, and
which can be visualised as a graph (see Figure One).

NETWORK RESILIENCE

Network resilience is usually defined by reference to the
likelihood that removing a small proportion of nodes and/

Decentralisation comes with
trade-offs: while it may reduce
vulnerability to attack, it can also
slow communication and hinder
coordination, introducing different
kinds of weaknesses.
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or ties would significantly alter a network’s structure, thereby
preventing it from delivering the desired outcomes. 1f removal
of a few nodes would fragment a network into disconnected
‘components’ and this would significantly disrupt the flow of
desired goods through it, for example, then the network would
be said to lack resilience. In the abstract this makes sense but
when we add details of concrete examples, particularly involving
human beings, things get more complicated.

CENTRALISATION VS DECENTRALISATION

Resilience depends on network flow and threat type. For
example, if a virus is spreading, rapid fragmentation into
disconnected ‘components’ may actually help protect many nodes
and ties. While this would break the integrity of the network

as a whole, it could allow parts to continue functioning. In this
scenario, a network that fragments easily might be considered
more resilient than one that remains fully connected, since full
connectivity would expose every node to infection.

Studies of network resilience often focus upon ‘random attacks’
Researchers remove nodes and/or ties randomly and consider
the impact upon a network’s structure and functioning. This is
often inappropriate for social networks, particularly in a national
security context where attacks are frequently targeted.

Figure One: A Basic Network Graph



To give an illustration, in his popular book, Linked, Barab4si
argues that ‘scale-free networks’, that is, very large networks
involving a tiny number of ‘hubs’ which account for a
disproportionately large number of connections, are highly
resilient. Hubs hold scale-free networks together, indirectly
connecting the many other nodes which connect to them. Their
loss would have a major negative impact on the structure and
functioning of the network. However, because they form such a
small minority of nodes within a scale-free network (perhaps one
in several million), the probability of one of them being removed
in a random process is vanishingly small. Random attacks

are much more likely to affect other nodes, which have little
significance for the structure and functioning of the network.

This is good news if chance is our main adversary but not if we
are dealing with sophisticated cyber-terrorists who will attack

A Completely Centralised Network

Random damage is more likely to affect one of the peripheral
nodes than the central node but the central node is an obvious
target for a deliberate attack.
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hubs deliberately. (Barabasi’s subsequent work acknowledges
some such complexities).

Scale-free networks are highly centralised, built around a small
number of nodes with disproportionately many connections

(see Figure Two for an idealised model). By contrast, more
decentralised networks (where nodes have a roughly similar
number of ties) may be more resilient to targeted attacks, as they
lack obvious single points of failure (Figure Two). This resilience
is often cited in the case of malign COM networks such as 764,
and it also underpinned the shift in some Islamic terror networks
towards a model of “leaderless jihad”. However, decentralisation
comes with trade-offs: while it may reduce vulnerability to
attack, it can also slow communication and hinder coordination,
introducing different kinds of weaknesses.

A Completely Decentralised Network

There is no obvious target for an attacker, but communication
is likely to be slow and coordination therefore difficult.

Figure Two: Centralisation and Decentralisation

THE ROLE OF NETWORK DENSITY

Increasing network density, that is, increasing the proportion of all pairs of nodes which are connected, would

potentially increase speed of communication without necessarily making a network any more centralised. It

would also increase the number of indirect paths of connection between nodes, reducing their dependence
upon any one path and making connections more resilient to damage. However, higher density requires nodes
to maintain more connections which can be costly and which increases node exposure to dangers within the
network. In addition, it allows disinformation, viruses, and other ‘bads’ to spread more effectively through a

network, again reducing resilience.

As a final point, in contrast to the physical systems which are often the focus in discussions of resilience,
the human nodes of social networks typically perceive and attach meaning to ‘attacks’; repairing damage,
addressing the source of their vulnerability, and rounding upon their attacker. Removing key players from a
terrorist network is not the same as removing a fuse from a circuit board. Activity may be frustrated in the

short-term but not stopped.

Nick Crossley

is a Professor

of Sociology

at Manchester
University and is

a co-founder and
co-director of the
Mitchell Centre
for Social Network
Analysis.

31



CREST SECURITY REVIEW

CLAIRE HAZELDEN

COMMUNITY RESILIENCE

IN NORTHERN IRELAND:
A FRAMEWORK FOR TRANSFORMATION

Community resilience is “the ability of a community to prepare, respond and
recover from disruptive challenges”. In Northern Ireland (NI), where the
legacy of the ‘Troubles’ still shapes daily life, resilience must extend beyond
recovery to transformation.

The Executive Programme on Paramilitarism and Organised UNDERSTANDING THE CONTEXT:

Crime (EPPOC) has developed a Community Resilience
Framework to support communities most affected by
deprivation, coercive control, and criminal exploitation.
This article explores how EPPOC’s framework enables
transformative change, offers insights into resilience in post-
conflict societies, and highlights lessons for wider security

Paramilitarism costs NI in the region of £750 million annually

groups engage in community activity, others are involved in
criminality, organised crime, and terrorism. Most are no longer
cohesive or militaristic in structure.

and peacebuilding efforts.
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Violence against the state

Statistics, data, additional investment,
and responses traditionally focused
Serious personal / interpersonal violence on ‘higher level acute, overt harms.
eg. Paramilitary Style Attacks (PSAs) j E :

Threats, intimidation, extortion,
grooming, child criminal
exploitation, shows of strength

Statistics, data, additional
investment, and responses
traditionally focused on ‘higher
level’ acute, overt harms.

Individual / community
coercive control

Gatekeeping

Figure 1: Typology of Paramilitary Harm

PARAMILITARISM AS MULTI-LAYERED HARMS

and affects up to 40% of the population. While some paramilitary



As a small, post-conflict, and devolved
nation, NI faces unique complexities. Its
transition from violent ethnic conflict
has been globally recognised but has
been neither smooth nor easy. The mere
presence of armed non-state actors
represents a persistent threat in areas
most affected.

Figure One outlines the range of harms
caused by paramilitaries, from visible

and well documented to less obvious but
equally damaging. EPPOC aims to address
all of these, blending international
evidence-based practice with innovative
local approaches.

EPPOC research also highlights the
profound impact of Adverse Childhood
Experiences (ACEs) across NI . Sixty
percent of adults reported at least one
ACE, and nearly 20% experienced four or
more. These levels are strongly associated
with poor mental and physical health,
educational disruption, and increased
vulnerability to harm in adulthood.
Almost a third of respondents (some
born after the Good Friday Agreement)
experienced conflict-specific adversities,
including paramilitary threats and
collective violence. These were most
prevalent in deprived communities,
compounding existing inequalities and
reinforcing cycles of trauma.

EPPOC

Established in 2016, EPPOC delivers
interventions across Government
Departments, law enforcement agencies,
local councils, and community and
voluntary sector partners to tackle
paramilitarism and its wider harms.

1t operates across N1, with projects
varying in scale, focus, and methodology
based on assessed needs. All projects must
demonstrate added value and contribute
to shared, measurable medium and long-
term objectives.

EPPOC uses a public health model to
understand root causes, identify effective
interventions, and scale them for
maximum benefit. This involves a cross-
sector, phased approach to intervention
(see Figure 2), functioning like a relay
team to drive lasting change.
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Tertiary prevention or response
Supports survivors and holds perpetrators to account
(and aims to prevent recurrence of violence).

Secondary prevention or early intervention
Aims to ‘change the trajectory’ for individuals
at ‘higher-than-average’ risk of perpetrating
or experiencing violence.

SECONDARY

Primary prevention

Whole of population initiatives that
address the primary (‘first’ or underlying)
drivers of violence.

PRIMARY

Figure 2: Public health Approach - stages of intervention

DEFINING RESILIENCE IN A POST-CONFLICT SETTING

The need to address the root causes of paramilitarism in NI is well-documented.
EPPOC’s approach combines immediate threat reduction, early intervention, and
long-term structural change, targeting inequalities and intergenerational trauma.
Equally important is recognising the strengths within communities that are so
powerful in driving change.

The Community Resilience Framework considers three capacities:
o Absorptive resilience - the ability to withstand shocks and “keep going”
o Adaptive resilience - is capacity to adjust, cope, or “work around” challenges

o Transformative resilience - the capacity to reshape systems when ecological,
economic, or social structures are no longer tenable

While absorptive and adaptive resilience help communities survive, transformative
resilience enables them to thrive.

HOW CAN COMMUNITY RESILIENCE SUPPORT
TRANSFORMATIONAL CHANGE?

EPPOC defines community resilience across seven measurable domains:
1 Strengthening relationships and engagement to drive collective action
2 Improving access to existing support services

3 Building local skills and knowledge

4 Enhancing infrastructure

5 Amplifying marginalised community voices

6 Fostering hope and belief in the power to create change

7 Improving PSNI-community relations

A wide range of projects, from youth engagement and restorative practices to
community development and support for ex-prisoners, contribute to each domain.
Evaluation is led by Queens University Belfast through an ongoing Action Research
model and project-level reporting, enabling adaptive learning across EPPOC.
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INSIGHTS FROM DELIVERY:
WHAT'S WORKING

Since 2019, Communities in Transition
(CiT) has placed local people at the

heart of decision-making, empowering
communities to identify challenges and
lead solutions. In eight areas, community-
led forums shaped action plans on key
issues like youth services, housing, and

WHAT CAN THIS TELL US
ABOUT RESILIENCE IN POST
CONFLICT SOCIETIES?

EPPOC’s work offers valuable insights
for building resilience in post-conflict
societies:

One of the most
powerful indicators

e Beyond traditional measures:
Resilience must move past frameworks

. . . focused solely on social capital and
community safety. This trust-based, of transformative o yl j . {3 e
collaborative approach reflects the idea . services to mclude psychological an
that change is best achieved through Change 1s the intergenerational effects of trauma
collective action grounded in personal restorati on Of h ope. . Inequality and trauma: High

relationships. It has delivered concrete
outcomes - from reimaging paramilitary
murals to creating community safety forums across NL

Thousands have engaged in sustained activity as part of CiT,
with tens of thousands attending community events such as
health fairs, cultural exhibitions, and social action projects.
These figures reflect a growing sense of agency in communities
historically marked by distrust and disengagement.

EPPOC has invested heavily in skills development. The Diploma
in Community Development Practice equips individuals to lead
local initiatives, with many participants going on to volunteer,
work, and lead future iterations. By developing the confidence
and expertise to challenge coercive control and advocate for their
communities, EPPOC is seeding long-term structural change.
Similarly, the Developing Women in the Community project

has increased women’s leadership from 35.3% to 60.8%, and
volunteering from 46.4% to 79.2%, an important shift given the
gendered nature of exclusion and inequality.

New community organisations have been established, and
existing ones strengthened. Many report increased capacity to
address local vulnerabilities and work effectively with agencies.

Through CiT, thousands have accessed support services,
including mentoring, tailored plans, and drop-in clinics. Multi-
agency collaboration has enabled cross-referral between projects
and statutory providers. Community surveys and events have
addressed local concerns, ensuring responsive action.

One of the most powerful indicators of transformative change
is the restoration of hope. In the Developing Women in the
Community project, measures of belonging rose from 67.3%

to 77.7%, and a sense of agency in shaping their areas rose
significantly. These shifts directly counter the control narratives
exploited by paramilitary groups.

EPPOC’s impact is not uniform across all areas. Persistent
disparities remain, and addressing structural imbalances will
require sustained investment and political will. The foundations
laid by EPPOC offers a model for how resilience can be built from
the ground up, through participation, capacity-building, and the
reweaving of social ties.
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levels of ACEs in deprived areas show
that resilience cannot be divorced from
structural inequality and ongoing harm.

e A dynamic process: Resilience is a dynamic process of
recovery, adaptation, and resistance

e Trauma-informed and place-based: Systems must build
protective factors, foster benevolent experiences, and disrupt
cycles of adversity

e Visible and invisible harm: Resilience strategies must address
both overt violence and subtle, cumulative harms

o Context matters: Absorbative, adaptive, and transformative
resilience manifest differently and must be contextually
understood

o Strength from within: Community strengths such as
solidarity, pride, and creativity are key drivers of change

e Local empowerment: Empowering communities to lead
decision-making fosters autonomy, legitimacy, ownership,
and sustainable development

o Restoring hope: Transformative resilience requires healing,
and rebuilding belief in the possibility of change is vital for
lasting peace

TRANSFORMATIVE RESILIENCE: EPPOC’S
APPROACH AND LESSONS FOR POST-
CONFLICT SOCIETIES

Resilience is not about enduring adversity indefinitely; it’s about
gaining the strength to overcome it. EPPOC applies a public
health approach to violence: treating violence like a disease
means not only alleviating symptoms but transforming the
conditions that allow harm to recur. This includes building
economic and political alternatives, restoring hope and driving
systemic change.

Communities that organise to anonymously report crime or steer
teenagers away from paramilitary gangs demonstrate resilience
that confronts adversity instead of withstanding it. This includes
leveraging strength into efforts that break the grip of violence
and deprivation, rather than reinforcing the status quo.



EPPOC views resilience as an evolving process shaped by
relationships, resources and power. Its work responds to local
contexts, builds on strengths, and challenges the conditions
that sustain paramilitary influence. It repositions communities
from passive recipients of support to active agents of change.

Developing meaningful and lasting community resilience

takes time, collaboration, innovation, and courage. EPPOC's
framework, grounded in targeted interventions, robust
evaluation, and community participation, charts a path

toward an inclusive, peaceful, and confident NI. A recent N1
Affairs Committee report welcomed the “trauma-informed

and public health approach” being taken to address the systemic
causes of paramilitarism. This reflects a growing consensus that
investing in long-term community capacity is essential for an
enduring peace.

NI's communities continue to shoulder the unacceptable
burdens of serious violence, trauma and social division. These
harms constrain potential and drive unsustainable demand on
services. Other post-conflict regions face similar challenges,
including the presence of armed groups, the emergence of
organised crime, and lack of confidence in the police and wider
justice systems. EPPOC offers lessons worth sharing.
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Resilience is not about
enduring adversity
indefinitely; it’s about
gaining the strength to
overcome it.

KEY LESSONS FROM EPPOC’S VIOLENCE
REDUCTION WORK

Data driven collaboration: Evidence-based approaches must
be operationalised to encourage ownership among all partners

Shared, staged outcomes: Agreeing long term goals with
manageable short-term outcomes can build consensus on
sensitive topics

Measure what matters: All outcomes should be measurable,
and addressing data gaps is essential to track progress

Value the unknowns: Understanding what isn’t known is as
important as understanding what we do

Cross-sector translation: Shared goals help bridge gaps
between government, academia, and the community and
voluntary sector

Delivery matters: What we do is important but so is how
we do it. 1dentifying key enablers and shared behaviours is key

Sustainable commitment: Systemic change demands
sustainable funding and policy commitment.

There is a clear moral imperative for prioritising this work and
also a compelling economic one.

o Home Office data shows public health approaches prevent an
estimated 243 violence without injury offences per 100,000
people, with a £4.10 return per £1 invested

o The Cardiff Model for Violence Prevention showed £82
benefit for every £1 spent, including £14.80 for the health
service and £19.10 for the justice system

o EPPOC estimates a reduction of 112 paramilitary attacks
saving £1.57-£2.23m and 84 fewer incidents of violence with
injury in 2022, saving £1.18m. These figures only reflect
paramilitary related harm; scaling to wider harms could
generate even greater savings.

EPPOC’s work illustrates that resilience is not about accepting
the world as it is but reshaping it. By empowering communities,
building capacity, and investing in long-term change, N1 shows
that even after conflict, communities can transform their
resilience into a foundation for lasting security and hope.

Claire Hazelden is a Research Analyst for the NI Executive
Programme on Paramilitarism and Organised Crime (EPPOC).
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THE NEXT GENERATION OF RESILIENCE

The co-ordinator of the Terrorism and Political Violence Next Generation
Network, based at the Handa Centre for the Study of Terrorism and Political
Violence (CSTPV) at the University of St Andrews, reflects on the benefits

that NextGen networks offer to the field.

INTRODUCTION

Next Generation Networks (‘NextGen networks’) are becoming
increasingly popular in the field of counterterrorism, defence,
and security. A NextGen network is an organisation that aims to
support early career researchers (ECRs) navigate academia and
the broader research environment.

In Summer 2024, the Terrorism and Political Violence Next
Generation Network was founded at CSTPV, University of St
Andrews. Since its establishment, the network has cultivated a
community of over 300 members from around the world. Each
month, members receive a newsletter featuring opportunities for
ECRs worldwide, including funding calls, paper submissions, and
online webinars. The network also hosts online events tailored
to the needs outlined by the community. These have included
sessions on publishing, ethical, and fieldwork challenges, and

undertaking research in complex and changing political contexts.

HOW CAN NEXTGEN NETWORKS SUPPORT
RESILIENCE?

Within a supportive environment, NextGen networks promote
resilience across the field by enabling international and
interdisciplinary connections, facilitating knowledge exchange,
and identifying emerging challenges. For scholars working on
terrorism and political violence, the opportunities afforded

by NextGen networks support the development of skills that
promote robust and insightful research and analysis.

INTERDISCIPLINARY PROBLEM SOLVING

Bringing together ECRs helps build communities of emerging
researchers with diverse interdisciplinary and international
networks; an asset for individual researchers and research teams
alike. These connections encourage transversal approaches to
understanding and countering complex and emerging issues.
Peer engagement fosters awareness of current and emerging
research agendas and supports collaborative thinking,
relationships between practitioners and academics, and
grant writing.
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SUPPORT MECHANISMS

NextGen networks can offer support for ECRs and PhD
researchers navigating complex research environments which can
be emotionally challenging and, at times, isolating. Due to the
interdisciplinary nature of terrorism studies, many researchers
are based in departments such as Psychology, Criminology,

Law, or Politics, where topic support may be limited. NextGen
networks can be responsive to these needs and provide support
beyond the parameters of an individual’s university.

For example, VOX-pol provides extensive resources aiming to
support online extremism and terrorism researchers to protect
their emotional and mental wellbeing, and has its own NextGen
network for those working on online extremism. NextGen
initiatives provide spaces for ECRs to connect with peers
tackling similar challenges and can offer guidance on navigating
challenging research environments.

UNDERSTANDING THE FIELD

Understanding practitioner and policymaker interests and
approaches can be a challenge for many ECRs and PhDs. Though
their work is often highly relevant, because ECRs and PhDs often
do not have direct access to these communities, they can lack
insight into how these environments operate, or how their work
can be applied. Some networks have aimed to address these gaps
and support ECR access to policy and practice.

For example, RUSI NextGen delivered an online session to
provide insight into the operation of a Think Tank. More
recently, the NABS+ network launched a mentoring scheme,
developed to support ECRs ‘build their skills, knowledge

and confidence through one-to-one conversations with an
experienced mentor’. Support offered to ECRs and PhDs through
these efforts helps to deepen their understanding of the field,
enhance the insights that can contribute to policy and practice,
as well as building their confidence in doing so.




ECR networks
equip emerging
scholars and

practitioners

with broad skills,
connections, and
understanding.

INTERNATIONAL CONNECTIONS AND KNOWLEDGE EXCHANGE

In the early stages of their careers, PhD students and ECRs commonly bring new
perspectives and innovative research methodologies to the field. The focus on
contemporary issues and new solutions make postgraduate conferences particularly
valuable for knowledge exchange by providing opportunities to showcase new insights
from international contexts.

In 2025, the TPV NextGen network hosted the gth Society for Terrorism Research
Postgraduate conference, bringing together students from Europe, North America,
and Asia. A direct result of the NextGen network, the conference facilitated new
international connections while providing the opportunity to share knowledge and
develop a deeper understanding of current and emerging research agendas. The
supportive and collegiate atmosphere fostered in this environment enables ECRs to
develop public speaking skills and refine academic arguments, building resilience in
the communication of their work to diverse audiences.

THE FUTURE OF NEXTGEN

Early career researchers face a range of challenges, from academic challenges, navigating
a complex research landscape, building professional connections with peers and
institutions, and protecting their emotional wellbeing. NextGen networks offer practical
solutions to the challenges ECRs face navigating the field by equipping emerging
scholars and practitioners with broad skills, connections, and understanding which
cannot be accessed in many universities and research institutions.

Fostering supportive communities has a direct impact on the capacity of ECRs. The
work of networks such as VOX-Pol Next Gen, RUSI Next Gen, NABS+ (even those which
do not directly focus on the ‘NextGen’) are vital to developing new research agendas and
prioritising researcher wellbeing.

Ultimately, NextGen networks contribute to building the next generation of resilient
research- and resilient researchers.

Chloe Squires is a NABS+ Research Associate. She also co-ordinates the Terrorism and
Political Violence NextGen network based at the Handa Centre for the Study of Terrorism
and Political Violence, University of St Andrews.



BEYOND THE THEME

SOREN HENRICH

ILLUMINATING THE FORENSIC BLACK BOX:

This article highlights key themes, research gaps, and areas
for further investigation from the 96 reviewed studies, which
followed the PRISMA standards. This included transparent
inclusion and exclusion criteria for search strings, outlined
databases and quality appraisal.

We know less than we think about radicalisation in forensic
settings. Theoretically, two processes can occur:

Individuals with no prior history of extremism become
radicalised for the first time in the setting; or

Radicalised individuals admitted to a forensic facility
continue their extremism pathway, or their radicalisation is
significantly enhanced.

Of the 96 studies, only five studies from the review exclusively
examined psychological dynamics within these environments.
Study quality, when assessed in the review for all 96 articles,
showed only 56% of studies were rated as good, while the rest
were rated fair or poor. For the studies pertaining to forensic
settings, three were rated good and two were fair.

While clinical experts possess valuable knowledge concerning
the context set by forensic settings, academic research access
remains difficult, leading some scholars to describe prisons as
potential "breeding grounds for terrorists". Since then, findings
have relativised this notion. While some individuals radicalise
behind bars, evidence suggests prison settings can also disrupt
radicalisation. Rehabilitation efforts may be more effective than
previously thought, though empirical data remains limited. Even
less is understood about radicalisation in forensic psychiatric
hospitals, and more broadly, the role of mental health in
radicalisation remains contentious, with studies both supporting
and rejecting a connection.

A central finding from the review was that risk factors for violent
extremism significantly overlap with those for general violence. This

raises a key question: how do we disentangle those two risk dynamics
in risk assessments for an already complex forensic population?

Key risk factors included:

Identified in 39 of
the 96 studies, prior offences were commonly linked with
extremist violence, suggesting shared underlying factors.
By definition, everyone in forensic settings has a criminal
history, thus posing a unique challenge for clinicians to
identify those particularly vulnerable to radicalisation.

Social influences, such as peer networks
reinforcing violent ideations, increase radicalisation risk
(36 studies). Rigid group norms and violence-endorsing
shared narratives, which deepen divisions between groups,
are particularly pertinent in forensic settings, in my
clinical experience.

Discrimination, marginalisation, and
personal grievances heighten susceptibility to radicalisation
(29 studies). In forensic populations, perceived strain is
naturally high due to involuntary detainment, making this a
highly relevant dynamic to consider.

Extremist attitudes were the most researched topic (41 of 96
studies), yet findings were mixed. Some authors argued ideology
drives violent extremism, while others saw it as a post-hoc
justification for actions motivated by other factors. The latter ‘post
hoc explanation’ is a common occurrence also for individuals who
commit non-extremist violence and are then placed in forensic
settings, making the presence of violent ideation per se not only a
central facet of risk assessments but also a pivotal factor to address
in forensic interventions to reduce aggression.

Findings from 31 studies remain inconclusive. Some suggest links
between conditions like depression, anxiety, and personality



disorders with violent extremism, while others find no clear
association. Based on my own clinical work experience, it is
not the mere presence of a diagnosis and associated symptoms
that matters, but whether these symptoms can be plausibly
related to extremist behaviours and violence risk (i.e., explaining
the relevance of the symptoms is more important than mere
presence, as explored in our multi-study that followed this
review). A comprehensive examination of how mental health
symptoms and violent extremism may interact can be found in
‘Violent Extremism: A Primer for Mental Health Practitioners’,
edited by Caroline Logan.

Despite guidance from experts like Al-Attar, uncertainty can

still challenge forensic practitioners, especially in how to
establish clear care pathways when mental health symptoms and
extremism-related attitudes and behaviours coexist. Without
stronger evidence, determining best practices remains difficult.

Knowledge gaps identified in the radicalisation
review included:

Forensic populations are understudied: Research
overwhelmingly focuses on community samples, leaving a
critical gap in understanding radicalisation in secure settings
and caring for those individuals.

Protective factors are overlooked: Studies emphasise risk
factors, but little is known about mitigating influences like
resilience, social support, and adaptive coping. Protective
factors are likely to be highly relevant in forensic care settings.

Lack of primary data: Many studies rely on publicly
available information rather than direct engagement with
radicalised individuals in forensic settings. However, this

is not necessarily due to researchers’ lack of trying but
because access is restricted due to national security concerns
and ethical barriers. More qualitative research, including
interviews, is essential.

Mostly Western perspective: Only 14 out of 93 articles had an
explicitly non-Western focus. With both international actors

and national forensic populations becoming more diverse, the
broadening of research input beyond the US and UK is crucial.

Stronger collaboration between researchers and forensic
practitioners is key to addressing these challenges and gaps.
From the perspective of working in both research and mental
health settings, 1 would suggest there is need for clearer

ways to break down the complex behaviours and dynamics
encountered in forensic settings, making it easier to understand
how radicalisation overlaps with other types of violence. This
approach would help understand mental health issues with more
clarity and apply insights from community research to forensic
settings while identifying emerging challenges across disciplines.

Dr Séren Henrich is a lecturer and has published papers in Forensic
Psychology at the Manchester Metropolitan University. He delivers
international training on risk and threat assessment and remains a
clinical advisor for secure forensic settings in the UK.




EMILY QUIN

SPIDEY SENSES AREN'T JUST FOR SPIDER-MAN

It's a phrase that echoes across canteens, briefing rooms, custody suites.
In policing, this isn’t just a saying; it's a phenomenon known as having

‘The Copper’'s Nose'.

Have you ever walked into a situation and instantly known that
something just wasn't right? For most of us, these unsettling
moments are thankfully rare, but for police officers and frontline
personnel, the ability to detect and respond to the unexpected
can be the difference between life and death. This phenomenon
is known in policing as "The Copper's Nose' (TCN).

My PhD research, grounded in the lived experience of police
officers, set out to understand what the phenomenon means
in practice: how officers develop this
sense, how it's used, and what it reveals
about modern policing. Far from being
mystical or magical, TCN is a finely

honed cognitive and psychophysiological
mechanism that aids in an officer's
perception, interpretation, and response
to abnormalities and risks, often in
complex, ambiguous, and fast-moving
environments. While many may call it an
instinct, TCN acts as a context-dependent
mediator between an officer and their
immediate environment to facilitate a way
of 'knowing' that's constantly evolving,
sharpened through experience, exposure,
and adaptability.

Greater than a hunch - which could be described as belief
formation - officers | interviewed described TCN as being
instinctive and visceral in nature.

"As soon as that kicks in physically, I'm properly getting
ready for like a fight or flight kind of situation..."

In these moments, an officer might not yet know exactly what's
wrong, but they know something is. One officer explained it as
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a "gut instinct" and another likened it to "something activating",
throwing the mind into hyper-awareness where attention
narrows.

"Your heart speeds up, your thought process speeds up,
and you start waking up a little bit."

This is the perceiving and attending element of TCN. It's what
primes officers to notice out-of-place stimuli in the environment.
Often pre-verbal and difficult to articulate, it's immediately felt
and prompts the engagement of greater conscious, cognitive
processing. This state of heightened
awareness is embedded within each of
us, but is often informed by what officers
have experienced before - both on the job,
and off of it - honing their skillset further.

Officers actively learn
what's 'normal’ so they
can more easily detect
the abnormal.

Much of this phenomenon revolves
around what officers refer to as baseline
deviations where something 'doesn't
quite fit' Rather than being surprised

by novelty, officers actively learn what's
'normal’ so they can more easily detect
the abnormal. Best understood as a

form of rapid interpretation, officers draw from accumulated
knowledge to quickly assess environments and determine what
might require further attention. However, TCN isn't infallible.
Officers recognise that it can, at times, "lead [them] down the
garden path", and acknowledge that acting on a gut-feeling alone
doesn't guarantee a good result. What's crucial in developing a
'good' copper's nose is how these instincts are refined over time,
embracing feedback, reflective practice, and most importantly, a
willingness to be wrong.
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copper's noses" could generate
inconvenient outcomes where

FROM'INTUITION' TO
EXPERIENCE

One of the most striking
themes was how this
sense develops. Officers
recurrently spoke
about the impact

of life experience
before policing, and
the importance of
learning on the

job. Critically, this
kind of experience

is impossible

to replicate in

the classroom,

with many

officers stating

the importance of
working alongside
experience, reputable
officers.

resources aren't available
to manage an increase in
criminal detection.

IMPLICATIONS
FOR POLICING

AND THE
FRONTLINE

While The Copper’s
Nose may not
be something
easily taught
in a classroom,
organisations can
create the right
conditions for it to
develop. This means
field-based training,
encouraging proactive
practice, and creating

"For me, to watch them space for officers to learn
3

and observe how they do
things...if I learn even one skill
or one method of dealing with
something, that's me tooled up for the

from experienced colleagues
with the appropriate practice
oversight in place.

The culmination of this research also
next time..." now offers a grounded theoretical framework,
informed by scientific literature and primary data, that makes

This updating process is both individually and socially
'The Copper’s Nose' more than just an anecdote. It presents

influenced. Officers build exposure through experience and
hone it through engagement, practice, and the wisdom of others.
Importantly, developing the copper's nose requires more than
time on the job; it demands professional curiosity.

opportunities for empirical testing and refinement, offering
policing a chance to better understand, support, and develop this
valuable capability.

KNOWING WHERE, WHEN, AND WHO

The research also explored how officers navigate their
environments. Contributing to self-efficacy, TCN shapes how
officers position themselves physically and professionally. Some
officers described their nose as being their principle threat-
detection mechanism. For others, their nose serves as a decision-

For police officers and
frontline personnel,
the ability to detect

making tool to determine when a threshold to act has been and respond to the
reached. Fundamentally, it's a critical part of the discretionary

skill set, assisting officers to act not just according to procedure, unexpeeted can be the
but according to situational judgement. But this discretion isn't diﬂ'erence between life
always celebrated. Some officers felt there exists organisational

discomfort around TCN, stating that "too many freakishly good and death.

Dr Emily Quin, PhD, CPsychol, is a Postdoctoral Researcher at the University of Cambridge, where she specialises in applied psychology ac
frontline’ settings. She obtained her PhD at the Institute of Criminology, Cambridge, where she generated a substantive theory of The C
Nose (policing 'sixth sense’).
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