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DEFINING THE THREAT
Who is affected?

Those affected by com groups are 

overwhelmingly children or young teenagers. 

Victims are most frequently young females, 

and in particular (but not exclusively) young 

females from vulnerable communities where 

the specific behavioural and social conditions 

exploited by com groups already exist. 

These conditions might include, for example, 

communities formed from individuals who are 

already self-harming and/or have disordered 

eating, and who may therefore be more 

vulnerable to manipulation and extortion 

based on these acts. However, practitioners 

should be mindful that the profile of victims 

can change.

Members of these groups have an 

approximate age range of 14-17 years old 

(although there are also adult participants). 

These individuals appear to be predominantly 

young males, who are frequently online and 

technologically literate, and can be attracted 

by the promise of a stimulating and extreme 

counter-culture that apparently speaks to their 

lived experience of alienation and meets their 

perceived needs (although this may not be the 

only or main driver for engagement).   

As one practitioner described it, those 

recruited, “go online in a dark state of mind, 

and these groups are waiting”. In this sense, 

individuals targeted for recruitment may share 

risk factors with populations vulnerable to 

radicalisation or gang membership. However, 

com group members may be distinguished 

by their level of technological skill and their 

economic leverage. It is not clear whether 

they enter the groups already skilled, or 

learn the skills from others once part of the 

network. Several practitioners highlighted 

the cryptocurrency assets owned by group 

members, and that some group members may 

have already performed ‘accidental’ acts of 

cyber-terrorism prior to joining.

Importantly, com groups are characterised by 

the potential of transitioning between victim 

and offender. This possibility of transition may 

challenge a clear delineation between targets 

and perpetrators.

What are the risks and threats?

Com groups engage in a spectrum of criminal 

offences, and incite or facilitate a variety of 

harms. These include radicalisation, terrorism 

(TACT) offences, incitement and perpetration 

of violence and self-harm, child sexual abuse 

(CSA), cybercrime, and violence against women 

and girls (VAWG). Due to the combination 

of harms involved, the processes that occur 

in these groups go beyond those we would 

typically consider as “radicalisation” (which is 

defined commonly as, “a change in beliefs, 

feelings and behaviors in directions that 

INTRODUCTION
The following report describes the 
conclusions of two expert roundtable events 
held with practitioners and academics, 
focused on developing an understanding of 
the phenomenon commonly referred to as, 
“The COM” (also known as “com groups”, 
“com networks” and “community groups”; 
e.g., 764, NoLivesMatter, Manic Murder Cult, 
Order of 9 Angles).  

 According to the NCA, the COM is a, 

“Transnational Virtual Criminal Network (TVCN) 

which promotes, advocates, and engages in a 

broad spectrum of criminal activity including 

cybercrime, crimes against children, animal 

torture, and ideologically-motivated violent 

extremism”. 

Given the considerations described in this report 

and the need for a multi-agency response, we 

suggest including the following elements in a 

multi-agency definition going forwards:

While these groups are highly organised, they are 

also highly diverse and decentralised, and resist 

categorisation in terms of a unifying ideology or 

single type of offence. This report is intended to 

provide an initial but well-specified foundation for 

developing a multi-agency agreed definition, and 

setting an agenda for academic research.

We present a description in terms of who is 

affected, types of behaviours in which group 

members engage, and the collective behaviours 

that typically characterise these groups. We 

describe practitioner and academic perceptions 

of the typical motivations and pathways for 

engagement with com groups, as well as how these 

groups maintain adherence and structure, and how 

members might potentially disengage. We also 

identify insights into these processes based on 

academic research from analogue contexts.

Finally, this report also provides a discussion 

of the ambiguities and key research questions 

emerging from the roundtable discussions. We 

highlight important gaps researchers should aim 

to fill in the coming months.

Youth Radicalisation and Harm in Online Networks

“The COM are competitive, sadistic, and exploitative online networks 
in which members achieve status and social capital gains for the 

perpetration or incitement of violence, degrading acts, self-harm, 
and/or cybercrime, and the associated generation and sharing of 

extreme content (including terrorism-related material, and content 
depicting child sexual abuse, self-harm, and animal cruelty).”

“
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Members of these groups 
have an approximate age 
range of 14-17 years old 
(although there are also 

adult participants).

“
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rather equivalent to those described above. 

In particular, these could include potential 

sabotage of critical national infrastructure, or 

acts of domestic cyber-terrorism, for example 

the practice of “swatting”, in which armed 

police are erroneously dispatched to a victim’s 

house. This latter act also often involves 

“doxing”: another defining com group activity 

in which the name and address of otherwise 

anonymous online individuals is exposed 

(and often shared) through a combination 

of conventional digital stalking and criminal 

hacking.

Group-level identifiers

Com groups are characterised by several 

distinct ideologies and shared beliefs. 

Broadly, these ideologies constitute some 

combination of militant accelerationism, left-

hand satanism, and folk nihilism. Respectively, 

these can be described as advocating for 

global collapse and a new world order 

through mass insurrection and terror, esoteric 

ritual practices emphasising actualisation 

through transgressive acts, and a kind of 

grassroots philosophy of anomie, despair, and 

a rejection of objective morality.

However, the exact combination and degree 

of commitment to these ideologies may 

vary considerably at a local com group level. 

This variation raises questions regarding 

the purpose of com group ideologies. 

For example, it may be that the specific 

qualitative content of these ideologies 

should be taken at face value, and that 

they serve a spiritual or cultural purpose. 

Alternatively, it may be that com group 

ideology has a primarily functional (i.e., social-

psychological) purpose, where ideological 

details are arbitrary and only relevant insofar 

as they are useful for maintaining group 

cohesion and/or conformity to group norms. 

Irrespective of this, transcending any specific 

ideology appears to be a shared attitude 

of misanthropy, disillusionment, misogyny, 

and disenfranchisement from society. Com 

groups appear to provide a community where 

individuals can seek personal significance, 

and in which their attitudes can be socially 

validated, and reframed as a positive cultural 

commitment to violence and transgression. 

Particularly of note is the targeting of females, 

pointing to the role of misogynistic ideology 

in the shaping of group norms and rewarding 

of the incitement of female targets to engage 

in humiliating, degrading acts, and self-harm 

(including suicide). 

Roundtable participants drew attention 

towards the frequent focus on the sharing 

of CSAM as a defining com group identifier. 

This may be attributable to the cultural 

context of these groups. For example, part 

of their ‘cultural DNA’ is attributable to 

the Order of Nine Angles (O9A), a loose 

group of occult accelerationists with an 

ideology that explicitly endorses CSA as 

a means of transcendent self-growth. The 

commodification and cultural focus on 

CSA may also be a byproduct of a general 

cultural and economic engagement with 

child trafficking in dark web spaces. Finally, 

the highly taboo and transgressive nature of 

CSAM (even among other forms of extreme 

content) likely provides com groups with 

an alluring transgressive identity, effective 

for attracting potential recruits from other 

counter-cultural spaces where this content is 

prohibited. 

increasingly justify intergroup violence and 

demand sacrifice in defense of the ingroup,” 

McCauley & Moskalenko, 2017, p. 416).

The most salient and material threats 

presented by com groups are the incitement 

of death by suicide, particularly of young 

females, and spontaneous acts of public 

violence. This raises issues related to broader 

questions of public concern; specifically 

why social media activity and/or exposure 

to extreme violent content (EVC) may be 

positively associated with the perpetration 

of violence. Whilst a body of work suggests 

there is mixed evidence for the extent 

to which social media activity and the 

consumption of violent media is related to 

aggressive behaviour, com groups appear 

to facilitate violence and self-harm through 

different mechanisms involving group 

dynamics. For example, the incitement 

of suicide appears to be the product and 

conclusion of one of the defining com group 

activities, specifically the generation and 

acquisition of original child sexual abuse 

material (CSAM) and content depicting 

self-harm, which victims are groomed and 

coerced into producing. The material is then 

used for blackmail and extortion. These 

offences represent a product of the process 

by which individual members prove their 

loyalty and achieve status within the group. 

Similarly, they do so through recording and 

posting escalating acts of vandalism and 

animal cruelty, including potentially lethal 

acts. The sadistic nature of some of the 

behaviours needs to be incorporated into 

an understanding of the motivations for 

engagement.

Therefore, these extreme outcomes are not 

necessarily borne out of a primary interest in 

CSA or violence, but often represent strategic 

goals and a means by which individual 

members can achieve social capital, status, 

and notoriety within the group, highlighting 

the explicit commitment of com groups to 

directly facilitating these harms. Importantly, 

practitioners noted the tendency for com 

groups to organise using highly accessible 

platforms through which they can recruit, 

target, and exploit victims, and that multiple 

group members may work together to 

enhance their efficacy in achieving their goals. 

These factors may amplify the degree and 

complexity of the threats and harms involved.

Practitioners were also keen to emphasise the 

risk of cybercrime committed by com groups, 

which should not be taken as secondary but 

...these extreme outcomes 
are not necessarily borne 
out of a primary interest 
in CSA or violence, but 

often represent strategic 
goals and a means by 

which individual members 
can achieve social capital, 

status, and notoriety within 
the group...
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of developmental processes. Exposure 

to extreme content from a young age 

(e.g., pornography, gore, CSAM) may be 

a prominent risk factor for com group 

engagement. Exposure to this type of content 

may not only desensitise an individual to 

any aversive response, but might affect that 

individual’s perception of social norms, and 

lead to an internalisation of an interest in 

such material. In turn, this may be exploited 

by com groups to facilitate engagement, as 

this affinity for extreme media is validated by 

the group and transformed into a means of 

attaining social capital.

Individuals are then motivated by a direct 

incentive to produce, post, and collect 

extreme content, both as a means of attaining 

notoriety and status within the group and (in 

the case of CSAM) as a means of exploiting 

and extorting individuals. Creating harmful 

content (specifically, any content explicitly 

involving a victim) provides both a means 

of coercive control for further extorting the 

victim (and producing more harmful content), 

and also a means of earning status and 

validation from the group. This is contrasted 

with more conventional (non-monetised) 

social media behaviour, where content 

creation is often motivated by achieving 

validation (through engagement with such 

content), and also contrasts with other 

criminal groups where extortion practices 

are solely about utility and not validation. 

However, similar to social media use in other 

contexts, a combination of social influence 

processes, specific personal characteristics, 

and technological affordances appear to 

help users to learn how to behave online 

(i.e., group norms) and what content is most 

“liked” and socially rewarded. 

Some practitioners expressed concerns that 

some individuals may join com groups as 

the unfortunate and unintended result of 

the intense focus from schools to combat 

bullying, resulting in bullying becoming 

invested with an intense social significance 

that actually increases its allure and perceived 

power for some individuals.

There is currently no evidence to suggest a 

causal connection between neurodiversity 

and com group engagement, but some 

roundtable participants hypothesised that 

neurodiversity appears to be overrepresented 

among com group offenders relative to the 

general population. It was suggested that this 

may be because com groups might provide 

a community where specific neurodivergent 

traits and experiences are validated and 

given practical utility. For example, struggles 

with social intimacy, discomfort with 

performative social norms, disillusionment 

with mainstream society, empathy 

differences, and feelings of dissociation or 

emotional flattening. Note that the term 

neurodiversity is broad, encompassing a 

range of neurodevelopmental differences, 

and not all neurodivergent individuals have 

the aforementioned traits or beliefs. Having 

one or more of those traits or beliefs does 

not necessarily increase risk of engagement 

with com groups. Notwithstanding, it was 

noted that systematising behaviours exhibited 

by some neurodivergent individuals may be 

compatible with the curation and collection 

of extreme content practiced by com groups, 

pointing to the tendency for some com group 

members to collect stereotyped ‘sets’ of 

However, participants were also cautious to 

observe that this focus on CSAM may also 

be the consequence of many com group 

members being legally children themselves. 

It may be necessary to distinguish the 

motivations of the adults who may be leading 

these groups and recruiting into them (who 

may have some of the motivations outlined 

above) from those of the younger members. 

Many conceptual models that seek to explain 

perpetration of CSA and engagement 

with CSAM were based on research with 

adults rather than children, and may not be 

generalisable to younger populations.

It is possible that com groups are a subtype 

of a broader type of online groups that 

engage in or encourage CSA, misogyny, and 

violence amongst children, which includes 

adjacent communities such as manosphere or 

incel spaces, and groups manufacturing and 

trading sexually explicit deepfaked images. 

The beliefs and behaviours encouraged within 

com groups may also occur in offline contexts, 

for example gender-based bullying in schools 

or acts of playground violence. 

There are other points on which com groups 

overlap with organisations with similar beliefs 

and practices. In the broadest sense, com 

group behaviours overlap with those of 

violent gangs that primarily recruit through 

coercion and grooming, and reflect archetypal 

radicalising networks where grievances are 

utilised as motivational drivers to leverage 

extreme behaviours. More specifically, 

practitioners mentioned their similarity 

with ritualised abuse (RA) communities. RA 

communities feature a similar emphasis on 

CSA as a social resource, as well as a highly 

structured and ritualised commitment to 

violence.

PATHWAYS TO 
ENGAGEMENT

Why do individuals engage?

Roundtable participants again stressed 

that engagement among young people 

appears to be related to multiple risk factors, 

consisting of high internet usage, and 

feelings of disillusionment, dissociation, and 

disenfranchisement from society. Engagement 

can also be understood as situated in a 

contemporary context defined by gendered 

perceptions of grievances (e.g., the advent 

of ‘manosphere’ content), creating a societal 

impetus that may amplify these risk factors.

The prevalence of young people in 

com groups highlights the need to 

understand engagement through the lens 

Many conceptual models that 
seek to explain perpetration 

of CSA and engagement 
with CSAM were based on 
research with adults rather 
than children, and may not 

be generalisable to younger 
populations.
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Taken together, this positions engagement 

with com groups as the downstream 

manifestation of a process that begins far 

earlier (a ‘slippery slope’), which may have 

implications for where and when interventions 

are targeted. The implication is that no single 

type of intervention is likely to universally 

impact on risk of engagement with all types 

of com groups. Some early interventions (for 

example for mental health) may help reduce 

risk of engagement with com groups that 

focus on one specific type of offence/content, 

but not others that have a different focus. 

Related to this, practitioners expressed the 

need for a coordinated joint response across 

police organisations, and between policing 

and adjacent sectors such as health and 

social care and regional government. As one 

practitioner put it, effectively intervening in 

this area means accepting “we can’t police 

our way out of this”, and that developing 

agreed multi-agency definitions of the com 

group phenomenon and the associated 

risks and threats will be necessary (citing the 

success of this approach when responding 

to ritualised abuse, as described above) and 

may help ensure that resources are deployed 

appropriately.

When discussing processes of 

disengagement, the role of mainstream 

media in setting the conditions for a culture of 

disengagement was raised, citing the recent 

success of the TV drama “Adolescence” in 

rapidly reshaping awareness of, and attitudes 

towards, youth online radicalisation, incel 

culture, and gender-based violence. However, 

practitioners warned that the potential utility 

of educating the public has to be reconciled 

with the potential risk of signposting 

vulnerable young people towards these 

groups. 

Encouragingly, active disengagement from 

com groups appears to sometimes occur 

as members enter adulthood. This might 

be a product of maturation, as members 

either change their outlook with age, or are 

deterred from continued participation by the 

risk of being prosecuted as an adult. When 

considering barriers to disengagement, 

roundtable participants drew parallels with 

loyalty culture in extremist groups, wherein 

disengagement is discouraged by threats 

of reprisals, such as the doxing or sharing 

incriminating information. Similarly, the shame 

of being publicly associated with com group 

activities may dissuade both members and 

victims from seeking external sources of help 

to disengage.

Group behaviours and dynamics

It is important to note that com groups do 

not represent a unified social movement, but 

rather a defining com group dynamic is their 

tacit competition with one another (intergroup 

competition). Furthermore, deviating from a 

traditional conception of online social groups 

as being driven by the pursuit of larger 

audiences, com groups can be understood 

as criminal organisations whose priority 

is enterprise rather than amassing social 

influence. This enterprise can be understood 

as financial. Fraud, extortion, and other 

forms of financial cybercrime are frequent 

com group activities, feeding into potentially 

lucrative trade in cryptocurrency. 

However, this enterprise can also be 

understood as a more abstract activity 

embedded in the broader social environment 

content. It was also hypothesised that the role 

of neurodiversity in affecting motivations for 

engagement may also vary with the types of 

content that is predominantly shared within a 

group, for example those that focus more on 

cyber offending versus those focused more on 

CSAM.

Finally, the financial opportunities posed by 

com groups were raised as a motivator, with 

individuals in these groups able to use (s)

extortion practices not only for achieving 

social capital, but material financial gain 

too. This again likely suggests the role 

cryptocurrency may play as a cultural and 

economic feature of these groups.

How do individuals engage or 
disengage?

At the most basic level, engagement with 

com groups can be facilitated through the 

everyday technological affordances of social 

media, as algorithms recommend increasingly 

controversial, niche, and extreme content, 

and towards increasingly homogenous social 

groups. The impact of such algorithms should 

be understood as the result of a person-

environment interaction, whereby person-

based factors affect people’s active browsing 

decisions, which will impact in turn on the 

recommendations made by algorithms. 

Situational factors may amplify this, for 

example the influence of the COVID-19 

pandemic as a powerful situational force for 

putting many individuals “in the wrong place 

at the right time”. Similarly, the pathway 

these algorithmic recommendations follow 

is dictated by broader social trends. For 

example, roundtable participants described 

how fringe and extreme social media spaces 

have shifted away from traditional far-

right dogma, and towards accelerationist 

ideologies that emphasise violent activism 

and extreme content, facilitating com group 

engagement where it might not have existed 

previously. 

Roundtable participants were cautious to 

note that the role of algorithms should not 

be overestimated, and that engagement is 

fundamentally a sociotechnological process. 

That is to say, whilst individuals may ‘come 

across’ extreme content passively when it 

is recommended to them, they may also 

actively seek out this content, potentially 

with group membership as an explicit goal. 

Adjacent to this, participants also observed 

that online com group engagement does not 

take place solely via social media, but also 

via an ecosystem of dedicated websites and 

messageboards featuring a different set of 

affordances (and in which algorithms do not 

play a role).

Practitioners also reported that vulnerable 

individuals may be particularly susceptible 

towards engagement when losing or 

transitioning between support groups. For 

example, when local community spaces 

conclude, or individuals are discharged 

from or moved between care services. At 

these points, com groups may step in as a 

surrogate, providing a sense of belonging at 

a time where individuals with unmet mental 

health needs may be feeling abandoned and 

isolated. For these individuals, engagement at 

this point may represent a ‘point of no return’, 

where they break relationships with previous 

sources of support in order to reorient their 

new identity around com group membership.
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and restructure to obfuscate the efforts of 

infiltrators and saboteurs. A form of simple 

hierarchy structured around a cluster of 

influential individuals is also seen in more 

traditional online far-right communities (e.g., 

Stormfront), where community integrity is 

maintained by clear groups of ‘key players’ 

responsible for shaping opinions, maintaining 

discussion and managing group logistics. 

This may reflect a fundamental lightweight 

hierarchy suitable to the fractious and 

individualistic nature of these groups. Taken 

together, this means the archetypal com 

group hierarchy is likely relatively simple, with 

a clear division of role and rank based on 

posting behaviour and notoriety, and little or 

no persistent administrative structure outside 

of this.

Additionally, roundtable participants 

acknowledged that group roles should not 

be considered as “vacancies to be filled”, 

but rather emerge from the relationships 

and reputations developed by individuals. 

This process of development represents a 

journey, where the role adopted by a com 

group member is either a transitory point 

or the culmination of a broader transition 

through different online and offline roles. This 

journey may be one of specialisation, as an 

individual consolidates skills and influence, 

and may also be one of disenfranchisement 

and dissatisfaction as an individual fails or is 

rejected from roles in external or adjacent 

spaces.

However, as above, the diversity of com 

group culture means that the degree of 

structure and specialisation exhibited by any 

given group may vary. For example, some 

practitioners remarked that com groups can 

mirror very traditional organised criminal 

gang structures, with a pyramid of delegated 

responsibility and specific roles (e.g., 

recruitment, propaganda, administration, 

etc.). Roundtable participants also remarked 

that com groups are not anarchic but rather 

do have specific objectives, such as the 

curation of specific types of extreme content, 

and that these objectives and norms must 

be actively maintained by individuals with 

administrative authority.

FUTURE DIRECTIONS FOR 
RESEARCH

Emerging from both roundtable discussions 

were a large number of questions relating to 

various features of com groups and the digital 

ecosystem in which they operate. The topics 

below are considered to be priority areas for 

future research.

Mapping the scope, nature, and 
ecosystem of com groups. 

What is the nature and scope of the com 

group ecosystem? Research in this area will 

aim to map the online (and potentially offline) 

ecosystem occupied by com groups, and 

explore the extent to which these networks 

represent organised psychological groups 

versus affiliated individuals. The internal 

ecosystem of com group hierarchies and 

roles should also be identified. For example, 

research projects could develop a description 

of archetypal com group structures, roles, 

and practices, and explore how influential 

group members maintain a permanent and 

transposable portfolio of social capital in the 

of com groups. That is, financial success 

and other organised group activities may 

sometimes be only a means for enhancing 

group status and earning clout for group 

members, for the purposes of competition 

and social leverage with other adjacent 

groups. It was theorised that com group 

sextortion practices are driven primarily 

by maximizing harm, rather than being 

necessarily financially driven, suggesting it 

may be the “quality” of the content being 

produced, in terms of its alignment with 

group ideology, norms, and ideals (and not its 

monetary value) that is most important.

Practitioners were keen to emphasise that 

any discussion of group behaviours should be 

caveated by an acknowledgement that com 

groups are frequently chaotic and unstable, 

regularly splintering and reorganising. 

Indeed, group cohesion may be low, and 

instead some com groups may be considered 

a network of loosely affiliated individuals. 

Furthermore, because some com groups 

are essentially publicly accessible, there is a 

limit placed on how much group cohesion is 

possible, with some com groups being better 

described as “peer groups sharing extreme 

content” rather than organised enterprises.

Related to this, practitioners highlighted that 

whilst some com groups define themselves 

explicitly as communities for creating and 

sharing CSAM, others define themselves as 

groups for sharing extreme content generally, 

with the specific features of the content (e.g., 

CSAM versus terrorism-related material versus 

gore) being incidental. In these cases, when 

CSAM is shared, it appears to be primarily 

for the shock value and to satisfy the goals of 

the group and notoriety-based “careers” of 

individual members within the group, rather 

than for sexual motivations.

Com group culture and behaviour is therefore 

diverse, with the main shared feature between 

groups being the organised and competitive 

sharing and celebration of extreme content, 

and the status gains associated with doing so.

What are the defining roles and 
hierarchies?

Com groups often require participation in the 

generation and sharing of extreme content 

as a criterion for group membership (i.e., to 

view the extreme content, group members 

must also create and share such content). 

This creates a hierarchy whereby status is 

based on tenure, notoriety, and engagement 

in sharing (the most) extreme content. 

Sometimes, group members work together 

to maximise the success of their exploitation 

attempts, and exchange knowledge between 

veterans and newcomers. This ensures the 

group population is maintained, and people 

“move up” to inherit positions of leadership 

as members are lost or disengage. A process 

of grooming newcomers is embedded 

in the groups via these mechanisms, 

and transitioning eligible victims into 

group members is a potential method of 

recruitment. Likewise, this may create the 

conditions for a meritocracy that helps 

enforce the hierarchy, with only the most 

dedicated and disciplined members able to 

maintain a persistent social standing in the 

online ecosystem.

The flexibility and informality of com group 

hierarchies also respects the need for 

members to remain anonymous, and for 

groups to remain able to quickly rebrand 
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network of com groups. Relevant questions 

include: To what extent can roles within the 

groups, or different user profiles, be identified? 

Are there behaviours and characteristics 

associated with different roles?

Motivations for engagement and 
disengagement. 

Why do people engage with these groups? 

Why might they desist? Why might they choose 

not to engage? Is it possible to identify who is 

avoiding (whether actively or passively) extreme 

or radicalising content that might lead to com 

group engagement, and why? For victims 

who transition to offending, what drives this 

transition and what might the motivations be 

for these individuals? How frequently does this 

method of com group recruitment occur?

Pathways of engagement. 

This topic focuses on detailing typical pathways 

to engagement and disengagement with these 

groups. 

For example, do people change roles within 

the group over time? Do they join one group 

or multiple groups? What is the potential 

longevity of ‘careers’ in com groups? Can the 

common pathways be mapped as individuals 

transition in and out of roles and/or groups? 

How are individuals initially exposed to 

com group content, and to what extent do 

passive (e.g., algorithmic exposure) versus 

active (seeking out) behaviours play a role in 

facilitating initial exposure?

Group behaviours and dynamics. 

Projects in this topic area should focus on 

answering the following questions: What is 

the psychological function of ideology in 

com groups, versus other grievance-based 

and motivational drivers? What are the 

processes (e.g., of social influence) that affect 

motivations for engagement in these groups 

and perpetration of harmful group behaviours? 

What is the relative effect or role of group 

processes compared to other drivers (e.g., 

desensitisation; person-based risk factors)?

Responses and interventions. 

Research on this topic would seek to 

identify and describe potential responses or 

interventions, the behaviours, mechanisms, and 

audiences/agencies would they target, and the 

indicators of success.

Methodological challenges and 
opportunities.

Cross-cutting the above research areas should 

be consideration of methodological challenges 

and opportunities, with a particular focus on 

behavioural analytics. For example, what might 

be suitable sources of data, and what methods 

might academics use to generate primary data 

in this space? How could causal pathways be 

studied? What forms of data and behavioural 

analytics can help to answer the research 

questions above?

RECOMMENDATIONS

	● International collaboration between law 

enforcement agencies, and between 

academic researchers and law enforcement.

	● Academic research on the priority areas 

outlined above.

	● Data sharing and access for researchers to 

facilitate academic research.

	● Consensus on a multi-agency definition to 

facilitate operational response.

	● Strategy to deconflict and clarify operational 

response.

	● Alerts to notify frontline staff, parents, and 

carers of the risks and threats, including 

suitable points of contact for concerned 

staff/carers.

	● Development of educational and training 

material for frontline staff, parents and 

carers, and law enforcement.

	● Development of mechanism for sharing new 

insights/standard operating procedures 

across agencies, domestically and 

internationally..  

Disclaimer 
NABS+ (Network Plus for Analytical Behavioural Science in security and defence) is funded by UKRI and administered by the 
Economic and Social Research Council (ESRC Award ES/Z502716/1). The views expressed by the researchers and team members are 
their own and should not be taken as representative of views held by those who fund NABS+. 

For more information, visit: www.crestresearch.ac.uk/nabs

COMMISSIONING CALL

The two roundtables upon which this 
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