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to addressing security challenges.

In this issue of CREST Security Review,
produced in collaboration with the
NetworkPlus for Analytical Behavioural
Science (NABS+) in Security and Defence,
we explore how digital behaviours influence
trust, decision-making, and risk, and what
this means for security practitioners.

We begin by examining how influence
operates online and how it can shape
collective behaviour. Wischerath (p. 4)
explores how influencers indirectly
mobilise action by defining group
norms and boundaries, while Bliuc

et al. (p. 6) show how even small
increases in influencer appeal can have
disproportionate effects on polarisation.
Lowery (p. 10) extends this discussion by
exploring how digital platforms enable new
and evolving forms of mobilisation.

Next, we look at how people engage with
and respond to information, particularly
in high-pressure or uncertain contexts.
Liu et al. (p. 12) highlight the importance
of epistemic reciprocity in emergencies,
demonstrating how the ways in which
information is shared and reciprocated can
be critical to saving lives. Davidovic (p. 14)
considers the digital bystander dilemma,
examining why individuals choose to
intervene—or not—in online settings.

Turning to the nature of digital content
itself, we begin with questions of trust.
Agarwal and Nightingale (p. 18) explore
the challenge of securing media
authenticity in the age of generative Al,
and how content credentials may help
users assess what they see online.

Next, we consider how digital content
reflects and reveals behaviours. Innes (p. 20)
highlights deceptive digital behaviours
that warrant greater attention, and Orpen
et al. (p. 22) show how social media data
can be used to understand information
threats, emphasising the need for careful
contextualisation. Building on how digital
content can be analysed to generate
insight, Polajnar (p. 26) demonstrates how
computational analysis of language can
uncover patterns linked to violence against
women and girls while Cook (p. 30) shows
how machine learning can transform police
administrative data into operationally
useful information.

Beyond the theme, we examine how
decision-making affects security. Searle
and Fida (p. 32) show how workaholism
can create overlooked organisational

risks. Merla et al. (p. 34) offer strategies

to reduce implicit bias in high-stakes
professional judgement. Smith and Jones
(p. 38) conclude with an exploration of the
resilience of defence and security personnel
and its impact on performance and safety.

Finally, we have ‘Resources on Digital
Behaviours’, where we have collected past
CREST guides, reports, and articles on
digital behaviours, and, as always, refer

to the ‘Read More’ section for research
underpinning our articles and additional
reading. We value your feedback and
welcome your suggestions for future
editions; please share your thoughts via the
provided survey link or QR code.

Rebecca Stevens
Editor, CSR
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DARJA WISCHERATH

HOW INFLUENCERS INDIRECTLY MOBILISE
ACTION AND LEGITIMATE VIOLENCE

Influencers are key mobilisers of collective action, shaping narratives that create
urgency, define group norms, and can indirectly legitimate violence without

issuing explicit calls to action.

The August 2024 riots across the UK followed a knife attack

at a Taylor Swift-themed dance class in Southport on 29th

July, which killed three young girls and injured several others.
Misinformation rapidly spread online falsely claiming the
attacker was an asylum seeker or Muslim immigrant. Gatherings,
initially framed as vigils, turned violent, with attacks on mosques,
immigrants, and police officers.

Social media played a central role in the protests, both through
organisational group chats and political influencers shaping
narratives around the riots. Influencers are effective mobilisers
of (violent) action due to their established follower bases,

which readily consume and disseminate content. One-to-many
communication forms, such as Telegram channels, enable rapid
spread of messages. Beyond direct calls to action, influencers can
indirectly mobilise followers by defining group boundaries and
norms, influencing who acts in what way while remaining legally
protected from incitement charges.

Beyond direct calls to
action, influencers can
indirectly mobilise
followers by defining group
boundaries and norms...

Case Study: Tommy Robinson

Tommy Robinson, whose real name is Stephen Yaxley-Lennon,

is a popular far-right influencer and former leader of the English
Defence League. Two days before the Southport attack, he was
detained under the Terrorism Act at the ‘Unite the Kingdom’ rally
and left the UK upon his release. During the riots, Robinson used
his substantial digital presence on X and Telegram to comment on
events and criticise government responses.

We explored how Tommy Robinson indirectly mobilised followers
to participate in protests and legitimised actions on his Telegram
channel, qualitatively analysing 230 messages and videos from 29th
July - 7th August 2024.

GROUP IDENTITY AND OPINION LEADERSHIP

Protesters are consistently framed as “the people”, emphasising
the perceived opinion majority status of the ingroup. As protests
progress and counter-protesters arrive, ingroup boundaries are
narrowed to emphasise existing conflicts: protesters become “the
working class” while counter protesters are “communists”, or
“Muslim mobs” attack “white people”. This accentuates long-
standing group conflicts as well as existential threats to the ingroup.

Child safety and national pride are frequently mentioned values,
tying the attack to existing concerns about child safety (a common
right-wing dog whistle), as well as existential fears around the
survival of the group. Additionally, as riots escalate beyond
England, posts celebrate “Catholics and Protestants united in Belfast
for the future of their children”, highlighting how traditional divides
are transcended to protect children from the ultimate enemy.

Some posts feature positive sentiments of the Unite the
Kingdom rally, emphasising the success of the movement
through frequent references to the size of the event. The
ingroup is positioned as the “resistance that clearly terrifies the
establishment” and “there is no political solution. You, the people,
are the solution”, framing protest participation as a moral
imperative to the movement’s success.

Throughout, Tommy Robinson establishes himself as a
prototypical group member and opinion leader through displays
of authenticity and shared identity markers like parenthood.
Equally, his arrest at the Unite the Kingdom rally becomes
evidence of prototypicality: Tommy Robinson is targeted
precisely because he is so representative of the ingroup.
Claiming “First they come for Tommy” his arrest becomes an
omen of the group’s fate.

HOW THE “GREAT REPLACEMENT”
CONSPIRACY CONNECTS OUTGROUPS

As protests progress to riots, sophisticated conspiracy

narratives emerge to explain the multitude of perceived threats.
Multiple outgroups — Muslims, immigrants, the government,
mainstream media, and police - are connected through strategic
juxtaposition of posts and explicit conspiracies. Muslims

and immigrants represent the dangerous other, combining

grievances of immediate violence with cultural replacement
fears. Government, mainstream media, and the police represent
elite authorities, with police reframed as enforcers of the
government’s will, abandoning their role of people’s protectors.

Indirectly mobilising
content is “lawful but
awful” - any one post

does not directly violate
content guidelines but
taken together they convey
harmful or hateful ideas.

These groups are connected through conspiracy narratives,
linking demographic change, cultural transformation, and
perceived betrayal by the government. Specifically, Robinson
claims the government is manipulating the media, police, and
Muslims to encourage violence against protesters, using the
Great Replacement conspiracy theory to accuse Labour of
replacing white people with immigrants so they can stay in
power, creating urgency to act in the face of existential threat.

INDIRECT MOBILISATION AND VIOLENCE
LEGITIMATION

Mobilisation efforts are largely indirect, relying on
emotional appeals and providing targets against
which outrage can be directed. The deaths of
three girls are frequently referenced, highlighting
existential threat and anger. Violence is
portrayed as a last resort, reluctantly adopted
by the ingroup, justified by outgroups having
successfully achieved their aims through
rioting. As violence escalates, posts
emphasise the violence experienced by

the ingroup from police and counter-
protesters.

Throughout, Tommy Robinson
employs strategic ambiguity by
explicitly condemning violence

whilst simultaneously inflaming

the emotions that fuel it. Appeals

to refrain from violence are
accompanied by reminders about long-
term goals of the movement, prompting
followers to “prepare for what is to come”.

PRACTICAL IMPLICATIONS

o Indirectly mobilising content is “lawful but awful” - any one
post does not directly violate content guidelines but taken
together they convey harmful or hateful ideas. Content
moderation may therefore be ineffective at taking down
indirectly mobilising content and users.

o Through setting group norms rather than explicit calls for
action influencers maintain plausible deniability. Current
legal frameworks require explicit mobilisation and thus
indirect mobilisation strategies allow influencers to avoid
prosecution under laws related to incitement.

o Broadcast-style channels (like Telegram) and algorithmic
amplification allow influencers to dominate discourse with
minimal follower input, creating perceptions of consensus.
Platform design choices directly shape how effectively
influencers can set norms and mobilise followers.

Darja Wischerath is a Postdoctoral Researcher at the University of
Bath, interested in radicalisation, violence, conspiracy narratives, and
far-right ideologes.
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ANA-MARIA BLIUC, JOHN BETTS, JOHN CESSFORD & LUCAS SCOTT-HARSTON

CHARISMATIC INFLUENCERS,

CERTAINTY, AND THEIR EFFECT

ON POLARISATION ONLINE

Small increases in influencer appeal and activity can produce disproportionately

large effects on polarisation online, rapidly driving communities toward

entrenched division.

Charismatic influencers are particularly effective at polarisation
through their use of narratives designed to appeal to a broad
audience. This is typically achieved by projecting certainty

and simplifying issues in social domains where uncertainty

is unavoidable. Increased online activity further accelerates

this process by closing down debate and repelling those with
moderate views.

CHARISMATIC INFLUENCERS AND
POLARISATION ONLINE

Online polarisation can be accelerated by charismatic political
influencers, that is, influencers typified by a broad social

reach and active engagement online. Using an agent-based
model, we show why and how messaging with narratives that
reward certainty over complexity, and thus having a broad
reach, amplifies the effect of an extremist influencer on social
polarisation, creating new challenges for digital security.

Although online polarisation is increasingly recognised as

a concern by governments, mitigation strategies and law
enforcement have often focussed on harmful content rather
than on the structural dynamics of the interaction between
influencer and their audience. This approach tends to overlook
the online dynamics driving both the spread of division and
the extremisation of beliefs and attitudes. In these cases,
influencers matter not simply because of what they say, but
because they can rapidly reshape opinion dynamics and push
communities toward opposing camps faster than institutional
responses can adapt. From a security perspective, this means
that polarisation risk is not only about extreme views being
shared online, but about how quickly and widely social divisions
become solidified. Therefore, a systematic, evidence-based
understanding of the role of influencers is essential if we want
to be able to predict the way issues could divide societal beliefs
and opinions before that happens (rather than reacting after
social fragmentation has occurred).

Using an agent-based model simulating an artificial society
with members holding opposing views on a given issue, our

research shows that polarisation emerges even in the absence of

influencers, driven by everyday, social interaction and opinion
adjustment. This process can often be observed in the real

world or online when people’s beliefs may start off as moderate

but evolve through the course of an argument to become
markedly more extreme. Indeed, this “commonplace” process
of opinion extremisation online now represents the norm. By
contrast earlier views of online extremism saw radicalisation
mobilised by exposure to extremist propaganda and calls to
action (as seen in the mid 2010s with Western recruits joining
Islamic terrorist organisations).

Polarisation risk is not
only about extreme views
being shared online, but
about how quickly and
widely social divisions
become solidified.

In our model, we observe that the effects of social interaction
are amplified once charismatic influencers are introduced.
This results in the dynamics of polarisation accelerating, with
moderate positions disappearing rapidly. Importantly, our
model shows non-linear effects, where small increases in an
influencer’s appeal or activity can produce disproportionately
large system-level consequences. This helps explain why a few
highly visible figures can reshape entire digital communities.
Viewed this way, polarisation can be seen not just as a problem
of ideological change, but the rate of that change.

3
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CERTAINTY INCREASES INFLUENCER EFFECT

In Betts et al. (2026), we show that influence depends on
appeal, but we do not specify how appeal manifests in real
digital environments. We argue here that one potentially
powerful mechanism is the projection of certainty, particularly
in complex social and political domains where ambiguity is
uncomfortable, and disagreement costly. In these environments,
certainty can function as a proxy for appeal to the message
recipients by reducing interpretive effort, signalling authority,
and accelerating group consensus. This means that opinion
leaders or influencers who present their views as inevitable

or self-evident (in strong, non-ambiguous terms) are likely to
lower the cognitive and social costs of (belief) alignment. In the
terms of our model, this process can increase effective influence
and help explain why particular voices dominate within

the public space and drive faster polarisation. For example,
scientific, or (fact laden) quasi-scientific language or reasoning
is one commonly used technique by far-right political actors

to increase their authority and provide an apparently inclusive
context where hate is not explicitly expressed.

NEUTRALITY AND INTELLECTUAL HUMILITY
TO REDUCE POLARISATION

Our model shows that influencers can delay polarisation

when they have a wide reach, but maintain a neutral position.
Examples of institutions in the United States of America that may
potentially act in this way include the Environmental Protection

Image credit: © master1305 | stock.adobe.com .
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Agency and the Centre for Disease Control. Intellectual humility,
understood as recognising the limits of models of thinking,
tolerating uncertainty, and distinguishing facts from values,
serves this function when presented in an inclusive way. In
online debate, intellectual humility is visible when participants
explicitly acknowledge the limits of their evidential and
interpretive frameworks, tolerate unresolved uncertainty, and
separate factual disagreement from value conflict. For instance,
a participant in a contentious discussion on climate policy might
concede that current models are uncertain at the regional level
while still defending mitigation on normative grounds. Presented
inclusively, this posture does not require self-effacement but
rather, it helps participants identify whether they are contesting
evidence, inference, or priorities.

Intellectual humility can
reduce polarisation by
slowing down convergence
around single voices...

From a complex systems perspective, we argue that intellectual
humility can reduce polarisation by slowing down convergence
around single voices and keeping disagreement from hardening
into factional identity. That is, it helps to maintain a healthy, civil
disagreement in contexts where people hold opposing beliefs.

In environments dominated by charismatic influencers, they act


https://stock.adobe.com/uk/contributor/205079253/master1305?load_type=author&prev_url=detail
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as a stabilising force by weakening the feedback loop between . . . . .
influence concentration and rapid polarisation. This helps Dlgltal pOIarlsatlon =
maintain a core of moderate individuals “holding the middle not just a problem of
ground” on a key issue, as our agent-based model results show.

divisive content, but also

CONCLUSION AND IMPLICATIONS FOR a structural one, as the
POLICY AND PRACTICE

Our findings suggest that digital polarisation is not just a X X
problem of divisive content, but also a structural one, as the online follow socio-
dynamics of interaction online follow socio-psychological drivers

dynamics of interaction

psychological drivers such

such as attention, influence and popularity. Addressing the

security risks posed by charismatic influencers requires reducing as attention , influence
the rewards for “merchants of certainty”, slowing influence

and popularity

concentration, and treating tolerance of complexity as a core
component of digital resilience.

Implications for practice are:

Monitoring and early warning.
Our modelling suggests that an effective way to prevent polarisation and in particular radicalisation is for

-wi practitioners to focus on monitoring the speed and concentration of influence, not just the presence of
v extreme content being circulated in online social networks. Rapid convergence around a small number of

strong, highly confident voices should be treated as a higher-risk signal than ideological extremity alone.

Prevention and education.

Preventive approaches should complement media literacy with complexity literacy to explicitly address the
reasons why reductionist reasoning fails to capture the complete picture of a debate or issue. Complexity
literacy should complement existing pre-bunking approaches and promote of critical thinking. This may

include illustrating why simplistic explanations of complex social problems fail when queried from multiple
perspectives. We propose that these types of approaches can reduce susceptibility to charismatic certainty
without undermining trust in science.

Platform governance/regulation issues.

= Because small changes in influence parameters can potentially have large downstream effects, platform design
choices that reward performative certainty or amplify already dominant voices are security-relevant decisions.
Governance that discourages/slows down/regulates unchecked influence can reduce polarisation without
relying on censorship.

Dr Ana-Maria Bliuc is an associate professor in Social and Political
Psychology at the University of Dundee. Her research is relevant

to policy debates on online extremism, foreign information
manipulation, democratic resilience, and digital governance.

Dr John Betts is a senior lecturer in the Department of Data Science
and Al, Monash University. His research employs computational
modelling, simulation, data science and Al to investigate important
societal problems across diverse fields in multi-disciplinary teams.

John Cessford is a Psychology graduate from the University of
Dundee with research interests in vulnerability to disinformation
and fake news.

Lucas Scott-Harston is head of opportunities, monitoring and
evaluation at Shout Out UK, a social enterprise focused on
countering disinformation through political and media literacy.
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CROWDSOURCING AND
THE ONLINE MOBILISATION
OF SECURITY THREATS

Viewing online actions as primarily communicative and organisational tools

neglects their strategic power and risks, as digital platforms and tools increasingly
serve as contested arenas and conduits for offline harm.

Online collective actions are usually
perceived as mechanisms that enable
communication or facilitate the
organisation of offline activities, thereby
helping to radicalise and mobilise
individuals and groups. However,

online actions also function as sites of

confrontational action in their own right.

Our research aimed to establish a
data-driven framework to identify the
many ways activists use technology,
moving beyond commonly-described
behaviours such as hashtag campaigns
and online petitions, and to determine
how we could classify these actions. This
multi-step process involved conducting
OSINT searches, consulting experts,
interviewing activists, and administering
online surveys.

The findings of this research revealed
that, although social psychology often
uses the term “online actions” as a
catch-all category to distinguish these
behaviours from more direct or impactful
offline actions, different types of online
actions are employed in very different
ways and serve distinct purposes. This
work identified five classes of online
actions and highlighted the importance
of understanding who these actions were
targeting. A key distinction was whether
the actions are used to internally
organise and share information among
ingroup members (as many social
media-based behaviours, like hashtag
campaigns, do), or whether they were
designed to directly target and attack
outgroups. The latter category included
more aggressive and harmful actions,
such as doxxing, Distributed Denial of
Service (DDoS) attacks, and swatting.

From interviews with activists, we found
they strategically make such tactical
choices, ensuring actions align with the
group’s objectives. This involved deciding
whether to address the immediate needs
of marginalised ingroup members, such
as generating or sharing resources, or

to adopt outward-facing tactics meant
to advance longer-term goals, such as
awareness-raising campaigns. They
discussed how decisions between these

Online action, often referred to as online
activism or digital activism, involves using
digital platforms and technology to promote

social or political change.

types of action were rooted in assessing
the receptivity of political institutions
and public opinion, and balanced against
how acute ingroup needs were at a given
moment. Understanding how activists
navigate these trade-offs can also help
identify risk factors for when groups
might escalate to more harmful tactics,
such as hacking or swatting.

THE POWER AND RISK OF
DIGITAL TACTICS

Several factors make it increasingly
important to recognise online actions

as more than just communicative

tools. As states, organisations, and law
enforcement agencies use technology for
activities such as intelligence gathering
and surveillance, the area of contestation
is shifting into online platforms. Activists
have identified that online, rather than
offline, actions can provide a more
effective form of resistance, enabling
them to target the technology itself.
This can involve attempts to undermine
the integrity of information collected
(e.g., flooding reporting systems with
irrelevant or misleading submissions)

or to disrupt the availability of the
technological infrastructure, taking
platforms offline with cyberattacks.
Furthermore, the entanglement of
physical and digital systems means

that digital forms of action can be both
more appealing and potentially more
disruptive.

In another study, we examined how

a DDoS group discussed and justified
attacks against major companies and
critical infrastructure, including hospital

systems and missile-warning systems.
Charges were brought against the leader
of the group for criminal hacking, as
well as seeking to cause injury or death,
underscoring the offline harm posed by
these online tactics.

The entanglement of
physical and digital
systems means that
digital forms of action
can be both more
appealing and potentially
more disruptive.

Additionally, crowdsourcing is frequently
used alongside various forms of online
collective action, particularly within
grassroots movements. It frees groups
from the limitations faced by more
formalised organisations, which often
depend on the skill set and number of
existing members. With crowdsourced
actions, as long as one individual
possesses sufficient technical knowledge,
they can develop code and software along
with instructions and share them with
the wider group. This enables individuals
with little or no technical expertise to
participate in technically disruptive
campaigns. Crowdsourcing therefore
creates opportunities for actions that
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are collective,
not only in

a behavioural
sense, but also
psychologically.

Similarly, tools

and technologies

are increasingly
democratising access to
sophisticated hacking
techniques. Generative

Al bots have already been
employed to automate
cyberattacks at every level of
operation, including suggesting
targets, providing code,
analysing stolen data, and
drafting ransom messages.

CONCLUSION

The evolving landscape of online
collective action underscores the need
for nuanced understanding of digital
behaviours. As technology continues to
democratise access to powerful tools,
the boundary between communication
and direct action becomes increasingly
blurred. Recognising the strategic
nature of these choices, and the
contexts that shape them, is essential
for anticipating risks and developing
effective countermeasures. The interplay
between political, psychological, and
technological factors means that online
actions can have profound real-world
consequences.

Dr Cassie Lowery is a postdoctoral research
associate with NABS+. Her research focuses
primarily on group processes in online spaces.
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SHENGNAN LIU, ANASTASIA KORDONI & MARK LEVINE

EPISTEMIC RECIPROCITY IN
EMERGENCIES: WHY THE WAY WE
RECIPROCATE INFORMATION MATTERS

In real-world crises, epistemic reciprocity signals shared identity, enabling
emergency response Al systems to detect and adapt to group behaviour

serving effective coordination.

1. SHARED IDENTITY IN EMERGENCIES

In real-world crises, how people exchange and reciprocate
information can be critical for saving lives. Information
transmission is particularly at high stakes as it plays a vital role
in effective cooperations among multiple parties, including first
responders and, zero responders (survivors at the scene), to help
the victims (e.g., injured individuals). Given the increasing use
of Al-enabled systems to support emergency response, we argue
that patterns of information exchange and reciprocity can serve
as key indicators of the psychological state of groups on the
ground. In turn, these indicators can inform system decision-
making, thereby supporting more effective emergency response
and collaboration.

Epistemic reciprocity can
enhance the accuracy of
shared identity detection
architectures, improving
system responsiveness to
group behaviours at the
service of saving lives.

Social psychological research has shown that, during
emergencies, people affected by the emergency tend to
psychologically shift from “me in relation to other individuals” to
“us in relation to the emergency.” This enhances perceptions of
similarity and bonding due to the “common fate” and becomes
the basis of an emergent shared identity — a sense of groupness
among survivors. Survivors acting based on a shared identity,
tend to exhibit more prosocial behaviours (helping, providing
mutual support, and coordinating action). Applied to the design
of an emergency response Al system, such a shared identity can
be detected in verbal and non-verbal behaviour and adapt the

12

system’s decision-making. Based on simulations and synthetic
data, research shows that identity adaptive autonomous systems
(e.g., drones) can achieve larger number of evacuations than
identity-non adaptive systems.

Our empirical research discovered that epistemic reciprocity

- a concrete linguistic metric of information transmission and
reciprocity — could indicate psychological groupness, i.e., shared
identity. A concrete linguistic metric —epistemic reciprocity can
enhance the accuracy of shared identity detection architectures,
improving system responsiveness to group behaviours at the
service of saving lives.

2. LINGUISTIC EPISTEMIC RECIPROCITY AS AN
INDICATOR OF SHARED IDENTITY

Epistemic reciprocity measures how information is transmitted
and reciprocated among information givers and information
receivers. As the social identity approach posits that people
with shared social identity tend to align their behaviours with
the group norms, their speech acts of information transmission
should also align with the group norms.

To ensure the robustness of the linguistic metric, we studied
high quality recordings of real-life interactions in emergencies
from Emergency Helicopter Medics docuseries. 868 speech
acts of information transmission in total were transcribed and
annotated following Tantucci et al.'s (2022) work on epistemic
reciprocity, incorporating social identity theory.

There are three levels of epistemic reciprocity, which are
downward shift (D), matching (M) and upward shift (U) of
epistemic reciprocity, according to the linguistic structures

and forms of interactions. Individuals who are performing the
information transmission are annotated as information receiver
and information giver. Their identity as either first responder or
zero responder, and their institutional status are also annotated.
Once all data is annotated, we then employed Multiple
Correspondence Analysis (MCA).
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... people within a shared
group membership and
people from different group
memberships reciprocate
information differently
during emergencies.

The results indicated that people within a shared group
membership and people from different group memberships
reciprocate information differently during emergencies.

We found two clusters associating with different identities. The
first cluster demonstrated an emergent shared identity between
first responders and zero responders, where people reciprocate
information transmission with more effort (upward shift in
epistemic reciprocity). The second cluster showed an alignment
of a shared psychological state between first responders who
cooperate in the same emergencies, where first responders
maintain the status quo when reciprocating information
transmission (matching level of epistemic reciprocity).

3. IMPLICATIONS

Our results have demonstrated that a shared identity in
emergencies can be manifested linguistically in epistemic

reciprocity: an upward shift of epistemic reciprocity indicates
the formation of emergent shared identity, whereas matching

Image credit: © Paper Trident | stock.adobe.com

epistemic reciprocity indicates the maintenance of an established
shared identity. It contributes to a psychologically informed
coordination by detecting when collaborative momentum is
forming or disrupted, and building capacity to adapt operational
interventions accordingly. The development and deployment of
responsible Al-enabled systems using such epistemic reciprocity
notions can better align with collective identity signals, enabling
them to make decisions based on group-level dynamics rather
than isolated individual features during emergencies.

Dr Shengnan Liu is an interdisciplinary researcher in linguistics,
social psychology, and law. Her research involves the linguistic
manifestation of shared social identity, corpus linguistics approaches
to safequarding research, and other applications of linguistics in
social sciences.

Dr Anastasia Kordoni bridges social psychology and technology

to study human-AlI collaboration in high-stakes environments.
She specialises in the application of psychological and behavioural
science for community safeguarding and resilience, responsible Al,
monitoring and governance of complicated autonomous systems.

Professor Mark Levine is a leading social psychologist researching the
role of social identity and group processes in prosocial and anti-social
behaviour. More recently he has moved towards interdisciplinary
work at the intersection of psychology and technology - leading

large multi-site projects which include computer scientists, software
engineers, roboticists, and HCI researchers.
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ANNA DAVIDOVIC

SCROLL ON OR STEP IN — THE
DIGITAL BYSTANDER DILEMMA

Anna unpicks the reasons why bystanders do (and do not) intervene within online
settings and offers some practical recommendations.

Previous CSR articles highlight the critical role of bystanders in the
detection and prevention of mass violence. That is, friends, family
members, acquaintances, and strangers who may notice unusual or
concerning behaviours in the lead up to an act of violence. Despite
this, many bystanders do not intervene or report concerns (i.e.,
become ‘upstanders’) due to a range of contextual, personal, and
social barriers. A common barrier is the sense that their concerns
will not be taken seriously, or ambiguity around where and how to
report concerns.

Do the same barriers exist
for Digital Bystanders? And

perhaps most importantly,
can digital environments
be designed to incentivise
bystander intervention?

This article extends this perspective and considers the
motivations and enablers of bystanders within digital
environments. Do the same barriers exist for Digital Bystanders?
And perhaps most importantly, can digital environments be
designed to incentivise bystander intervention? My research
examines these fundamental questions within the context of
online harassment amongst young adults within the UK. This
article considers the possible implications and next steps from
a defence, security, and policing perspective. We unpick the
reasons why bystanders do (and do not) intervene within online
settings and provide some practical recommendations.

WHAT IS A DIGITAL BYSTANDER?

Digital bystanders are those that witness harmful or potentially
concerning behaviour in digital settings with the ability to
intervene in some capacity. They may be close friends, family
members, online contacts, or strangers. Digital bystander
intervention can take many forms - from reporting through
official channels through to DM-ing users.

Our qualitative research identified a range of subtle, indirect, and
often creative intervention strategies used by young adults. For
example, the use of screenshot as evidence, ‘like-bombing’ victim
accounts and crowdsourcing reporting.
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Traditionally, bystander intervention is conceptualised in terms
of whether someone physically confronts a perpetrator or
passively ‘stands by’ (i.e., action versus inaction). We propose that
this binary notion of bystander intervention is outdated. Digital
bystanding exists along a spectrum. That is, depending on the
platform, digital bystanders use a range of micro-interventions or
behavioural strategies to intervene in harmful digital behaviour.

Intervention options are largely afforded by the specific
digital environment that the bystander is in (e.g., Reddit’s
‘downlinking’ feature is a visible yet low effort ‘micro
intervention’). Technological developments have facilitated
new forms of bystander intervention varying in visibility (i.e.,
one to one encrypted communication versus one-to-many

public postings on a comments page), effort (i.e., clicking a

‘red flag’ versus complex reporting forms) and anonymity (i.e.,
own name account versus sock puppet account). Critically, in
online settings abuse/harm can be reduced before it occurs (e.g.,
through regulation), at the point of posting, or after the event
(e.g., through reporting or removal).

DIGITAL BYSTANDERS AND NATIONAL
SECURITY

In defence and security contexts, digital bystanders can identify
and report online behaviours of concern, leading to early
detection. For example, from an insider threat perspective,
colleagues can be ideally placed to identify concerning behaviour
of their co-workers both offline (i.e., in the office) and online (i.e.,
social media, corporate systems). Furthermore, the role of the
general public in detecting terrorism and crime is increasingly
recognised and integrated into counter-terrorism campaigns (e.g.,
‘See it, Say it, Sorted’).

Bystanders may have pre-existing relationships with the
perpetrator, putting them in an ideal position to witness pre-
incident indicators (i.e., online behavioural changes).

Rowe’s (2020) research has consistently highlighted the role of
“intimates”; close family and friends with key insight into the
intent and motivations of potential attackers.

As noted by Gill et al. (2014), ‘lone actor’ terrorists often share
intentions and grievances in the lead up to attack planning. In
an increasingly digital world, there is arguably more opportunity
for bystanders - strangers, online associates, through to close
family members - to detect behaviour of concern within online

Digital bystanding exists
along a spectrum. That

is, depending on the
platform, digital bystanders
use a range of micro-
interventions or behavioural
strategies to intervene in
harmful digital behaviour.
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environments. Somewhat surprisingly, comparatively little
research has been dedicated to the topic of digital bystanding. Even
less research has been conducted on whether (and how) online
environments can be shaped to increase bystander intervention

REWINDING TO TRADITIONAL BYSTANDER
RESEARCH

To understand digital bystanding, we revisit traditional
bystander research. Interest in bystanders exploded following
the tragic and brutal murder of Kitty Genovese outside of her
apartment block in New York in 1964. At the time the world
was horrified to learn of the apparent inaction of 37 witnesses
during three separate attacks in public view (hereafter referred
to as ‘bystanders’). Media reports claimed the bystanders heard
or even saw the attack from nearby apartments but turned a
blind eye. This led the public outrage at the time; how could
they simply stand by during such a brutal attack? What does
this say about human nature?

The details of the case and the so called ‘apathy’ of the 37
bystanders has been challenged and refuted in recent years. In
reality, the majority of bystanders did not realise an emergency
was taking place. Many interpreted the event as a domestic
argument rather than a fatal attack. In fact, bystanders did indeed
investigate the scene (therefore risking their own physical safety)
and came to the victim’s aid. Among them, a 70-year-old woman
who stayed with the victim until the emergency services arrived,
and many others reported the incident to authorities.

In an increasingly digital
world, there is arguably
more opportunity for
bystanders - strangers,
online associates, through
to close family members - to
detect behaviour of concern
within online environments.

Nevertheless, the case triggered an urgent interest in what

social psychologists refer to as the bystander effect. For a long
time, this research was dominated by the idea that the more
bystanders are present during an ‘emergency’, the less likely that
anyone will step in. In reality, research has established a range
of reasons why people choose not to step in; from legitimate
concerns about physical safety, fear that they may misjudge the
situation (evaluation apprehension), and often a lack of skills
and confidence (self-efficacy). Researchers set about trying to
answer the question of what motivates (or more importantly
perhaps prevents) people from helping in emergency
situations. There is now a large body of research into bystander
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intervention in a range of contexts (i.e., sexual violence, physical
emergencies, harassment, and stalking). The topic of bystander
intervention within digital settings is relatively underexplored
in comparison.

DIGITAL BYSTANDING - SAME, SAME OR
DIFFERENT?

Our research into digital bystanders has revealed some
fundamental differences that can shape the experiences (and
ultimately the behaviours of) bystanders in online settings:

. Diffusion of responsibility between users and platforms:
In traditional bystanding incidents, such as a bar fight for
example, bystanders often feel that another person should
(or will) step in. This contributes to what is referred to as the
diffusion of responsibility (whereby nobody steps in). With
Digital Bystanding, a similar process appears to occur except
for one fundamental difference. Users feel that platforms
themselves will step in. Bystanders often outsource this
responsibility onto platforms (or Al), leading to a similar
‘diffusion of responsibility’ effect.

2. Ambiguity (amplified in online settings): There is arguably
increased ambiguity online; leading bystanders to question
whether an intervention is necessary - or indeed, whether
they even notice in the first place. Taking social media posts
for example, older posts introduce uncertainty in terms of
whether violent and / or concerning material has been ‘dealt
with’ (by the platform or other bystanders). It is also not
always clear whether postings are an inside joke or ironic post
rather than a credible threat to harm. Getting the timing §ust
right’ can be a challenge for digital bystanders. Furthermore,
bystanders often lack the critical information they need
(e.g., body language, tone of voice) to help interpret it as an

Key barriers included the
fear of becoming a victim

themselves or making
things worse for the victim
by further ‘fuelling the fire’.

incident requiring action. Taken together, these factors can
amplify evaluation apprehension within online settings.

3. Social risk amplification: Young adults (defined in our
research as 18-25) are extremely mindful of social and
reputational risks. They have, after all, grown up in a digital
world where their digital behaviours directly impact upon
their offline behaviours (i.e., from job prospects through
to their status within social circles). Our research found
that young adults therefore carefully balance the pros and
cons of intervening online. Key barriers included the fear of
becoming a victim themselves or making things worse for the
victim by further ‘fuelling the fire’ Further concerns related to
being socially outcast or scrutinised by their peers. However,
it wasn't all negative. The relative anonymity afforded
by some online environments facilitated intervention by
reducing some of the psychological and social barriers.
Furthermore, our research illuminated several intervention
methods that are not available in-person.

BYSTANDING BY DESIGN

Our research suggested the following practical recommendations
to lower barriers and increase intervention:

1. Bystanding by design: Firstly, reporting and intervention
needs to ‘designed into’ platforms from the offset rather than
an afterthought. In our studies, simply increasing the range
of intervention options available on the platform facilitated
bystander intervention. Through simulation studies (e.g.,
mock social media), we've tested key design features. Subtle
and straightforward changes can be implemented to remind,
normalise, and encourage bystander intervention (e.g., pop-
ups, advertising, community rules).

2. Minimise (or reframe) social risks: For some users,
digital settings can reduce the barriers experienced in
traditional bystander scenarios such as a fear of physical
retaliation. However, digital settings can also amplify
social and reputational risks due to the high visibility and
relative ‘permanence’ of actions online. Providing a range
of intervention options varying in visibility and effort is
therefore key, along with normalising and celebrating
bystander intervention where successful.

3. Reduce ambiguity through decision-making support: In
our final study, we examined decision-making in detail using
a novel experimental platform. We found that the type of

information that bystanders seek influences and guides
subsequent actions (i.e., deciding when and how to report).
For example, seeking more information on the perpetrator
led to more active intervention. With the rise of Al assistants,
there is an opportunity to consider how human users and

Al can work together with the shared aim of identifying,
reporting, and intervening in online behaviours of concern.

4, Transparency and feedback: Our research found that
reporting via social media often feels ‘empty’ to young adults.
Participants lacked trust in the reporting process overall
and asked for greater transparency. They called for clear and
concrete feedback on how their reporting would be dealt
with. Even better would be more awareness of how reporting
and intervention helped.
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Finally, and perhaps most importantly, bystanders learn

by doing. Our research consistently highlighted the role of
self-efficacy (developing the skills, confidence, and abilities

to intervene). Young adults may be particularly encouraged

by witnessing their peers intervene (i.e., ‘social modelling’)

and through role-play or immersive games to develop skills
and assertiveness (i.e., ‘mastery’). Seeing peers intervene also
increases a sense that bystander intervention is normative, that
is, it’s valued by the online community that they are part of.
There are many promising educational initiatives in relation to
digital literacy, assertiveness, and empathy to increase digital
bystanding. However, these initiatives need to be grounded in
an understanding of online behaviour specifically. We cannot
simply 1ift’ traditional models and apply them without first
testing them in digital settings.

In short, whilst there are many parallels between traditional
and digital bystanding, there are fundamental differences to
acknowledge and ultimately ‘design into’ digital settings. Our
research revealed just how important it is to engage with young
adults themselves in designing these features.

Dr Anna Davidovic is a senior behavioural scientist with 15 years’
experience in the defence and security sector. She is also a researcher
at the Institute for Digital Security and Behaviour (IDSB) at Bath
University. Her doctoral research focused on digital bystanding
including how technological design and messaging can promote
bystander intervention.
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FROM DETECTION TO PROVENANCE:
SECURING MEDIA AUTHENTICITY WITH
CONTENT CREDENTIALS

The rapid deployment of generative Al has transformed how digital media is
produced, consumed, and what we trust online.

High-quality synthetic images, video, and audio are now
routinely used in fraud, spreading mis-/dis-information, and
harassment. At the same time, legitimate uses of generative
tools are proliferating in creative industries and everyday
communication. As a result, we are faced with a technical and
security dilemma: we can no longer rely on visual content as a
proxy for authenticity, yet approaches that treat all Al-generated
content as suspect are neither workable nor desirable.

The first wave of responses to this problem focused on detection.
Deepfake detectors attempted to distinguish “real” from “fake”
content based solely on observable artifacts. While these tools
can perform impressively on benchmark datasets, their reliability
decays sharply once they are deployed in the wild. Moreover,

as techniques for detecting synthetic content improve, so

too the methods for evading them, and there are no strong
guarantees of robustness under adaptive attacks. Human ability
to detect manipulated media has also been examined, but as
recent research shows, the realism of synthetic media limits the
effectiveness of purely human-based detection.

More fundamentally, a detection-centric mindset frames the
problem as a binary question of “fake vs real” whereas the

security and societal risks of synthetic media are more nuanced.

Some Al-generated or heavily edited content is benign, creative,
or even beneficial.

...we can no longer rely
on visual content as a
proxy for authenticity,
yet approaches that treat
all AI-generated content
as suspect are neither
workable nor desirable.

Conversely, authentic images can be de-contextualised

or miscaptioned in ways that are deeply misleading.
Security professionals, journalists, and platforms therefore
need a richer account of content origin, authorship, and
transformation over time. That is, a need to shift towards
provenance and away from detection.

INVISIBLE WATERMARKING

One family of techniques that has attracted significant
attention in this context is invisible watermarking: methods
designed to embed a machine-readable but imperceptible signal
into digital content. Unlike overt labels or captions, these
signals are carried directly in pixels (or audio samples) and

can, in principle, survive subsequent editing and distribution.
Recent developments in deep learning-based watermarking
have improved the balance between visual quality and recovery
accuracy, enabling watermarks to persist under common
image edits like compression, rescaling, and cropping. This
makes watermarking a plausible candidate for signalling Al
involvement in content creation at scale.

A straightforward way to use invisible watermarking for
provenance is to watermark only Al-generated content. However,
such a design remains incomplete as a transparency mechanism
for two key reasons. First, a watermark that is present only on
synthetic media can at best distinguish between “Al-marked” and
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FAKE POLLS AND SOCIOLOGICAL RESEARCH

COMMENT MANIPULATION
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ISABELLA ORPEN, JAMES ASHFORD, & MARTIN INNES

USING SOCIAL MEDIA DATA TO
UNDERSTAND THE IMPACT OF
INFORMATION THREATS

Information threats can involve various forms of systematic deception and
manipulation with the intent to negatively affect the information environment.
This article examines how researchers can use social media data to
understand the impact of information threats using illustrative examples, and
some of the key challenges encountered.

Ledir Starmmer kKissing Lond All
Video sent to me by a friend

explaing a kot of Starmers achions.

It also considers how changes to platform affordances in terms
of their specific culture, content, and data availability, can cause

issues for researchers exploring deceptive and manipulative
digital behaviour patterns over time. Importantly, whilst
digital data can offer an indicator of behaviour, it needs to be
contextualised using multiple data sources, social theories,
knowledge of the media ecosystem, and awareness of its limits.

Whilst digital data can offer
an indicator of behaviour, it
needs to be contextualised...

SOCIAL MEDIA DATA

Engagement metrics (behaviours such as liking, sharing and
commenting) data can be useful in showing the basic ‘reach’ of
narratives. However, the large-scale presence of bots on many

s

CStay informed

social media platforms may lead to overstating the true impact
of information threats if using purely engagement metrics.
Qualitative or topical analysis using multiple data streams

is needed for greater accuracy. Digital data also offers the
opportunity for longitudinal analysis, comparing engagement G Frbiechers el ot ?
metrics and topic modelling over time. The following example
illustrates how language analysis can enrich the insights that
engagement metrics provide. It also illuminates the increased risk
of information threats posed by the development of Al and new
technology. Finally, the tracking of this story over time and across
different platforms enables examination of behaviour patterns
that provide a more robust indicator of impact and underlines
the importance of longitudinal analysis.
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In April 2025, an Al-generated video of Prime Minister Sir

Keir Starmer and Labour peer Lord Alli supposedly “kissing”
circulated on social media (originating on TikTok and later
spreading to X/Twitter). This was targeted at the government
and Labour party to play on homophobic sentiments and suggest
impropriety and corruption in the Labour party. This was later
debunked however it continued to be widely shared despite fact
checkers’ corrections. The originator of this video was linked to a
TikTok account which frequently posted Al generated videos and
conspiracy content. The video garnered over 4 million views and
was shared widely.

An interaction network (replies, retweets, quotes, mentions
around accounts which shared the TikTok video) was constructed
between 18th-23th April 2025 with the intention to gauge
audience perception and exposure to the content. A total of 42
user accounts were identified within the immediate interaction
network (see figure below). These accounts were manually
qualitatively classified into two distinct groups: sceptics (N=17,
represented in green) and believers (N=25, represented in red).
Believers used statements like “the moment everyone's been
waiting for, The video is finally here” whilst sceptics used phrases
like “Starmer needs to go but this is clearly fake and won’t stand
up”. This shows the importance of qualitative coding and text
analysis to discern impact beyond engagement and reach metrics
by showing what degree of individuals profess to believe the
content they are sharing. It also highlights that the video may

be being shared for different reasons and that using simplistic
engagement metrics may flatten this type of nuance.

CROSS PLATFORM EFFECTS

When using social media data to understand the impact of
information threats, it is crucial to note how information threats
travel across platforms and the different ways that narratives
and topics are discussed based on the platform or medium. The
Breakout Scale charts movement across platforms and offline to
assess impact. It categorises impact into six levels from category
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one: one platform with no breakout (stays within a single
community) to category six: a policy response or call for violence.
This is intended for practical use by operational researchers to
enable real-time prioritisation. The figure on p.24-25 shows

how the Breakout Scale can be understood when studying
information threats and suggests additional considerations.

False news has been found
to spread faster than truth
on social media.

First it begins by noting that the Al generated video originated
on TikTok but played on pre-seeded narratives around Keir
Starmer’s sexuality rooted in homophobia. There have been
previous allegations of inappropriate relationships between
Starmer and Lord Alli, and baseless accusations involving the
relationship between Starmer and perpetrators of the arson
attacks against him in 2025. False news has been found to
spread faster than truth on social media. This explains why

in the Breakout Scale information threats progress rapidly to
category three across multiple platforms and communities,
especially when considering fringe and less moderated social
media platforms. Rumours regarding Starmer’s sexuality
spread quickly across multiple platforms and were discussed
immediately by conspiracy groups and far-right and far-left
groups which were critical of Starmer. Modified or sanitised
versions of the narrative were reported on mainstream media,
and more salacious or overtly homophobic and critical accounts
were published on alternative media sites. Because of the
disparity in the way that the narrative was being discussed, there
were accusations of censorship and cover up by mainstream
media. This often occurs when the threshold of category four
information threat is reached. Information threats can quickly
progress to category five through the actions of influencers,
personalities, and commentators with large followings, who

{ / \q\uote / ; /
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repl) retweet retweet retweet retweet ~ retweet __ retweet
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report unverified and inflammatory content. Information threats
are often centred around controversial events in the policy
sphere and thus can easily transition into calls for policy change
and in this case incite homophobic hate speech. There were also
calls to examine mainstream media censorship.

Despite this rapid acceleration through the categories in the
Breakout Scale this narrative was quickly debunked and did

not resonate with audiences outside of specific far right and
conspiracy circles, or over a long period of time. By tracking

this story across different platforms and over time, it is clear

that although the Breakout Scale offers a useful way to classify
information threat narratives, even information threats with
relatively small impact can quickly reach category six, and that the
categories are not necessarily linear.

Information threats can
often quickly progress
to category five as there
are several influencers,
personalities and
commentators with
large followings that
report unverified and
inflammatory content.

PLATFORM AFFORDANCES

The profile and components of information threats change
dependent on the platform and the affordances associated with
specific operating environments. Recent years have shown that
platforms can have specific cultural settings and purposes which
are enabled by their affordances. For example, algorithms that
allow content to be hyper-personalised create more polarised
echo chambers. Indeed, whilst certain fringe platforms may
have reduced content moderation and thus permit more
extreme viewpoints, they also tend to have lower visibility which
decreases their impact. The example on this page illustrates this
point as whilst the bulk of engagement metrics and views were
received on more mainstream platforms such as X/Twitter and
TikTok, the more extreme rhetoric tended to be on alternative
platforms such as Telegram and Rumble. Understanding the
different uses enabled by specific platforms is useful in mapping
the indicators of information threat effects.

The Breakout Scale diagram shows how technological
affordances of Al generated video can influence the information
environment. Platform cultures and preferences for different
types of content and affordances can also change over time.

For example, recent years have shown a trend toward video
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CATEGORY ONE

one platform, no breakout

CATEGORY TWO

one platform, breakout

OR many platforms, no
breakout

IT Breakout: Narrative
plays on pre-seeded
narratives or grievances

Video originated
on TikTok

IT Breakout: Is picked up
by operators.

Story quickly spreads to
multiple platforms

IT Breakout: Breaking out to multiple
communities including far right
groups, conspiracy groups and far left
groups which are critical of Starmer.

Story resonates with
multiple communities

The Breakout Scale (Nimmo 2020)

THE BREAKOUT SCALE

@0,

CATEGORY THREE
multiple platforms,
multiple breakouts

cross-medium breakout

©C,

CATEGORY SIX
policy response OR
call for violence

celebrity amplification

IT Breakout: Amplification from
alternative media outlets and
sanitised versions on UK media.
Increasing accusations of MSM
cover up.

LB

Amplification
onto news media

IT Breakout: Amplification
from far right and anti-
establishment commentators.

/

Amplification by
celebrities

IT Breakout: Violent rhetoric appears
in response to the story including
hate speech. Policy criticism begins
from early on due to political nature

of the narrative.

Calls for violence and
policy change

Future research

needs cross-platform
examination, longitudinal
data access, integration
of mixed methods and
social theory.

content, and this presents new challenges for researchers to
analyse. There is a need for research to adapt rapidly to respond
to the evolving media landscape and changes in the tactics of
information threat actors.

Elon Musk’s takeover of Twitter (now X) has radically altered
the culture ‘on platform’, and changed data accessibility for
research, impacting the long-term comparability of data

over time. There has been a failure of regulators involved

in the Online Safety Act and EU Digital Services Act to

ensure data availability to facilitate consistent comparison
and understanding of social media data over time. These
implications must be considered when attempting to estimate
information threat effects over longer time-frames.

CONCLUSION

As these examples illustrate, digital social media data can be

an ‘indicator’ but not a ‘measure’ of information effects. It does
not and cannot tell the full story when used in isolation, or
without theoretical interpretation. There are clear difficulties
when translating social media data from crude engagement
metrics to more nuanced effect indicators such as belief in a
news story or estimating offline behaviour from online actions.
Future research needs cross-platform examination, longitudinal
data access, integration of mixed methods, and social theory to
contextualise digital social media data. To achieve this, research
and policy environments must adapt to a rapidly changing
media ecosystem with constantly shifting cultural preferences
and technological affordances. It is important to recognise

both the opportunities offered and limitations inherent

when analysing digital data and utilising it as an indicator of
information threat effects.

Isabella Orpen is a Research Associate at the Security Crime and
Intelligence Innovation Institute (SCI1I) at Cardiff University.
Dr James Ashford is a Research Associate at the SCIII at Cardiff
University, specialising in areas such as data visualisation,
network science, social media, computational social science, and
disinformation analysis.

Martin Innes leads the SCIII at Cardiff University. His current
research interests are in state threats, information influence
operations and disinformation campaigns.
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DIGITAL EVIDENCE OF VAWG-
RELATED BEHAVIOURS

Language is digital behaviour. Using trauma-informed analysis of
communications, we can evidence coercion earlier, reduce victim-blaming,
and support investigators facing high workloads and vicarious trauma.

Digital behaviour is often discussed in terms of clicks, browsing,
location traces, transactions, or criminal histories. Those signals
matter, but a large proportion of human behaviour is encoded
in language. Everyday communications capture demands,
threats, apologies, excuses, minimisation, escalation, grooming,
and pressure. It has been difficult to measure those patterns at
scale without reducing them to keywords or sentiment scores.
Newer computational methods make it possible to quantify
recurring behavioural cues in language, including subtle forms
of coercion and blame shifting, without attempting individual-
level forensic linguistics.

A large proportion of
human behaviour is
encoded in language, and
newer computational
methods make it possible
to quantify recurring
behavioural cues at scale.

At herEthical Al, behavioural psychology and computational
linguistics are combined to analyse the language of grooming and
coercion. The aim is not to replace professional judgement, but
to help practitioners see behavioural patterns that are difficult to
evidence, labour-intensive to review, and emotionally costly to
process, enabling trauma-informed approaches to investigations.

WHY CURRENT RISK AND TRIAGE SYSTEMS
STRUGGLE TO CAPTURE LIVED REALITY

Risk assessments used across public services are attempting
to operate under sustained, high-volume demand. In England
and Wales, police recorded 1,350,460 domestic abuse-related
incidents and crimes in the year ending March 2025. Under
these conditions, assessment tools are used to grade risk
quickly, prioritise safeguarding capacity, and route cases into
specialist pathways.
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The difficulty is, in many cases, most information about a victim’s
experience is not captured in a form that can be used, reviewed,
and revisited unless the case progresses to prosecution, or reaches

a threshold for intervention. This is not a criticism of practitioners.

It is a structural effect of triage operating in a fragmented system
with limited time and uneven access to information.

From the initial interview, through evidence review, to current
rule-based algorithms, complex interactions are compressed
into categories that are easier to communicate and act on. That
compression can mask the reality of trauma and perpetration.
In coercive crimes, the “what happened” is often a longitudinal
pattern, not a single incident. If the system mainly captures
discrete events, perpetrators can continue harmful behaviour,
while victims are repeatedly required to explain what is difficult
to articulate, often under pressure.

This challenge is not confined to domestic abuse. Across crimes
where coercion is a driving force, including stalking, child
sexual exploitation, and coercive relationship-based fraud, the
effort required to evidence psychological abuse can outstrip

the system’s capacity. In the absence of tangible evidence such
as video footage or medical reports, practitioners are left with
narratives, fragments, and the digital traces of relationships.

THE TRACES EXIST, AND THEY SHOULD BE USED

Digital communication is often where coercion becomes
visible. Most relationships now have a digital communications
component. In relationship and grooming-based scams, for
example authorised push payment fraud, the bulk of the
interaction may occur through messaging platforms, email,
and calls, creating a strong communications record. In post-
separation abuse, communications are frequently recorded
through co-parenting apps or structured messaging channels.
In domestic abuse contexts, victims may have long message
histories that capture control, monitoring, isolation, threats, and
cycles of apology and escalation.

The question is not whether those traces exist, but whether the
system can use them effectively without increasing harm. Reading
thousands of messages is time-consuming and costly, but it can
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DOMESTIC ABUSE: EVIDENCING COERCIVE
CONTROL EARLIER, AND WITH LESS BURDEN

Domestic abuse investigations often rely on interviews, physical
evidence, and incident records. Psychological manipulation

is harder to spot and harder to prove. Message histories can
contain critical evidence, but police rarely have the time to
review thousands of messages unless there is confidence

that a chargeable case can be made. This creates a structural
disadvantage for coercive control, which is defined by pattern and
impact rather than a single visible event.

A behaviour detection approach can help by surfacing repeated
patterns of manipulation over time, allowing investigators to
see frequency, escalation, and clustering. It can also quantify
volume and change over time and present that information as
supporting context, while retaining underlying messages for
evidential review.

However, this still relies on high-quality policing at the interview
stage. Trauma-informed first contact increases the chance

that victims disclose relevant digital evidence and that it is
captured without re-traumatisation. Evidence from policing
practice suggests that trauma-informed approaches can improve
engagement and intelligence capture, which is directly relevant
to evidencing coercive control patterns.

DIGITAL BEHAVIOUR INSIDE PUBLIC
SERVICES: VICTIM-BLAMING LANGUAGE AS
AN ORGANISATIONAL RISK

Digital behaviour is not only what offenders do. It is also what
institutions do.

Under high workload and repeated exposure to distressing
material, practitioners can develop coping responses that
distance them from victims. One expression of this is victim-
blaming language. Operation Soteria Bluestone has highlighted
cultural and operational problems affecting rape investigations,
including the need to rebalance investigations towards suspect
behaviour rather than victim credibility. The CPS’s Operation
Soteria summary also notes that victim-blaming attitudes were
observed in responses to domestic abuse, indicating that this is
not confined to one offence type.

Police forces have started to address this directly. The College
of Policing has published practice examples focused on

raising awareness of victim-blaming language and reducing

its use, including in child exploitation contexts. Northumbria
University has also delivered training to address victim-blaming
language, reflecting a practical shift towards measurable
cultural change in frontline work.

The problem is that victim-blaming is difficult to measure
reliably at scale using manual dip-sampling. It is labour-
intensive and hard to sustain when services are stretched.
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This is an area where automation can support cultural change
without pretending to be the change. Our automated victim-
blaming detection can quantify prevalence, identify common
forms, and locate where issues cluster, enabling supervision,
training, and quality improvement to be targeted. It can also
help track progress over time, creating feedback loops that are
often missing in cultural reform.

Digital behaviour is not
only what offenders do. It
is also what institutions do.

This approach also connects to workforce wellbeing. Tools that
reduce the burden of reading large volumes of emotionally
difficult material can reduce vicarious trauma. In parallel, Police
Scotland’s trauma-informed “Act, Don’t React” approach has
been associated with measurable operational effects, including
lower recorded use of force and fewer officer injuries among
trained officers.

IMPLICATIONS FOR TECHNOLOGY AND
SERVICE DESIGN

The argument is not that algorithms are inherently harmful. It is
that automation has to match the problem it is introduced into.

If policing and partner agencies are looking to reduce burden,
improve service, reduce harm, and allocate resources more
effectively, then automating risk assessment as a single score is
unlikely to deliver the improvement hoped for. The input data
are often incomplete, fragmented, and shaped by disclosure
constraints, and single numbers can be operationalised as
certainty in contexts where uncertainty is the reality.

Behaviour detection tools sit differently. They can support
earlier understanding, earlier evidence capture, and more
consistent practice because they operate on the patterns that
matter in coercive crimes. They can also reduce the emotional
and cognitive burden on victims and practitioners, which is a
core part of building services that people trust and return to.

In this sense, digital behaviour is not a peripheral theme. It offers
a practical route to designing victim-focused, trauma-informed
services that use technology where it genuinely helps: making
patterns legible, evidencable, and explainable, while leaving
judgement and accountability where they belong, with people.

Dr Tamara Polajnar is a machine learning and Al expert, and
the CEO and co-founder of herEthical AL She develops trauma-
informed language technologies to support investigations into
coercive crimes including domestic abuse and authorised push
payment fraud. Her work focuses on evidencing and quantifying
coercive behaviours and reducing victim-blaming.
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DARREN COOK

FROM NARRATIVES TO INSIGHT:

IMPROVING POLICE ADMINISTRATIVE

DATA WITH MACHINE LEARNING

As policing reforms emphasise better use of data, machiné'learning offers
new ways to extract structured insight from narrative records and improve
the quality of existing administrative datasets.

The UK Government’s recent policing
reform agenda places new emphasis

on the role of data and technology in
modern policing. As part of this, Police.
Al the proposed National Centre for
Al in Policing aims to deploy artificial
intelligence to improve internal
processes and reduce administrative
burden, allowing officers to focus more
time on frontline responsibilities.

Yet one of the long-standing obstacles
to this vision concerns the quality

of policing data itself. Differences in
systems, training, and internal polices
across the UK’s 43 forces, coupled

with time-constraints and operational
pressures have resulted in inconsistent
data recording practices characterised
by missing fields. These institutional
patterns of digital behaviour have been
significant enough that police recorded
crime lost its accreditation as an official
statistic with the OSR over ten years ago.

Improving the quality and usability of
operational data is therefore central to
the broader reform agenda. The planned
National Police Service (NPS), for
example, is expected to strengthen the
use of data to identify emerging trends
and support evidence-based decision
making. Achieving this ambition requires
not only improved data collection
methods, but finding new ways to
extract value from information within
existing police systems and archives. In
many cases, operational systems already
contain rich contextual information,
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yet this remains difficult to extract and
analyse consistently using conventional
analytical methods.

Differences in systems,
training, and internal
polices across the UK'’s 43
forces, coupled with time-
constraints and operational
pressures have resulted in
inconsistent data recording
practices characterised by
missing fields.

One largely untapped source of
information lies in the short narrative
descriptions routinely recorded by officers
when documenting incidents. These free-
text summaries capture contextual details
about events that are not always reflected
in structured administrative fields. Recent
advances in natural language processing
make it possible to analyse this type of
narrative data at scale, allowing structured
information to be extracted directly from
operational text.

To explore how narrative text could
improve administrative data, we
developed a supervised machine learning
model capable of identifying and
extracting structured information from
short free-text descriptions contained
within operational records. The
approach used a modern language model
(DistilBERT) trained on a labelled dataset
of incident narratives.

The model learns patterns in narrative
descriptions that indicate the presence
of specific structured attributes.

Once trained, it can infer the most
likely value referenced within a short
officer-written description. This allows
structured variables to be recovered
directly from operational text, providing
a practical way to supplement or correct
incomplete records.

After training, the model correctly
extracted the target attribute from
narrative descriptions in more than
four-out-of-five cases. As expected,
performance was closely related to
representation in the training data:
values more frequently encountered
during training were detected more
reliably, while rarer cases were

more difficult to identify. The most
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encountered errors were between
categories with a high semantic
similarity. Future work could potentially
reduce this by adjusting feature
weighting to improve the signal-to-noise
ratio, encouraging semantically similar
categories to separate more clearly
within the model’s vector space.

Training the model required less than
two hours using standard CPU hardware
and processing the full dataset (15,000
records) took under three minutes.

In practical terms, this represents

a substantial increase in efficiency
compared to manual review and
correction.

Machine learning models produce
probabilistic predictions, meaning they
estimate how confident they are in each
output. This allows practitioners to
control the balance between automation
and reliability.

By setting a confidence threshold, only
predictions above a chosen level of
certainty are accepted automatically.
Lower-confidence cases can instead be
flagged for human review.

In our experiments, adjusting this
threshold produced a useful middle
ground: around 60% of records could
be processed automatically while
maintaining error rates close to one-in-
twenty. This type of hybrid workflow

allows institutions to benefit from large
efficiency gains while retaining expert
oversight where needed.

The policing reform
agenda places renewed
emphasis on the role of
data and technology in
improving operational
effectiveness.

Operational text contains structured
insight that policing institutions are
often unable to analyse systematically
using traditional statistical approaches.
Techniques such as these provide a way
to recover missing information from
existing records and improve the quality
of administrative datasets without large-
scale changes to data collection systems.

Used carefully, this type of technology
could help revitalise under-used data
sources, strengthen analytical capability,
and support more informed decision-
making across the policing system.
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The policing reform agenda places
renewed emphasis on the role of data
and technology in improving operational
effectiveness. However, the value of these
ambitions will ultimately depend on the
quality and usability of the data that
underpin them.

Operational systems already contain
large volumes of narrative text that
capture important contextual details
about incidents. While traditionally
difficult to analyse at scale, recent
advances in natural language processing
make it possible to extract structured
insight from these records efficiently.

Used carefully, these approaches

offer a practical way to improve the
completeness and usability of existing
administrative datasets. Combined
with appropriate safeguards and human
oversight, including clear governance
around confidence thresholds and
safeguards against automation bias,
they provide a route to strengthening
the evidence base that supports policing
decisions without imposing additional
reporting burdens on frontline officers.

Dr Darren Cook is a Data Scientist
specialising in applying Natural Language
Processing to Administrative Data at the
Violence and Society Centre, City St George’s,
University of London.
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ROSALIND H. SEARLE & ROBERTA FIDA

What is ‘workaholism’ and how can it have problematic security concerns for
organisations? Rosalind Searle and Roberta Fida share their latest research
and advice on how organisations can identify and address these risks.

Research shows that some of the people organisations rely

on most - highly driven, always-working employees - may be
the least likely to notice, question, or report emerging risks.
Workaholism is not simply about working long hours; it reflects
a compulsive inner drive to work, where self-esteem and life
satisfactions are closely tied to work achievement. When
prevented from working, workaholics experience discomfort,
guilt, and anxiety. They tend to be perfectionist, making it
difficult to delegate and can struggle to disengage from work-
related thoughts.

Significantly, workaholism is not associated with stronger
ethical standards. Workaholics prioritise task completion and
personal achievement. This narrow focus can make workaholics
actively avoid distractions and disruption, including those that
require ethical attention. Our recent multi-study paper shows
that, in certain organisational contexts, workaholism can have
unanticipated negative consequences for insider-risk detection
and reporting.

This matters because many organisational risks, including fraud,
safety failures, harassment, and regulatory breaches, are not
detected by systems alone. They rely on employees noticing
problems and speaking up.

While considerable research has focused on unethical behaviours
(“acts of commission”), including: fraud, aggression, or corruption,
less attention has been given to situations where workaholism
drives people, who have no malicious intent, to engage in acts
that are not morally or professionally expected of them (“acts of
omission”). Remaining silent when something is wrong is not a
neutral act. Over time, silence normalises harm, removing critical
information from decision-makers, and allowing small issues

to escalate into serious organisational and societal risks. From a
security perspective, these omissions are particularly problematic

because they are difficult to observe, trace, or correct after the fact.

Our research shows that workaholism is linked to moral
disengagement, a set of social-cognitive mechanisms that allow
individuals to suspend moral self-regulation without feeling
guilt or self-condemnation. When absorbed in their own
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work, workaholics are more likely to reframe their reporting
inaction in morally acceptable ways. They may justify silence
by emphasising the importance of their own tasks (“my work is
critical”), minimise potential harm (“it’s probably not serious”),
or diffuse responsibility (“someone else will deal with it”). These
processes allow individuals to maintain a positive self-image
while disengaging from ethical concerns.

Importantly, these processes do not involve bad intentions.
Moral disengagement enables ordinary, committed employees
to overlook risks, while still seeing themselves as responsible and
ethical professionals.

Organisational risks...
are not detected by

systems alone. They rely
on employees noticing
problems and speaking up.

Choosing not to speak is an active moral choice. Speaking up is
equally moral: it is an attempt to prevent harm, improve systems,
or protect others. In our study, we examined both sides of this
process: silence (withholding concerns) and moral voice (the
intention to speak-up about wrongdoing).

Critically, we found it was not the workload or long hours that
affects ethical decision-making but the compulsive cognitive and
emotional attachment to work that disrupted employees' moral
self-regulation. When people are so absorbed in their tasks that
they feel anxious if they stop, it can interfere with their ability

to notice risks or act on ethical concerns. Although long hours
aren't the direct cause, they can facilitate inefficient processes

or pressures that make this compulsive focus more likely. From

a risk perspective, this helps explain why some of the most
committed and involved employees may also be the least likely to
raise concerns.

o~
7

These effects were amplified in workplaces characterised

by a culture of self-interest: environments that reward

narrow performance goals while neglecting broader ethical
responsibilities. In such contexts, workaholic tendencies are
reinforced, rather than constrained. Employees receive implicit
signals that focusing on personal targets is valued more than
attending to ethical issues. Moral disengagement becomes easier,
silence more defensible, and speaking up less likely.

Being “too busy to notice”
is not an individual flaw;
it represents a security
vulnerability.

For organisations, these patterns can reshape organisational
norms, creating cultures where ethical inattention is expected.
From a security standpoint, it reveals a systemic vulnerability,
rather than individual failures. We highlight a counterintuitive
risk group: employees who are highly committed, anxious when
not working, and cognitively absorbed by their tasks. These
individuals may require closer ethical and managerial attention,
not because they are malicious, but because their work focus
makes moral disengagement more likely.

In response organisations can:

e Reward effective work outcomes rather than the number
of hours spent at the desk. Excessive hours often indicate

Image credit: © Valery | stock.adobe.com

inefficient processes and can reinforce compulsive attachment
to work. Improving systems allows employees the cognitive
space to notice risks and engage with ethical concerns.

o Actively recognise and protect those who raise concerns.
Building a reporting culture requires making moral voice
visible, legitimate, and valued, rather than treating it as a
distraction from “real work”.

o DPay attention to organisational cultures that prioritise self-
interest or single bottom-line goals. Such environments do
not merely tolerate silence; they actively enable it.

Being “too busy to notice” is not an individual flaw; it
represents a security vulnerability. When dedication disrupts
moral self-regulation, silence becomes normal, and critical
warnings are missed. This weakens a critical line of defence:
employees noticing potential risks and speaking up about them.
Understanding how moral disengagement operates can help
organisations identify and address these hidden vulnerabilities
before harm occurs.

Rosalind H. Searle holds a Chair in HRM and Organisational
Psychology at the University of Glasgow. Her research focuses on
organisational trust with a particularly focus on employee trust and
the role of HRM.

Roberta Fida is Full Professor of Organisational Behaviour and
Organisational Psychology at Aston Business School, where she is
Head of the Leadership and Management Department.
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ISABELA MERLA, FIONA GABBERT, & ADRIAN J. SCOTT

WHAT REDUCES IMPLICIT BIAS
IN HIGH-STAKES PROFESSIONAL

JUDGEMENT?

Implicit bias can influence professional decision-making, particularly under
pressure and uncertainty, coupled with the requirement to exercise discretion.
This article summarises systematic review evidence and recommends
practical strategies that reduce implicit bias impact in high-stakes settings.

If your role involves decisions that affect others, you
understand that pressure and uncertainty are part of the
job. While expertise helps professionals navigate high-stakes
situations efficiently, the mental shortcuts human brains
rely on can create a vulnerability to implicit bias. In those
situations, automatic associations and stereotypes linked to
social characteristics (such as race, gender, or age) can quietly
influence perceptions of credibility, competence, and threat,
and shape how ambiguous evidence is interpreted. When
repeated across decisions, these subtle shifts in judgement
contribute to systematic disparities in justice, healthcare,
and access to opportunities, particularly for groups already
disadvantaged by wider structural inequalities.

Structured decision
processes reduced bias

more reliably than
relying on individual self-
correction alone.

SEARCHING FOR WHAT WORKS

Anti-bias training remains the most common response, often
favoured by organisations because it is easy to deploy and
signals good intent. The challenge is that while these efforts
may increase awareness or change self-reported beliefs, applied
research shows they do not consistently translate into fairer
decision outcomes.

We turned to the applied intervention literature to see what,

if anything, reliably improves fairness in high-stakes decisions.
We synthesised findings from 38 studies across workplace, legal,
healthcare, and educational settings to identify strategies that
reduce bias in practice and transfer across high-stakes contexts.
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THE FINDINGS

Interventions covered decisions from hiring and shortlisting to legal
judgements and clinical recommendations, and addressed several
forms of implicit bias, most commonly race and gender. Despite this
range, approaches fell into two main types: systemic strategies that
redesign the decision process, and individual strategies that change
how the decision-maker judges in the moment.

Both approaches showed promise, but systemic strategies were
consistently found to be more effective. Overall, structured
decision processes reduced bias more reliably than depending on
individual self-correction alone.

Systemic strategies

The strongest evidence came from interventions that changed
the conditions under which decisions were made. This reduced
the scope for bias to shape what evidence was noticed, how it was
weighted, and how options were compared.

Systemic strategies improved decision outcomes through several
process changes. About half reduced discretionary variation by
adding structure at the point of decision:

« Standardised protocols (checklists and mandatory steps)
reduced racial disparities in clinical contexts. By specifying
what steps must be followed before a judgement is reached,
protocols kept decision thresholds more consistent across
cases and reduced reliance on subjective interpretation.

e Structured evaluation formats (rubrics, anchors, structured
interviews, behaviourally anchored rating scales) reduced
racial bias in teacher grading and gender bias in hiring
contexts. These tools shifted evaluation away from overall
impressions and towards observable evidence, which made
comparisons more consistent across individuals.

Automatic associations and
stereotypes linked to social
characteristics can quietly influence
perceptions of credibility, competence,
and threat, and shape how ambiguous
evidence is interpreted.
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o Pre-commitment procedures (setting the importance
of criteria in advance) reduced gender discrimination
in hiring contexts. By deciding what mattered before
candidates were reviewed, they prevented standards from
being adjusted in response to early impressions, and
reduced post-hoc rationalisation.

Other effective changes targeted the decision input, by changing
what information was shown and how it was organised:

 DPartitioning information (changing how candidate profiles
were grouped) reduced gender and race/ethnicity bias in
hiring and shortlisting contexts. When profiles were split
into groups defined by different social categories, decision-
makers spread selections across them. Also, candidates listed
individually were selected more than those presented as a
grouped set. As a result, grouping majority candidates while
listing minority candidates individually increased minority
selection, whereas grouping minority candidates reduced
it. This worked by changing the selection strategy at the
point of choice, with grouping prompting decision-makers
to distribute picks across categories and individual listing
making some candidates more salient.

« Extending shortlists (requiring broader consideration before
narrowing) reduced gender bias at the screening stage in
shortlisting contexts. A longer shortlist requirement pushed
evaluators beyond the first, most typical candidates that
came to mind, and widened the pool under consideration.
In male-stereotypical roles, this increased the likelihood
that women were included.

Individual strategies

Individual strategies aimed to change how the decision-maker
thinks in the moment. These interventions were less consistently
effective, but some still showed promise.

Approaches focused on changing automatic associations or
raising awareness in isolation rarely translated into fairer
decision outcomes. When individual strategies did improve

o Self-regulation routines reduced racial and socioeconomic
disparities in treatment decisions, racial bias in disciplinary
decisions, and age bias in hiring. They provided a routine
for high-pressure situations (pause, check what evidence is
present, choose the next step from a structured set rather
than reacting on impression). Effects were stronger when
reinforced through practice, feedback, or realistic rehearsal.

o Individuation and expectation-reframing reduced ethnicity-
based discrimination in selection decisions, age bias in
clinical recommendations, and gender bias in leadership
evaluation. These approaches changed how the same
information was read, so category-based assumptions
carried less weight and person-specific evidence were given
more weight. This was supported by guided perspective-
taking and feedback, prompts that reduced the weight
placed on social cues, or brief exercises that highlighted
diversity within a group.

PRACTICALITY, FEASIBILITY, AND
TRANSFERABILITY

Alongside effectiveness, we considered what each approach
would take to deliver in real settings, including time, costs,
reliance on facilitation or specialist input, and whether it can be
applied consistently across settings. Systemic strategies tended to
be the most practical, feasible, and transferable.

o Systemic strategies are low-cost to implement, and easier to
sustain over time and across settings. When checks, criteria,
and comparison steps are built into forms, protocols, rubrics,
or interfaces, they can be delivered in a consistent way across
staff, teams, and contexts. They support the process reliably
without depending on individual recall or
motivation.
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o Individual strategies could be
feasible and transferable, but
they are more dependent on
resources, delivery quality,
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The clearest effects relied on practice, feedback, or guided
rehearsal, which takes organisational capacity to deliver well
and to maintain.

Limitations

There are, however, limits on what the evidence can tell us with
confidence about implementation:

o Stakeholder involvement was limited. Few studies reported
meaningful input from practitioners or organisations, even
though fit with workflow, professional norms, and legal
requirements will shape whether an intervention is feasible.
In many settings, adaptation will be needed for acceptability
and safe use.

e Most studies measured outcomes immediately, and only
a minority assessed outcomes after a delay. This limits
what can be said about durability, whether reinforcement
is needed, or possible downsides such as overcorrection or
effects on decision quality. Systemic changes also depend on
consistent use, because uneven implementation can weaken
impact, make effects harder to interpret, and introduce new
inconsistencies. This makes it important to monitor both
fairness outcomes and decision quality over time, and to
check whether effects hold across teams and contexts.

CONCLUSION

For practitioners, the takeaway is to prioritise strengthening the
decision process. When decisions are guided by clear criteria,
required checks, and structured comparisons, there is less room
for impression-led judgement and discretionary inconsistencies.
These changes also tend to be the easiest to implement, as they
can be built into routine workflow and applied consistently
across multiple settings.

Training can still add value, particularly when it equips decision-
makers with a practical routine they can use under pressure or
helps them challenge early assumptions. The clearest effects
came from approaches that went beyond awareness and included
practice, feedback, or realistic rehearsal, which makes them more
demanding to implement and maintain.

Ultimately, the most effective way forward is likely to combine
structured decision processes with practical training, adapting
the balance to the specific resources and contextual constraints.
While further research will continue to refine interventions,
current evidence suggests that workable approaches for fairness
already exist. The challenge is to embed, sustain, and evaluate
them in the settings where high-stakes decisions are made and
they are most needed.

For practitioners, the
takeaway is to prioritise
strengthening the
decision process.

For readers thinking about implementation, see the journal
article (Merla et al., 2025) in the Read More section, which
includes an interactive Searchable Evidence Map that allows each
intervention to be explored in detail, including what it changed
in the decision process, the context it was tested in, strength of
evidence, and what this implies for practicality and transfer to
high-stakes settings.

Isabela Merla is a PhD Researcher and Associate Lecturer at
Goldsmiths, University of London. Her research develops and
evaluates practical interventions to reduce implicit bias in juror
decision-making in the courts of England and Wales.

Fiona Gabbert is a Professor of Applied Psychology at Goldsmiths,
University of London. Her research focuses on improving the quality
and reliability of victim and witness evidence through investigative
interviewing. She works closely with policing and justice agencies to
translate research into evidence-based policy and professional practice.

Adrian . Scott is a Reader in Psychology at Goldsmiths, University of
London, and a Chartered Psychologist with Associate Fellow Status
within the British Psychological Society. He has a broad interest in
Forensic Psychology, specialising in the areas of sexual violence and
human memory.
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NATHAN SMITH & MARC JONES

THE RESILIENT FUNCTIONING OF
DEFENCE & SECURITY PERSONNEL

Defence and security personnel operate in situations and settings that expose
them to combinations of physical, psychological, and social demands.

Operations may take place in austere environments, like

in deserts, jungles, at the higher latitudes, and at altitude,
where unique physical demands like extreme temperatures,
unpredictable weather and changes in air pressure can
negatively impact upon operators’ performance and health.
Other activities might amplify psychological and social
demands. For instance, during intelligence, surveillance,

and reconnaissance tasks, demands associated with a lack of
sleep, information uncertainty, decision making pressure, and
an underlying fear of discovery can all adversely affect the
functioning of personnel. During longer-term deployments,
such as when stationed for many months at a diplomatic
outpost in a hostile region, the demand of living and working
in proximity to others under conditions of isolation and
confinement can lead to interpersonal tension and conflicts
that disrupts teamworking and interferes with the completion
of mission objectives. Regardless of the specific operation,
the extent to which defence and security personnel respond
resiliently to the demands they face directly influences their
safety, the successful completion of their work, and their
subsequent readiness for future taskings

WHAT IS RESILIENCE?

Different perspectives have been adopted in the study of
psychological resilience in humans. Some have treated
resilience as being a relatively stable, trait-like disposition
where people can vary according to possessed levels of
resilience. Consistent with this approach, those scoring higher
in resilience would typically be better able to respond to
stressful circumstances. Others have considered resilience as

a dynamic process of stress adaptation. Based on this stance,
resilience is believed to vary in individuals over time and across
contexts based on a range of personal and situational factors.
Whilst work in both perspectives has produced insightful
findings, there has continued to be intense debate about what
resilience is and how it should be studied. In an attempt to
provide definitional clarity and better operationalise resilience
research, in 2017 leading international scholars produced a
consensus statement and framework that encouraged others
working in this area to treat resilience as an outcome best
understood by looking at a person’s functioning, extending to
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aspects of both performance and mental health and wellbeing,
before, during, and after exposure to stressful demands. Within
this framework, resilience outcomes are proposed to be shaped
by various resilience factors and processes. This understanding
has informed our own and others’ recent work in the study of
resilience in defence and security populations.

TRAJECTORIES OF RESILIENCE

To determine whether someone is demonstrating resilience
necessitates having an insight into their trajectory of functioning.
This first relies on identifying markers of functioning that are
relevant to resilience in the context being studied or observed.
For example, in one of our recent projects we were interested

in the resilient performance of Counter-Terrorist Specialist
Firearms Officers (CTSFOs). Given the focus of that work was on
aspects of performance, resilience was examined based on levels
of shooting accuracy, a key marker of the officers’ functioning,
during a stressful assessment and selection task. In a different
study, we looked at resilience during polar ski expeditions

in the Arctic. For that project, resilience was investigated

by looking at daily fluctuations in physical health, emotion,

team cohesion and task performance as these indicators were
directly related to functioning effectively in the demanding
expedition setting. With markers of functioning identified,

there are different resilience trajectories that can be observed.

During and after exposure
to stressful demands, a
person may experience a
deterioration in their mental
health and wellbeing, but
this soon returns to pre-
stressor levels.

The profile that characterises much work related to resilience
is the bounce back trajectory. This follows a decline and return
pattern of functioning. For instance, during and after exposure

to stressful demands, a person may experience a deterioration

in their mental health and wellbeing, but this soon returns to
pre-stressor levels. Another profile is the maintained trajectory.
This is characterised by stability in functioning. In this case,
stressful demands do not lead to noticeable changes in a person’s
functioning, perhaps seen as maintained vigilance during an
observational task despite being under pressure. The third profile
is marked by enhancement. This can be seen as an improvement
in functioning during and potentially following stressful
demands. The stress of an emergency situation, for example, may
catalyse improved interpersonal behaviours like communication
and cooperation that allows an individual and team to function
effectively whilst dealing with the difficult situation. Although
there are complexities associated with studying intra-individual
trajectories of functioning, such a focus emphasises the
importance of thinking about resilience as a temporal construct
that is understood by looking at changes in how a person is
operating, ideally considering the period before, but at the very
least the time during and after encountering stressful demands.

RESILIENCE FACTORS AND PROCESSES
UNDERPINNING A RESILIENT STRESS
RESPONSE

The extent to which a person is able to respond resiliently to
stress is shaped by a range of resilience factors and processes.
Resilience factors are relatively stable trait-like predisposing and
contextual variables that impact upon a person’s functioning
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during and after exposure to stressful demands. Much of the
existing work looking at resilience factors in the context of
high-pressure environments, like those occupied by defence

and security personnel, has focused on individual differences in
variables used to distinguish between how different people adapt
and respond to stressful circumstances. Individual differences

in scores on hardiness, mental toughness, and grit, intelligence,
and elements of personality related to conscientiousness,
extraversion, and neuroticism, as well as prior experience,
amongst other variables, have been found to contribute to
resilience. Other potential resilience factors including those
related to abilities like being able to regulate emotions, and
external structures such as the perceived availability of social
support have been found to be enabling for resilience. Although
so far studied to a lesser extent, resilience processes that are
connected to situational dynamics like the events encountered,
coping strategies used, and perceived feelings of autonomy,
competence, and relatedness have also been shown to contribute
to resilient responses whilst operating in challenging conditions.
In our work with defence and security personnel we identified
two levels of variables that align with resilience factors and
processes: we called these global-contextual enablers and
disablers, and situational processes.

Global-contextual enablers and disablers are defined as relatively
stable distal variables that have an enduring impact upon resilient
functioning. Based on a systematic review and subsequent
interviews with military, police, and intelligence personnel, factors
such as experience, self-confidence, mental toughness, cognitive
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intelligence,
adaptability and

flexibility, and social
support were identified as
enablers of resilience. Potential
disablers included arrogance, extrinsic
motivation, and lack of support. Situational
processes linked to being able to function resiliently
under stress included resources like appraising stress as a
challenge, feelings of control, confidence and connection,
and the use of regulatory skills to manage the stress response.
Situational demands like task and environmental constraints
and existing personal challenges, such as issues at home, could
undermine the ability of personnel to respond resiliently. Also
underlying the stress response are changes in stress biomarkers.
Most studied in relation to stress is the biomarker cortisol. But
a range of other biological variables are also implicated in the
stress response. One biomarker that seems to hold promise as
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a precursor of resilient responses
to stressful demands is neuropeptide-Y
(NPY). In both our own and others’ work, NPY
has been found to enable resilient stress responding in
defence and security personnel, by acting as a brake to inhibit
excessive activation of the stress response. Another variable that
may provide insight to stress resilience, especially in team-based
scenarios, is oxytocin. In a recent study of weekly biomarker
dynamics in an isolated and confined analogue space mission, we
found interactions between cortisol, NPY, and oxytocin with some
initial evidence that these dynamics influence changes in mood.

Although yet to be well-studied in defence and security settings,
it is likely that global-contextual enablers and disablers, and
situational processes, including both psychological and biological
dynamics, will interact to influence whether a person functions
resiliently when faced with stressful demands. To illustrate this
point, someone scoring high in the personality dimension of
conscientiousness (a global-contextual enabler) may spend more
time focusing on planning and preparation, including how to
manage setbacks, and thus find that they have higher perceptions
of confidence (a situational process) that helps them to function
resiliently (e.g., by quickly recovering, maintaining, or enhancing
performance) when faced with a stressful situation.

NPY has been found to
enable resilient stress
responding in defence and
security personnel, by
acting as a brake to inhibit
excessive activation of the
stress response.

The interactive aspect of the various global-contextual and
situational process factors is important, especially considering
that some of these variables might change over time. In one way
this is encouraging as it suggests there may be an opportunity

to develop a person’s ability to respond resiliently to stressful
demands; perhaps by targeting modifiable enablers and disablers.
It might also be problematic, though, in that factors that were
once enabling for resilience might inadvertently become disabling
for resilience when reaching high levels. In our interviews with
defence and security personnel, we heard how enablers like

past experience, mental toughness, and intelligence can all
potentially become detrimental when passing a certain threshold.
Situational processes related to resilience also fluctuate. Think
about an operation or deployment spanning multiple days or
months. During that time a person’s enablers and disablers will
exert an influence but perceived psychological resources, the
demands faced, and associated underpinning biological activity
(all situational processes), will all vary within and across days,
weeks, and months. These changes will have a direct impact upon
markers of functioning that are representative of resilience and the
performance and mental health and wellbeing of the individual or
population being examined.

personnel. One area where this work might contribute is around
assessment, selection, and training. Of course, during assessment
and selection pipelines there is potential to screen for global-
contextual enablers and disablers and use this information to make
decisions about the suitability of candidates for high-stress roles.

During training, knowledge on this topic might inform
professional development focused on helping personnel
understand how to develop enablers, minimise the impact of
disablers, and optimise situational processes that positively
contribute to them responding resiliently to stressful demands.
In recent years, several training programmes designed for
specialist branches of the military have been developed with this
aim. Activities in these programmes include developing personal
insights into one’s character and around enablers and disablers
of stress, resilience and performance, learning, practicing and
implementing regulatory skills, and encouraging the adoption
of systematic self-reflection for resilience strengthening.
Another way to employ the present information is in resilience
monitoring. The present thinking may inform the type of data
that is collected and inform analytical practices to provide timely
information on the function of personnel to make accurate and
justifiable performance and health-related decisions.

A final additional avenue through which to use the present
information is to focus on the development of empowering social
environments that, in particular, nurture and sustain situational
processes linked to resilient stress responding. This approach
moves the responsibility of resilience solely from the individual
and engages others in the social ecosystem including teammates,
team leaders and others in position of influence to actively
contribute to a culture that supports resilience.

Emerging Technology at Coventry University, Protective Security Lab.

Professor Marc Jones is a Professor of Psychology at Manchester
Metropolitan University, School of Psychology.
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RESOURCES ON DIGITAL BEHAVIOURS

Take a look at some of our past CREST guides, reports, and CREST Security Review articles around

the topic of digital behaviours.

i SMITH: DIGITAL TRACES OF
OFFLINE MOBILISATION (CSR#18)
e

This article provides responsibly
developed tools to model the
relationship between social media
activity and participation in offline
collective action.

. https://crestresearch.ac.uk/comment/digital-

traces-of-offline-mobilisation/

SHAW ET AL: ARE EMERGING DIGITAL BEHAVIOURAL
BIOMETRICS ABLE TO IDENTIFY US? (CSR#16)

This article considers the current state of play in emerging
behavioural biometrics to see how far we have come, and what
challenges lie ahead.

https://crestresearch.ac.uk/comment/are-emerging-digital-behavioural-
biometrics-able-to-identify-us/

46

NEAVE ET AL: CYBERSECURITY RISKS OF DIGITAL
HOARDING BEHAVIOURS

This report explores the psychological characteristics of
individuals who engage in digital hoarding, and the risks these
behaviours can pose to organisations.

https://crestresearch.ac.uk/resources/cybersecurity-risks-of-digital-
hoarding-behaviours/

HINDS: BEHAVIOUR PREDICTION:
THE CHALLENGES AND
OPPORTUNITIES OF BIG DATA
(CSR#9)

This article explores how behaviour
can be predicted online, including the
ethics and challenges.

https://crestresearch.ac.uk/comment/
hinds-behaviour-prediction/

BUCKLEY: COLLECTING & LEVERAGING IDENTITY
CUES WITH KEYSTROKE ANALYSIS (CLICKA)

This report explores how typing patterns can be used to
provide identity cues for anonymous individuals.

https://crestresearch.ac.uk/resources/collecting-and-leveraging-
identity-cues-with-keystroke-analysis-clicka/

STEVENS ET AL: THE ROLE OF DIGITAL
TECHNOLOGIES (GBVXTECH) IN COMMUNICATING
GENDER-BASED VIOLENCE (CSR#18)

This article looks at how new digital technologies are being
used for victims to communicate their experiences of gender-
based violence to law enforcement and other agencies.

https://crestresearch.ac.uk/comment/the-role-of-digital-
technologies-in-communicating-gender-based-violence/

INNES: SOFT FACTS AND DIGITAL
BEHAVIOURAL INFLUENCING
AFTER THE 2017 TERROR ATTACKS

This report examines how ‘soft facts’
influence individual and collective
behaviours, and what are the most
effective counter-measures for managing
their consequences.

https://crestresearch.ac.uk/resources/soft-
facts-full-report/

seNist. Did you
rrean g_:e-xie'ﬂ?

BROWN: RIGHT-WING EXTREMISM ONLINE: CAN WE
USE DIGITAL DATA TO MEASURE RISK? (CSR#14)

Using psychology and computational science methods, this article
identifies whether online behaviour can be used to infer the risk of
offline action.

https://crestresearch.ac.uk/comment/right-wing-extremism-online-
can-we-use-digital-data-to-measure-risk/

MARSHALL: PUTTING THE
BEHAVIOUR INTO BEHAVIOURAL
ANALYTICS

This article explains why behavioural
analytics in the absence of theory is
concerning, particularly when applied
in the context of law enforcement
and security.

https://crestresearch.ac.uk/comment/putting-
the-behaviour-into-behavioural-analytics/

THORNTON: WORDS AS DATA: THE VULNERABILITY OF
LANGUAGE IN AN AGE OF DIGITAL CAPITALISM (CSR#9)

This article delves into the security of the data that circulates
the internet, which is dependent on much more than
cryptographic key exchange.

https://crestresearch.ac.uk/comment/thornton-words-as-data/
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