MAY 2025
READOUT

Behavioural Science
in Security & Defence:
Artificial Intelligence

NABS+ COMMUNITY EVENT

OVERVIEW

The objective for the roundtable was to explore
behavioural science impacts of artificial
intelligence technologies in security and defence,
providing an opportunity to exchange views on
key challenges for governmental stakeholders
related to the adoption of Al solutions.

The discussion first focused on the Impact of Al
Adoption on Staff and Personnel in High-Risk /
High-Impact Sectors, in particular, the challenges
associated with large-scale adoption of Al tools
in national security and defence. Research
shared by Professor Joe Burton outlined the
capability asymmetry that exists between those
that commit crime and those that seek to prevent
it. Generative Al is being used across a wide
spectrum of criminal activities, where criminals
can outpace regulatory responses due to faster
adoption cycles, and ability to scale operations,
and use of the dark web to share and innovate.
Al tools such as deepfake production, LLM-
generated scripts, and Al-enhanced malware

are being used for financial fraud, extortion, and
ransomware. Al is augmenting the ability to carry
out large scale criminal activity.

It was recommended that efforts are directed at
increasing training and coordination among law
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Al technologies appear to offer
an advantage to the offense
over the defence, and this is
exacerbated by the fact the

criminal organisations are
not bound by accountability,

responsibility and other ethical

and legal requirements.

enforcement agencies, better public engagement
to raise awareness, and greater focus on the
development of effective, scalable Al tools for
counter crime purposes. A number of challenges
were discussed in achieve this.

Trust

Delegates noted the difficulty in selecting useful
tools from the plethora of snake oil Al products
with overblown claims, which can potentially
hinder uptake of truly valuable tools. Delegates
also noted issues around trust of Al tools, and
the scepticism that may exist among staff.
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One delegate reported they were working

on models of calibrated trust in Al, and
highlighted the normalisation of Al risks over
time; they proposed immersive, gamified
training such as Al escape rooms to normalise
use of the technologies.

Job Displacement

Delegates noted that staff have a reasonable
fear of job displacement through Al rollout.
There is a need to address emotional and
psychological impacts of Al deployment, and
the success of deployments is likely tied to co-
development with users.

Overall, while there is an urgent need to
develop and roll out Al tools to counter a
serious threat landscape, organisational
trust in Al is nuanced and contextual and a
healthy level of scepticism remains among
employees. Forcing Al integration risks
resistance, so it is essential to align human
and Al collaboration with user experience and
trust-building mechanisms. More nuanced
organisational procedures and practices,
including the development of regular training
practices on human-Al teaming is needed

to facilitate adoption while preserving staff
wellbeing and trust in the technological tools
and systems at their disposal.

Discussion then turned to the “Impact of Al
Adoption and Human-Al Teaming on Decision-
Making in Security and Defence”. As new ways
of working, such as hybrid human-Al teaming,
are emerging, delegates discussed behavioural
challenges in these new ways of working. Dr
Carlos Balhana (MITRE Corp) shared research
on mitigating HMT risks in GenAl-assisted
behavioural analytics and emphasised. The
key themes were principled human-in-the-loop
engineering and deployment, overcoming
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“Computer says go” is not
considered sufficient, for

very good reasons, and
this means that humans
bear the responsibility for
decisions and may bear the
consequences of Al errors.

instruction bias (where GenAl tends to
confirm user biases rather than challenge)
and the need to integrate domain-specific
awareness both for efficacy and to promote
adoption. The need to track the provenance

of Al-generated output through reports and
other products was noted, and a need for role-
based access control to prevent information
leaks. Dr Balhana cautioned on the risks of
deskilling, where Al becomes the “expert” and
users defer all responsibility. A take-home
message that users need to upskill to properly
process Al outputs, and Al should not be
allowed to displace human verification and
decision-making roles, echoed comments in
discussions around large-scale adoption of Al.

Dr Mohammed Al-Khalidi (Manchester
Metropolitan University) reported findings that
showed that under time pressure, participants
increasingly saw Al as a teammate, not

just a tool. High reliance was placed on

LLMs for summarisation and triage, but
over-trust and automation bias emerged as
consistent issues. Levels of trust and user
enjoyment depended on the interface design,
and explainability requirements fluctuated




based on familiarity and task type. It was ( )

observed higher reliance on Al was placed KEY INSIGHTS
by an individual user than by a group of
users. Furthermore, the skills structure of O Principled human-in-the-loop design

ensures Al systems align with expert
domain knowledge and do not
replace human judgement.

the hybrid team potentially opened the team
to risks of either over-reliance on Al outputs
or significantly heightened demands on

explainability. O Address the risk that generative Al

tends to echo user prompts without
challenging assumptions, which can

Delegates discussed the initial
underestimation of Al performance by users,
and that users often continue to use familiar reinforce existing biases.
tools whether or not they are accurate. Many o
observed that if a user is familiar with a topic
they are more likely to distrust an Al on that
topic, whereas the further the Al’s skills from a

Projects grounded in practical use
cases and built in partnership with
end users are more likely to succeed.

user’s, the more a user is likely to rely heavily
on the Al output. Different user types will
behave very differently to each other, and there
exists a need for careful study designs and

This roundtable was one of three held
real world testing to ensure ecological validity. as part of the NABS+ Community Event,
designed to surface key challenges,
priorities, and research needs across
national security and defence. Insights
from these discussions directly shaped
the focus of the newly launched NABS+
Commissioning Call.

Discussion returned to trust, transparency

and explainability, and the observation that
different levels of confidence are required
depending on the use of outputs. There is also
currently an accountability gap: “computer
says go” is not considered sufficient, for very

good reasons, and this means that humans For more details on the call topics and

bear the responsibility for decisions and may how to apply, visit: https://crestresearch.
bear the consequences of Al errors. We will ac.uk/nabs/commissioning

need clarity on this issue, perhaps aided by
better audit trails, responsibility mapping and
role assignment.
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