
WWW.CRESTRESEARCH.AC.UK/NABS Researcher Safety and Wellbeing: Advice for ECRs and Researchers 1

CONTENTS

Researcher Safety and 
Wellbeing: Advice for 
ECRs and Researchers

List of Acronyms........................................................................................................................2
Executive Summary...................................................................................................................3
Emotional & Mental Wellbeing when Researching Harmful or Distressing Content.....................4
Advice from Dr Allysa Czerwinsky............................................................................................................................4
Do...............................................................................................................................................................................................4
Don’t..........................................................................................................................................................................................4
Advice & Suggestions from the Research Community............................................................................................5
Do...............................................................................................................................................................................................5
Don’t..........................................................................................................................................................................................7
Resources..........................................................................................................................................................7

Physical & Digital Operational Security when Conducting Research............................................9
Advice from Dr Ashton Kingdon..............................................................................................................................9
Do...............................................................................................................................................................................................9
Don’t..........................................................................................................................................................................................11
Advice & Suggestions from the Research Community.............................................................................................12
Do...............................................................................................................................................................................................12
Don’t..........................................................................................................................................................................................13
Resources..........................................................................................................................................................14

Safety & Wellbeing when Disseminating  Sensitive or Controversial Research............................15
Advice from Dr Antonia Vaughan..........................................................................................................................15
Do...............................................................................................................................................................................................15
Don’t..........................................................................................................................................................................................16
Advice & Suggestions from the Research Community..........................................................................................16
Do.............................................................................................................................................................................................16
Don’t........................................................................................................................................................................................18
Resources......................................................................................................................................................18

Compiled by the NABS+ ECR Steering Group

https://crestresearch.ac.uk/nabs/


WWW.CRESTRESEARCH.AC.UK/NABS Researcher Safety and Wellbeing: Advice for ECRs and Researchers 2

LIST OF ACRONYMS:
 

•	 CANSES		  Canadian Network for Research on Security, Extremism and Society

•	 CREST		  Centre for Research and Evidence on Security Threats

•	 CSAM		  Child Sexual Abuse Material

•	 CSTPV		  Handa Centre for the Study of Terrorism and Political Violence

•	 EAP		  Employee Assistance Programme

•	 ECR		  Early Career Researcher

•	 EXIF data		  Exchangeable Image File Format data

•	 GDPR		  General Data Protection Regulation

•	 IAPSS		  International Academic Partnerships for Science and Security

•	 ISP			  Internet Service Provider

•	 NABS+		  NetworkPlus for Analytical Behavioural Science in Security and Defence

•	 NCITE		  US National Counterterrorism Innovation, Technology and Education Center

•	 NCMEC		  National Centre for Missing and Exploited Children

•	 OSINT		  Open Source Intelligence

•	 PI			   Principal Investigator

•	 VPN		  Virtual Private Network

https://crestresearch.ac.uk/nabs/
https://canses.ca/
https://crestresearch.ac.uk/
https://cstpv.wp.st-andrews.ac.uk/
https://gdpr-info.eu/
https://crestresearch.ac.uk/iapss/
https://crestresearch.ac.uk/nabs/
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Researcher safety and wellbeing is an area receiving 
growing recognition in the extremism, security, and 
defence space, particularly in light of emerging threats 
involving hybrid harms and new forms of distressing 
content. It is also an area particularly salient for early 
career researchers (ECRs) due to comparative lack of 
experience, the pressure to be visible and ‘successful’ 
in academia, and emerging risks in digital landscapes, 
among many other challenges.  

Many resources do exist, but are disparately spread 
across many institutions, disciplines, and parts 
of society (academia, government, and industry). 
Therefore, the NABS+ ECR Steering Group have 
developed this guide to synthesise advice from 
researchers in the field, and direct researchers to 
existing resources and supports. 

The guide is structured around three themes: 

	} Emotional and mental wellbeing when 
researching harmful or distressing content 

	} Physical and digital operational security when 
conducting research 

	} Safety and wellbeing when disseminating 
controversial or sensitive research 

For each, we have compiled advice from experts 
following a NABS+ workshop held in February 2026, 
and from researchers in the field through responses to 
a survey disseminated in Spring 2026.

This guide is particularly relevant to ECRs, but is 
applicable to researchers at all stages of their career, 
inside and outside of academia. Importantly, it 
should also be considered by supervisors, PIs, and 
institutions, alongside the dedicated accompanying 
outputs. You can read all the outputs from the survey 
at: www.crestresearch.ac.uk/resources/researcher-
safety-and-wellbeing-advice/ or by scanning the QR 
code below.

We would like to thank all those who completed or 
shared this survey. We greatly appreciate your time 
in supporting the safety and wellbeing of current and 
future researchers.  

EXECUTIVE SUMMARY

Note: the advice in the following document is subjective and is based on individual experiences of researching 
difficult topics. We cannot guarantee that any/all of the recommendations made are relevant to your research, 
or that they should be used to replace any existing mechanisms which work for you. Different people may find 
some suggestions more useful or relevant than others. This advice does not represent the opinions of NABS+, 
CREST, or the members of the ECR steering committee.

https://crestresearch.ac.uk/nabs/
https://crestresearch.ac.uk/resources/researcher-safety-and-wellbeing-advice/
https://crestresearch.ac.uk/resources/researcher-safety-and-wellbeing-advice/


WWW.CRESTRESEARCH.AC.UK/NABS Researcher Safety and Wellbeing: Advice for ECRs and Researchers 4

Advice from Dr Allysa Czerwinsky 
Dr Allysa Czerwinsky is a Research Fellow in AI, trust, and security at the University of Manchester. Her research 
specialises in the intersections of technology, extremism, and online harms, and her PhD focused on the narratives 
used in incel forums. She has previously worked on many distressing topics, including the manosphere and hate 
facilitated by AI.

DO 

 Actively ensure you are switching off and practising self-care: 

	} Take breaks and go offline 

	} Get outdoors – e.g., nature based-activities, hiking 

	} Get moving – e.g., running, kickboxing, yoga, weightlifting 

	} Practise mindfulness – e.g., colour walks, nature journaling 

	} Find social connection – e.g., group exercise classes, time with friends and family 

	} Engage in creative activities where you make something physical – e.g., baking, sewing, crochet. This can 
shake off the hopelessness of online discourse, and allows you something to point to where you’ve made or 
contributed to something tangible 

Apply restrictions to social media usage: 

	} Consider setting social media apps so that you have to log in each time you open them (to prompt you to think 
first), or setting time limits on apps 

	} Consider moving towards an analogue lifestyle – consume physical media 

 Find kindred spirits:  

	} Find people whose outlooks you share, and whose work feels like it fits with yours – this takes a level of 
vulnerability but can be worthwhile 

	} Engage with ECR networks and support 

Be proactive: 

	} Anticipate the potential impact on your wellbeing before entering the field or a research project – discuss this 
and mitigations with your supervisors 

	} Build in opportunities for support and wellbeing from the start – e.g., ensuring you are not working alone 

 Engage in counselling and therapy, where possible 

 Consider how much of a ‘brand’ you want to build:

	} How accessible or available do you want to be? 

DON’T 

 Go through this alone: 

	} Instead, share your burden with others, especially other ECRs 

EMOTIONAL & MENTAL WELLBEING WHEN 
RESEARCHING HARMFUL OR DISTRESSING CONTENT

https://crestresearch.ac.uk/nabs/
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Advice & Suggestions from the Research Community   

 DO 
Conduct a risk assessment with supervisors, regarding the necessity of viewing distressing content: 

	} Constantly ask yourself whether it is necessary and proportionate to view this content to answer your research 
aims – is it necessary to sift manually, is it necessary to watch the footage? Can any of this be done by AI 
instead? 

	} Only view content that is strictly necessary – attempt to avoid watching extreme content wherever and as much 
as possible, e.g., look away during extreme footage 

	} Minimise/strip out emotive content that isn’t needed 

When working with distressing content, work with colleagues (in person or online) where possible: 

	} This helps you to talk to someone about the content in real time, and take structured breaks 

Separate your research/work and home life: 

	} Where possible, engage with research and distressing content only in dedicated work spaces, and not at home 
or in other safe spaces 

•	 If you must do so at home, do this work in an office space rather than on the sofa or in bed 

•	 Implement an end of day routine to create separation between work life and home life 

	} 	Restrict the presence of personal items in your workspace or view, to prevent association with the content 

	} Consider removing news/email from your personal devices 

Minimise the effect of distressing content: 

	} Do not expose yourself to potential extreme material or content late at night or towards the end of the day

	} Visual content: 

•	 Disable auto play functions

•	 Watch in fast forward, or in black and white (particularly for graphic content) 

•	 If possible, scroll through thumbnails in advance to prepare yourself and make note, to avoid shocks 

•	 Make the videos a smaller size when watching graphic footage 

•	 Blur images if not needed, or use post-it notes on screens 

•	 Read instead of watching, if possible – if reading, skim read

	} Audio content: 

•	 Use transcription instead of audio where possible 

•	 If you must listen to the audio, use headphones and ensure the appropriate volume level is selected or 
switch the sound off if not needed

	} Skip very distressing content 

Set limits to your research: 

	} Limit the hours/days working on this, and stick to this schedule 

	} Set a maximum daily exposure time for viewing extreme material (potentially no more than 4 hours per day) 

	} Break this down into smaller tasks. Plan your day to allow at least 30-40 minutes at the end of each task, for another 
activity. This helps minimise any adverse effects caused by exposure to extreme content of an extreme nature 

https://crestresearch.ac.uk/nabs/
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Take breaks: 

	} Get fresh air several times a day 

	} Ensure wellbeing breaks are fully integrated into the work day 

	} Get to know your limits and when to take breaks. Stop viewing content if you are distressed, and pause until 
symptoms resolve 

	} Take a break from viewing extreme content every 20-30 minutes or as appropriate 

	} Prevent eye strain. Rest the eyes for 15 minutes after two hours of continuous computer use. Follow the 20-20-
20 rule – for every 20 minutes you look at a computer screen, stop and look at an object 20 feet away for 20 
seconds.

	} Take regular breaks – a break can take any form, e.g., stepping away from your computer, taking a short walk, 
completing a separate unrelated task 

	} Have other projects you can switch to, to avoid working on distressing material all day 

	} When working with colleagues or supervisors, notify them of when you are taking breaks and an expected time 
of return, to ensure appropriate support is offered and continued 

Talk to people: 

	} Find allies and build a support network with people working in similar areas, within the project team or 
outside of it (e.g., ECR networks). Talk to them to vent, debrief, address issues, help share the load, and build 
camaraderie in navigating these challenges 

	} Have open discussion with supervisors regarding your mental health 

	} Keep contact with friends/family to de-stress and talk about non-research topics 

	} Talk to and seek training from experienced practitioners who work with this daily (e.g., staff at Eradicate Hate, 
Michael Loadenthal) 

Keep an eye on your mental state: 

	} Take stock of mental state at the start of the day – if you are exhausted, burnt out, or stressed, consider 
switching to less distressing work that day 

	} Journal your thoughts at end of each session to assess your mental state 

Try to switch off outside of work: 

	} Use humour if it works for you – e.g., meme pages on terrorism research/security  

	} Medical studies have found that playing video games can assist with minimising the effects of a traumatic 
experience 

Access clinical mental health support, where possible

Be aware of incidentally exposing others to distressing content:

	} Work somewhere quiet and secure, with privacy  

	} Be conscious that it is not always appropriate to trauma-dump to colleagues/loved ones – instead consider 
journalling or talking with a therapist to get the content off your mind without exposing others to it 

Go back to ethics boards when things change 

https://crestresearch.ac.uk/nabs/
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DON’T 

Be afraid to set boundaries and red lines: 

	} There is no shame in setting boundaries about what you are and are not willing to look at 

Be afraid to ask for help: 

	} Instead, proactively ask your supervisors how they will support your wellbeing, what policies are in place, and 
what services are available 

Resources

Impact of research related trauma:

	} Research study: Potential violence, trauma and all the feels: Towards collaborative, reflexive and self-aware 
methodologies for researching the far right

	} University of Bath’s Researcher Wellbeing Project, examining the impacts of researching emotionally challenging 
topics

	} Research study: Burn after reading: Research-related trauma, burnout, and resilience in right-wing studies

	} NCITE seminars:

•	 Building resilience in the counterterrorism workforce

•	 Protecting the protectors

	} Research study: Researcher safety and vicarious trauma: A literature review and recommendations for 
universities, supervisors, and researchers

	} Online extremism and terrorism research ethics: Researcher safety, informed consent, and the need for tailored 
guidelines

	} Understanding the trauma-related effects of terrorist propaganda on researchers

	} NABS+ report: Wellbeing challenges when working in difficult contexts

How researchers protect themselves:

	} VOX-Pol resources

•	 REASSURE report: especially the Getting through it: how researchers cope section

	} Research study: Being prepared for emotionally demanding research

Practical guides

	} Assessment tool for burnout in CSAM practitioners, but questions are useful

	} Research study: The development of the Framework for Research Ethics in Terrorism Studies (FRETS)

	} University of Liverpool practical toolkit: Researching forms of mixed, unclear and fluid extremism: Risks, 
challenges and best practices

	} Moonshot resources

https://crestresearch.ac.uk/nabs/
https://doi.org/10.1177/19427786261429067
https://doi.org/10.1177/19427786261429067
https://www.bath.ac.uk/projects/the-researcher-wellbeing-project-rwp-addressing-researcher-distress-trauma-and-secondary-trauma/
https://doi.org/10.5070/RW3.25031
https://www.unomaha.edu/ncite/news/2024/12/building-resilience-webinar-recap.php
https://www.unomaha.edu/ncite/news/2023/09/resilience-panel.php
https://canses.ca/wp-content/uploads/2025/11/CANSES-Report-McKendry-et-al.pdf
https://canses.ca/wp-content/uploads/2025/11/CANSES-Report-McKendry-et-al.pdf
https://doi.org/10.1080/09546553.2021.1880235
https://doi.org/10.1080/09546553.2021.1880235
https://gnet-research.org/wp-content/uploads/2023/05/GNET-35-Researcher-trauma_web.pdf
https://www.crestresearch.ac.uk/resources/wellbeing-challenges-when-working-in-difficult-contexts/
https://voxpol.eu/file/online-extremism-and-terrorism-researchers-security-safety-and-resilience-findings-from-the-field/
https://www.nature.com/articles/s44271-023-00008-x
https://pmc.ncbi.nlm.nih.gov/articles/PMC11255110/
https://doi.org/10.1080/09546553.2021.1880196
https://livrepository.liverpool.ac.uk/3197820/1/Toolkit FINAL-2 %281%29.pdf
https://livrepository.liverpool.ac.uk/3197820/1/Toolkit FINAL-2 %281%29.pdf
https://moonshotteam.com/uk/news-and-resources/
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	} Global Network on Extremism and Technology resources:

•	 Can’t stand the heat? Best practices and institutional responsibilities to safeguard extremism researchers

•	 Strategies for researchers analysing terrorist and violent extremist content (TVEC)

	} University of Birmingham course: Protecting wellbeing when working with distressing subjects and content 
(DToC) online

	} UCL toolkit to support researcher wellbeing

Specifically for institutions:

	} How can institutions better support researchers? The case of extremism and terrorism research

Generic but accessible mental health support:

	} Your university or institution’s support service: often found on webpages relating to student or staff information, 
or assistance programmes – if your institution/organisation has mental health first aiders, these are great 
people to help direct you to relevant resources and support

	} MIND’s guide to accessing support and services 

	} Samaritans for free, 24/7 support: phone 116 123

	} If you feel you may be suffering from trauma, Soul Medicine has a free online course on recovering from trauma 

ECR or other relevant networks active in this space (relevant throughout this guide):

	} NABS+, including monthly informal ECR discussion sessions

	} IAPSS and NABS+ communities of interest

	} St Andrews CSTPV NextGen network

	} CANSES

https://crestresearch.ac.uk/nabs/
https://gnet-research.org/2023/12/11/cant-stand-the-heat-best-practices-and-institutional-responsibilities-to-safeguard-extremism-researchers/
https://gnet-research.org/strategies-for-researchers-analysing-tvec/
https://www.birmingham.ac.uk/study/short-courses/life-and-environmental-sciences/protecting-wellbeing-when-working-with-distressing-topics-and-content
https://www.birmingham.ac.uk/study/short-courses/life-and-environmental-sciences/protecting-wellbeing-when-working-with-distressing-topics-and-content
https://www.ucl.ac.uk/population-health-sciences/sites/population_health_sciences/files/res-well_toolkit.pdf
https://doi.org/10.1177/14687941251341992
https://www.mind.org.uk/information-support/guides-to-support-and-services/
https://soulmedicine.io/en/pathways/reclaiming-resilience-in-your-trauma-story
https://www.crestresearch.ac.uk/nabs/early-career-researchers-hub/
https://crestresearch.ac.uk/nabs/communities/
https://cstpv.wp.st-andrews.ac.uk/terrorism-and-political-violence-next-generation/
https://canses.ca/
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Advice from Dr Ashton Kingdon 

Dr Ashton Kingdon is a Lecturer in Criminology at the University of Southampton, with many other affiliations including 
VOX-Pol, RUSI, the British Society of Criminology, and the Extremism and Gaming Research Network. She has conducted 
research into various online harms including related to the climate, AI and far right riots, extremist propaganda and 
imagery, and gaming aesthetics.

DO 

Maintain separate identities for research and personal use: 

	} Ensure there is no overlap in details – this way, even if your research persona details are released, you will not 
be identified in real life, which can prevent doxxing 

	} Use a dedicated device for research, if possible – an inexpensive laptop with no personal information on it 

	} Request that your institution provides this – if they cannot, can you upcycle an old device? 

	} If a separate device is not possible, create separate user accounts and browsers for research and personal use 

	} On your research browser: disable extensions, clear cookies and caches, and turn off your location, camera 
(cover camera too), and microphone 

	} An ideal example: one device for accessing the dark web (which connects exclusively to a hotspot Wi-Fi), one 
device for day-to-day research, and a private device for personal use only 

	} Be aware some encrypted services (e.g., Telegram) require a legitimate phone number – to avoid using your 
personal number, consider using a burner phone 

	} Regularly search your persona’s username to see what is publicly available 

Ensure your privacy settings are correct on each platform: 

	} Assume default settings are insufficient – audit settings on every platform 

	} Disable ‘people you may know’ features – these use contact lists, location, and browsing history

	} Be aware that Facebook aggressively suggests connections based on minimal data 

	} Turn off read receipts, last seen timestamps, and online status indicators 

	} Recognise what information is visible to users vs administrators vs law enforcement 

Use a VPN or Tor: 

	} Use a VPN that is reputable and paid for – free VPNs often log and sell data 

	} Be aware of what VPNs can and cannot do – they protect you from some sites and not others. They hide your IP 
address from sites you visit, but your VPN provider can still see the traffic 

	} VPNs are not foolproof, so learn when Tor is more appropriate – it has stronger anonymity, but can be slower 
and some sites block it 

	} Consider Tails OS for high-risk work (live operating system that routes all traffic through Tor) 

PHYSICAL AND DIGITAL OPERATIONAL SECURITY 
WHEN CONDUCTING RESEARCH

https://crestresearch.ac.uk/nabs/
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If you’re worried about institutions or ISPs thinking you’re doing something suspicious: 

	} Consider using a data hotspot instead of institutional network, as the institutional network might log traffic (i.e., 
that you are using Tor)

	} Consider using bridges or obfuscated servers (which disguise Tor traffic to make it look like normal internet 
activity) if you’re worried about your ISP detecting Tor usage  

Be careful with what you share publicly: 

	} Strip metadata from files like photos and documents before posting, for example with ExifTool – metadata can 
reveal identifying details about your location or device (or other details that can be cross referenced with other 
information) 

	} Be careful with screenshots – check nothing identifiable is visible e.g., taskbars, notifications, or images/
reflections 

	} Vary when you post and avoid phrases you typically use – your writing style, vocabulary, and times you post can 
be used to identify you 

Be aware of other publicly-available information about you: 

	} Beware that if you are asked to speak at an event, it is likely to be advertised – you may not have control over 
this 

	} If you can, consider advertising through internal channels only 

	} If suitable, request details are removed from publications about the event – e.g., your name, photo, 
livestreaming, or description of the research topic 

	} Consider using a different publication name to your real family name 

Be aware of ethical restrictions: 

	} Be aware of institutional ethical requirements on deception – this might prohibit you from building completely 
separate personas with no biological overlap. There are ways around this e.g., using part of your name (surname 
and middle name) 

	} Be aware of your own ethical restrictions – e.g., if extremist communities vet new members with a test, proof of 
identity, or proof of commitment, is it ethical or proportionate to do so, or better to stay on the periphery? 

Remember your backstory: 

	} If you are doing ethnographic research and participating in an extremist environment, remember your backstory 

	} Create backstories that are believable but generic enough to remember 

	} Document details securely to avoid contradiction 

Document everything: 

	} Document and let your institution know the steps you’ve taken for operational security 

	} Keep evidence of any threats and harassment – e.g., screenshots, saved messages, recordings (if safe) 

Consider your risk appetite: 

	} Consider how safety measures might affect your career ‘impact’ – e.g., avoiding interviews, documentaries, 
media, podcasts, outlets like ‘The Conversation’, or publications under your real name 

https://crestresearch.ac.uk/nabs/
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Protect your physical safety: 

	} Minimise public-facing information – office numbers, phone numbers, email addresses 

	} Consider removing office addresses from university directories/websites 

	} Beware of ‘open door’ policies 

	} Warn colleagues not to direct unknown people to you 

Be prepared for what you will do in an emergency: 

	} Establish a clear protocol with your institution for emergencies – ensure you know who to contact if threatened 
or your identity is exposed, what you will document, and whether you will report to the police

	} Know your institution’s threat assessment and security team contacts – have a conversation so that everyone 
knows the plan in an emergency 

	} Plan for temporary relocation if threats escalate

	} Consider how you will respond to doxxing – will you scrub your online presence, ignore the doxxing, address it 
publicly, or shut down your online presence completely? 

	} Recognise that threats can be scary and destabilising, making it hard to think clearly in the moment and 
important to have proactive measures in place 

	} Identify a trusted colleague or supervisor to be point of contact in a crisis – ECR networks are useful 

Familiarise yourself: 

	} Know your rights regarding police protection and restraining orders in your jurisdiction – don’t rely on your 
institution to tell you 

	} Understand common doxxing techniques to help mitigate against them – e.g., reverse image searching, IP 
logging, cross-platform account linking, social engineering, data breach lookups, and pattern analysis 

Remember this is a job – where the effects of research in this area can be significant and long-lasting 

DON’T 

Cross-contaminate:  

	} Never use your real details in social media accounts/personas used for data collection/research purposes 
(unless ethical restrictions prohibit this deception, see further details in ‘Do’s’)

	} Never re-use usernames, email addresses, or handles across research and personal accounts 

	} Never log into personal accounts when using research VPN or Tor setups 

	} Never use your research device for personal logins or activity e.g., a quick Amazon purchase 

	} Never use your personal device/account/browser for research activity  

Discuss sensitive research details over regular unencrypted email/institutional platforms 

	} Instead, consider encrypted emails e.g., ProtonMail, Tutanota 

https://crestresearch.ac.uk/nabs/
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Advice & Suggestions from the Research Community

DO

Be proactive: 

	} Create a security plan before beginning research – it is almost impossible to undo early career security/safety/
privacy mistakes 

	} Conduct a proper threat modelling/risk analysis/risk assessment with your supervisor, and develop mitigations 

	} Adapt the plan if necessary, but stick to the plan 

	} Ask your institution about digital security 

Keep an ongoing risk register to monitor risk as you progress 

Carry out regular digital hygiene/social media footprint audits to see what information is available:

	} Conduct an open source scan on yourself before starting a project to see gaps in personal and digital security 
in/outside of your institution

	} Planning permission applications, for example, can have your full name and address online 

	} Check social media profiles – even WhatsApp profile photos can be found online 

	} Set up a Google alert for personal information about you 

Limit personal information online:

	} Don’t include family members or children in photos (or only include the back of their heads) 

	} Discuss with family/friends/partners about what they’re posting, as they might be linked back to your research 

Be aware this is a multidisciplinary area:

	} Some fields are used to negotiating operational security, but many in this area are not, so researchers, 
supervisors, and departments can be too lax  

Maintain boundaries and proportionality: 

	} Ask yourself what is proportionate and necessary – e.g., is it necessary to be on this forum, or to interview this 
person 

	} Plan boundaries in advance: e.g., what you will and will not reveal in an interview 

Maintain digital security: 

	} See section on advice from Ashton Kingdon – main principle is to have as much separation as possible between 
personal information/devices and research work/devices 

	} Carry out a tailored/individualised threat assessment for you, your institution, and your research project – 
anything beyond the basics should be determined by this 

	} Use soc puppet/anonymised accounts on social media. Note that creating and maintaining these can take 
significantly more time and resources than teams expect 

	} Ask institutions for advice – some institutional machines might block the material you want to research 

	} Use a VPN, especially on unsecured networks 

	} Only conduct sensitive research on campus Wi-Fi 

https://crestresearch.ac.uk/nabs/
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	} Use a virtual machine if you cannot access a separate device for research 

	} Use pseudonyms on work/personal social media 

	} These all also help to ensure security in case your device is lost/stolen 

Physical security: 

	} Turn off your location on apps, especially social media 

	} Do not make your research location public 

Be conscious of legal security: 

	} Follow your country’s laws for reporting illegal content 

	} When in doubt, report via NCMEC any time you believe you may be exposed to Child Sexual Abuse Material (CSAM)

	} Ensuring the safety of any children that may be depicted in CSAM you come across during research is much more 
important than maintaining the research project/access to the online forum/platform. When in doubt, report. 

	} Beware of legal security – do not engage with people online 

Consider alternatives to trawling the internet for extremist/concerning content: 

	} E.g., use resources like The Repository of Extremist Aligned Documents (READ) 

Talk to people: 

	} Engage with ECR networks for trusted colleagues or points of contact, and to learn from each other 

	} Talk to practitioners for advice 

DON’T 

Start any research without your supervisors’ awareness of the project 

Use personal or institutional accounts to access digital spaces where content is shared/created 

Meet people face to face unless accompanied:

	} For physical safety, but also in case of accusations of wrongdoing 

Put participant safety at risk: 

	} If you are not willing to meet face to face to discuss the topic, don’t discuss it 

	} Do not assume they can keep themselves safe 

	} Do not collect data via mobile phones/computers if there is a risk this can be collected by others (e.g., abusive 
partner, hostile regime) 

Do NOT include methods of accessing spaces that have CSAM when presenting/writing about nihilistic violent 
extremism/other online threat actors:

	} These can very easily become inadvertent “how to guides” for accessing this content. 

Do NOT rely on “AI Solutions”:

	} E.g., for text scraping, linguistic analysis, etc. unless you have thoroughly vetted and validated that they do what 
they claim

	} Most of these solutions are riddled with errors and can create major headaches downstream when trying to 
replicate their “findings” 

https://crestresearch.ac.uk/nabs/
https://read.expert/


WWW.CRESTRESEARCH.AC.UK/NABS Researcher Safety and Wellbeing: Advice for ECRs and Researchers 14

Resources 

 Practical tools:

	} Resources and operational security training for open source intelligence/journalism e.g., OSINT companies and blogs

•	 E.g., Bellingcat – Online Investigative Toolkit

	} Hunchly OSINT tool

	} “OSINT Techniques: Resources for Uncovering Online Information” by Michael Bazzell

	} Pinpoint secure

	} Digital literacy: Tacticaltech.org, DIY Guide to Feminist Cyber Security

	} VOX-Pol collection of tools and guides

	} Ten Day Security guide to cybersecurity

Advice and best practice:

	} University of Liverpool practical toolkit: Researching forms of mixed, unclear and fluid extremism: Risks, 
challenges and best practices

	} VOX-Pol resources:

•	 REASSURE report

	} Research study: Researcher safety and vicarious trauma: A literature review and recommendations for 
universities, supervisors, and researchers

	} CREST report: Staying Safe: Protecting You and Your Research

	} Online extremism and terrorism research ethics: Researcher safety, informed consent, and the need for tailored 
guidelines

	} Global Network on Extremism and Technology resources

	} Moonshot resources

Experiences of researchers:

	} Research study: Success and Harm When Researching the Far Right: Researcher Safety as Epistemic Exclusion

	} VOX-Pol report: Researching the far right safely in academia: Current practices and constraints 

Official advice

	} National Protective Security Authority on recognising suspicious job adverts and recruiting activity

	} National Protective Security Authority ‘Think before you link’ campaign

Institutional responsibilities:

	} Does the institution have a plan for that? Researcher safety and the ethics of institutional responsibility

	} For institutions: How can institutions better support researchers? The case of extremism and terrorism research

Data resources, to avoid trawling online:

	} The Repository of Extremist Aligned Documents (READ) 

https://crestresearch.ac.uk/nabs/
https://www.bellingcat.com/category/resources/?fwp_categories=safety
https://bellingcat.gitbook.io/toolkit/resources/stay-safe
https://bellingcat.gitbook.io/toolkit/more/all-tools/hunchly
https://tacticaltech.org/
https://merltech.org/resources/diy-guide-to-feminist-cybersecurity/
https://voxpol.eu/researcher-welfare-1-privacy
https://inteltechniques.com/data/10DaySecurity.pdf
https://livrepository.liverpool.ac.uk/3197820/1/Toolkit FINAL-2 %281%29.pdf
https://livrepository.liverpool.ac.uk/3197820/1/Toolkit FINAL-2 %281%29.pdf
https://voxpol.eu/file/online-extremism-and-terrorism-researchers-security-safety-and-resilience-findings-from-the-field/
https://canses.ca/wp-content/uploads/2025/11/CANSES-Report-McKendry-et-al.pdf
https://canses.ca/wp-content/uploads/2025/11/CANSES-Report-McKendry-et-al.pdf
https://crestresearch.ac.uk/resources/staying-safe-protecting-you-and-your-research/
https://doi.org/10.1080/09546553.2021.1880235
https://doi.org/10.1080/09546553.2021.1880235
https://gnet-research.org/
https://moonshotteam.com/uk/news-and-resources/
https://www.illiberalism.org/wp-content/uploads/2024/05/Antonia-Vaughan-Success-and-Harm-When-Researching-the-far-right.pdf
https://voxpol.eu/wp-content/uploads/2025/10/DCUPN0753-Researching-Far-Right-WEB-250814.pdf
https://www.npsa.gov.uk/specialised-guidance/personal-safety-security-high-risk-individuals/applicant-beware
https://www.npsa.gov.uk/security-campaigns/think-you-link-tbyl-0
https://eprints.soton.ac.uk/458132/
https://doi.org/10.1177/14687941251341992
https://read.expert/
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Advice from Dr Antonia Vaughan 

Dr Antonia Vaughan’s previous academic research focused on the far right. She has published many outputs related to 
ethics and wellbeing when researching the far right, including the incentives that encourage dangerous work. Antonia 
recently authored the VOX-Pol report Researching the Far Right Safely in Academia – Current Practices and Constraints.

DO  

Be proactive: 

	} Consider potential risks and mitigations in advance of publishing 

	} Discuss, plan, and anticipate risks and support that might be necessary (from you, your institution, and funders) 
to minimise risk, support wellbeing, and enable project success 

Evaluate your individual risk tolerance: 

	} Not just once – repeat this intermittently 

	} Consider what level of publicity you are happy with for you and your work 

	} Consider the costs and benefits for your reputation and wellbeing of each publishing outlet or approach to self-
promotion 

Conduct workplace/work life risk assessments to reduce, manage, and mitigate risks 

Conduct an information vulnerability assessment to be aware of and mitigate vulnerability and exposure due to your 
online footprint: 

	} Not just once – repeat this intermittently 

	} Google yourself beyond the second page – people can cross reference between different sources of information 

	} Recommend that family do not ‘follow’ you – they might be less concerned or aware about security and privacy, 
and harassment might turn to them if they’re more accessible 

	} Check your social media profiles – if your usernames are the same across multiple sites, data brokers can patch 
these together as the same person 

	} Go private on the electoral register 

	} Use GDPR and ‘right to be forgotten’ protections where necessary and possible 

	} Be cautious about self-hosted websites and platforms where your research can be tied to your personal details 

	} Request that data brokers remove information about you and your immediate family – details they have can 
include home addresses and other residents there 

Take cybersecurity seriously: 

	} Use haveibeenpwned.com  

	} Use strong passwords and password managers 

	} Use firewall accounts 

	} Use VPNs 

	} Silo your personal and professional accounts and technology 

SAFETY AND WELLBEING WHEN DISSEMINATING 
SENSITIVE OR CONTROVERSIAL RESEARCH

https://crestresearch.ac.uk/nabs/
https://voxpol.eu/wp-content/uploads/2025/10/DCUPN0753-Researching-Far-Right-WEB-250814.pdf
https://haveibeenpwned.com/
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Find allies: 

	} Identify allies and sources of support at your institution 

	} Build and engage with networks and communities that support wellbeing 

Be honest and reflective with yourself: 

	} Do what you are comfortable with, walk away if necessary, and recognise a job may not be work sacrificing your 
wellbeing 

DON’T

Go it alone: 

	} Instead, use your supervisors, institution, and ECR networks to support and protect your reputation and 
wellbeing 

Advice & Suggestions from the Research Community

DO 

Consider retaliation from subjects of interest/malicious actors: 

	} Harm in this research field is not just in the method, and does not stop at the end of the research project – there 
are risks when disseminating outputs, particularly regarding intersectionality 

	} Develop a threat assessment with your supervisor based on you, your research, and your institution – in general, 
proactive strategies are best 

When considering publicity of research and events and preparing for confrontation, beware this can also come from 
academics and other professionals: 

	} There is a significant psychological impact of attacks from colleagues, especially as it can be unexpected 

	} Consider that attacks are because of jealousy and insecurity – anyone with a genuine concern or feedback 
about your research would approach you for a polite discussion  

	} Trust in your research, your supervisors, and your trusted colleagues – they would not let you publish work that 
will harm you 

Find trustworthy people and safe spaces: 

	} Find supportive colleagues to read drafts, pre-empt bad faith arguments, mitigate risks, give feedback to prepare 
you for any backlash associated with publishing your work 

	} Seek out good mentors who will support you – speak to them if you are worried about publishing

	} Build a supportive network around you e.g., ECR networks 

	} Establish a ‘whisper network’ to determine who is a safe person 

Beware of the need to balance personal safety with the pressure to disseminate research online: 

	} This pressure is heightened for ECRs, researchers of minority identities, and especially when those identities 
overlap with research (e.g., violent misogyny, racism in far-right communities etc.) 

https://crestresearch.ac.uk/nabs/
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Remove identifiable information online and consider the risks of being ‘doxed’: 

	} Remove metadata and EXIF data from photos – e.g., can send photo to yourself on signal to scrub metadata 

	} Be aware of your social media footprint and the footprint of those around you (even if accounts are private). 
Resist the urge to post about travel, work, or children’s images etc. 

	} Check privacy settings on all apps (make all accounts private), and consider removing your real name from 
personal social media profiles (or using a pseudonym) 

	} Consider anonymising your research identity 

	} Use online content deletion services, though they can be expensive (e.g., DeleteMe, Hush, some services offered 
by credit cards) 

Regularly check what information is available about you online: 

	} See operational security section above 

	} Pay attention to what information is leaked/hacked/breached 

Consider freezing or otherwise monitoring your credit 

Limit use of specific platforms, e.g., X 

Consider how you communicate about your research: 

	} Think about how to discuss data and research topics – potentially have one method that is more accurate (for 
discussions with colleagues and at conferences), and one that is more ‘safe’ or ‘less controversial’ (for public 
websites or profiles, social media posts) to avoid negative reactions 

	} For example for the latter, avoid naming the groups under study (so that the group cannot search and find your 
post), and not using terms that could trigger negative responses 

	} Frame findings and communications with sensitivity, considering potential harms, risks, and stigmas 

	} Test your findings with different audiences to gauge reactions and feedback, and anticipate risks (e.g., 
presenting at closed conferences before widely sharing)  

	} Attacking people for extreme beliefs can impact security and wellbeing – it can be better to write more 
objectively/factually to mitigate these issues 

Keep an ongoing risk register to monitor risk as you progress: 

	} Enter into this if contacted by a subject or someone in the milieu under study

Minimise engagement with subjects of concern: 

	} Do not enter private chats

Minimise negative impact of dissemination: 

	} Trigger warnings don’t prepare audiences for extreme material – ensure what you are presenting is essential 
and meaningful, not just for shock value 

	} Do not post direct links to content as citations 

	} Don’t reproduce aesthetics from extreme groups publicly 

Consider disseminating work with industry/government directly, rather than public-facing outputs: 

	} Could be done via their networks, internal meetings, or research summaries 

https://crestresearch.ac.uk/nabs/
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Engage with ECR networks and attend dedicated subject matter conferences: 

	} Particularly when unable to get exposure/community integration due to sensitivity of work 

	} However, remember that your privacy and risk appetite is individual, and tied to your own personal identity 

DON’T 

Engage with highly litigious people – protect yourself and your research from ad hominem attacks or disruption  

Post online without thinking it through: 

	} E.g., don’t post contemporaneously to give away location, or before/during/after particularly dangerous research 

Engage with mainstream media until or unless confident, established, and prepared for potential risks:

	} Ensure you have consulted with (in writing) institutional media teams and press offices 

	} After media work, consider locking accounts for a few days afterwards as a preventative measure 

Resources

Practical advice:

	} Advice for journalists, and OSINT blogs

	} Data and Society’s Best practices for conducting risky research and protecting yourself from online harassment

	} IntelTechniques: includes guides for VPNs, data requests etc.

Researcher experiences:

	} VOX-Pol report: Researching the far right safely in academia: Current practices and constraints

Advice for institutions:

	} How can institutions better support researchers? The case of extremism and terrorism research

Guidance for dealing with harassment

	} Online harassment manual

	} Universities UK manual for online harassment

	} Some universities have specific advice, e.g., University of Michigan

	} HeartMob: community dedicated to offering support to people experiencing online harassment

	} Guidance for dealing with doxxing

https://crestresearch.ac.uk/nabs/
https://datasociety.net/research-library/best-practices-for-conducting-risky-research-and-protecting-yourself-from-online-harassment/
https://inteltechniques.com/links.html
https://voxpol.eu/wp-content/uploads/2025/10/DCUPN0753-Researching-Far-Right-WEB-250814.pdf
https://doi.org/10.1177/14687941251341992
https://onlineharassmentfieldmanual.pen.org/
https://www.universitiesuk.ac.uk/sites/default/files/field/downloads/2021-07/tackling-online-harassment.pdf
https://safecomputing.umich.edu/protect-yourself/be-safe-online/online-harassment
http://www.crashoverridenetwork.com/soyouvebeendoxed.html

